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Identity and Directory Challenges 
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Why Identity Matters? 
 

 Increasing threat 
vectors for enterprise 
identities 

 Gartner Predicts:  “By 
2016, 40% of 
enterprises will make 
proof of independent 
security testing a 
precondition for using 
any type of cloud 
service.” 

 

 Make it easy to integrate 
with enterprise identity 
customers with industry 
standards and tools 

 Common Identity 
facilitates integration 
between products 
reduces onboarding and 
training time for new 
products 

 

 Gartner estimates 20-
50% of support costs 
related to password 
management 

 Cisco IT estimates 
$250/user/year cost of 
password management 

 Build features not 
security 

Improve Adoption 

Meet Security & 
Compliance 
Requirements Reduce Cost 

5 
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Cisco Identity Management Challenge 

Bridge Services 

Cloud & OnPrem 

Many client's,  

many OS’s, 

 in different 

devices 

Many players with 

different solutions 

6 
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Identity Architecture  
Collaboration System Release 10.x 
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Identity Architecture – End Goal 
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Directory Synchronisation Changes 
Attributes visibility in 9.x and 10.x 

Upto 9.X 10.x 

User ID  Yes Yes 

Last Name  Yes Yes 

Middle Name  Yes Yes 

First Name  Yes Yes 

Tittle No Yes 

Department  Yes Yes 

Manager ID Yes Yes 

Upto 9.X 10.x 

Phone Number Yes Yes 

Mobile Number  No Yes 

Home Number  No Yes 

Pager Number  No Yes 

Directory URI  Yes Yes 

Mail ID Yes Yes 

11 
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Directory Synchronisation Changes 
Extra information required 

12 

With the introduction of Self-Provision devices and it’s need for creating groups 
based on LDAP queries/details, a lot changed when we synchronise user 
information from an LDAP sources 
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Self-Provisioning 

13 

 IVR Self-Provision – For non-GUI capable devices 

 GUI Self-Provision – For advance IP endpoints 

 GUI Self-Provision – For software endpoints 

 

Note : for the TUI phones will need to 
register in CUCM before the user can Self-
Enroll 
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Self-Provisioning 

 Admin needs to decide on the level of 
authentication required for the Self-
Provisioning process.  

• No Authentication 

• Authentication with user Pin/Password 

• Authentication with user Pin/Password 
and extra administrator Authentication 
Code 
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How Do We Create Different “Locations” For Self-Provisioning? 
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We need to create one LDAP Synchronisation 
Agreement per group of devices with the same 
characteristics ( normally region/location in CUCM terms ) 

In the case of an Active Directory LDAP source the 
best practices will be to synchronise against a 
Global Catalogue and create an LDAP filter that 
will identify users in a given location. 

This synchronisation agreement will be associated 
with a Feature Group Template and that will define 
the characteristics of the Self-Provisioned Device 
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LDAP Filters 
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There is a rich syntax to create ldap filters : 
Equality  (attribute=abc)  (&(objectclass=user)(cn=Paulo Jorge Correia) 

Negation (!(attribute=abc))  (!objectClass=computer) 

Presence (attribute=*) (Department=*) 

Absence  (!(attribute=*))  (!manager=*) 

Greater than (attribute>=abc) (telephoneNumber>=5000) 

Less than (attribute<=abc) (telephoneNumber<=6000) 

Wildcards   (mail=*@cisco.com) 

You can get more information in :  

http://www.ldapexplorer.com/en/manual/109010000-ldap-filter-syntax.htm 

 

http://www.ldapexplorer.com/en/manual/109010000-ldap-filter-syntax.htm
http://www.ldapexplorer.com/en/manual/109010000-ldap-filter-syntax.htm
http://www.ldapexplorer.com/en/manual/109010000-ldap-filter-syntax.htm
http://www.ldapexplorer.com/en/manual/109010000-ldap-filter-syntax.htm
http://www.ldapexplorer.com/en/manual/109010000-ldap-filter-syntax.htm
http://www.ldapexplorer.com/en/manual/109010000-ldap-filter-syntax.htm
http://www.ldapexplorer.com/en/manual/109010000-ldap-filter-syntax.htm
http://www.ldapexplorer.com/en/manual/109010000-ldap-filter-syntax.htm
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What is a Feature Group Template  

17 

Various FGT ( Feature Group Template ) parameters include 
Home Cluster ,Enable Mobility, Enable EMCC, Calling 
Search Space, Enable User for Unified CM IM and Presence, 
User Locale, Enable Mobile Voice Access etc. 
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Performance 

 The maximum number of users that may be synced into a cluster is 160,000. This user 
account limit is enforced in release 10.0(1).  
– Up to 80,000 accounts are supported in release 8.6(2)-9.x 

– Up to 60,000 accounts are supported in release 6.x-8.6(1) 

 The maximum number of LDAP sync agreements is 20 in release 10.0. 
– Earlier releases support up to 5 agreements 

 Using 20 LDAP sync agreements with 160,000 user accounts simultaneously is not 
supported.  

 Initial synchronisation times increase substantially (multiple hours) as the number of users 
and the number of sync agreements increase. 

Cisco recommends: 

 Configure < 10 agreements when 160,000 User Accounts are synced 

 Configure up to 20 sync agreements when the total number of user accounts is < 80,000 

 18 
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Performance 
 Initial synchronisation for 60,000 User Accounts: 

– Unified CM 7.1(x) with 5 agreements ~30 minutes 

– Unified CM 8.0(1) with 5 agreements ~22 minutes 

 Initial synchronisation for 80,000 User Accounts: 
– Unified CM 8.6(2) with 5 agreements ~24 minutes 

– Unified CM 9.x with 5 agreements ~38 minutes 

– Unified CM 10.0(1) with 10 agreements ~44 minutes 

– Unified CM 10.0(1) with 20 agreements ~2 hours 

 Initial synchronisation for 160,000 User Accounts: 
– Unified CM 10.0(1) with 10 agreements ~3 hours 

 Subsequent synchronisation operations may take more/less time depending on the 
number of changes between synchronisation intervals. 

 If custom LDAP attributes are configured, synchronisation times could be increased, 
potentially double.  
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Single Sign-On Technologies 

20 
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Paulo 

Authentication and Authorisation  
(AuthN and AuthZ) 

The process of authorisation is distinct from that of authentication. Whereas authentication is the process of 
verifying that "you are who you say you are", authorisation is the process of verifying that "you are permitted to do 
what you are trying to do".  

 

Authentication 

When you enter a hotel and 

walk up to reception, the 

receptionist authenticates 

you by checking your 

passport. 

Authorisation 

After authentication has 

taken place, the receptionist 

gives you a room key. 

Your room key is your 

authorisation token to enter 

your room and any resource 

that you are entitled in the 

Hotel 

You do not need your passport to enter your room. 

Your room key authorizes you to enter your room 

only, and not any other rooms. The room key / 

authorization token does not identify the holder of 

the key / token. 

21 
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Single Sign-On Definition 

Single Sign-On (SSO) is a session/user authentication process that permits a 
user to provide credentials only once in order to access multiple applications. The 
process authenticates the user for all the applications they have been given rights 
to and eliminates further prompts when they switch applications during a 
particular session. 

22 
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IdP – Identity  

Provider 
RP – Relying  

Party 

Users 

Direct Trust  

Agreement 

Identity Framework 

23 
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Role of Identity Providers (IdP) 

Validate who you are?  

• Review personally identifying information to prove you are 
who you say you are (identity proofing), such as drivers 
license, passport, or biometric data 

• Assign attributes (name, role, email  
address) in the identity management  
system. 

Validate and transact authentication requests?  

• Verifying that the person seeking access to 
a resource is the one previously identified and approved by 
utilising some form of authentication system, often a username 
and password. 

 

 
24 
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What is Federated Identity ? 

• No long term employee credentials necessary on partner sites 

• Automated user provisioning and removal 

• Managed access to employee information 

• Minimise sharing of attributes about a user 

• Single sign-on 

• Scalable establishment of relations 

“The only real problem is scaling. All others 

inherit from that one.” 

 

Mike O’Dell, Chief Scientist UUNET, 2000 

25 
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What Does Federated Identity Buy Us? 

• Describes the technologies, standards and use-cases which 
serve to enable the portability of identity information 
across otherwise autonomous security domains. 

 

• Provides the trust needed for sharing these  
attributes between two or more parties in  
electronic transactions. 

 

• Facilitates user access to online applications or resources 
through one user account. 
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SSO Protocols 

SAML is a set of standards that have been defined to share information 
about who a user is, what his set of attributes are, and give you a way to 
grant/deny access to something or even request authentication. Two 
different organisation want to establish trust relations without exchanging 
passwords 

 

OAuth is more about delegating access to something. You are basically 
allowing an application to impersonate you. It is used to grant access to 
API's that can do something on your behalf. For example you want to 
write an application that will use other applications like twitter, Gmail and 
Google Talk. 
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SAML 2.0 

The SAML standard is managed by the OASIS Security Services Technical 
Committee  
– http://www.oasis-open.org/committees/security  

SAML is a protocol specification to use when two servers need to share users 
identity information. Nothing in the SAML specification provides the actual 
authentication service, with it we can : 

• Single Sign-On across domains 

• Cookies prevent the need for reauthorisation 

• SSO interoperability between different entities 

• Web Service Security (SAML allows for the  exchange of assertions within a SOAP document) 

• Federated Identity (consolidate identities across organisational boundaries) 

 
28 
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Firefox is your Friend 

Firefox allow you to have an add-on that 
can decode SAML 
 

 

 

 

 

 

It allow you to get the call flow of you SAML 
interaction and also decodes it 

29 
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SAML 2.0 Flow 
Trust Agreement 

RP Relying Party 

Ex: WebEx 

IdP Identity 

Provider 

Metadata Exchange 
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SAML 2.0 Flow 
Resource Request 

RP Relying Party 

Ex: CUCM 

IdP Identity 

Provider 

1. Resource Request 

31 

1 
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SAML 2.0 Flow 
Redirect with Authentication Request 

RP Relying Party 

Ex: CUCM 

IdP Identity 

Provider 

2. Redirect with SAML 

authentication request 

3.GET with SAML 

authentication request 

3 

2 
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SAML 2.0 Flow 
Redirect with Authentication Request 

3 
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SAML 2.0 Flow 
Identify the User 

RP Relying Party 

Ex: CUCM 

IdP Identity 

Provider 
5. Provide credentials 

4. Challenge the client for 

credentials 

• The mechanism for challenge the users is something 
broader than just collaboration, it should comply to the 
security policy for the application in the organisation 

 

• Any authentication mechanism, single or multi factor, 
supported by the IdP will be supported by the 
collaboration applications 

4 5 
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SAML 2.0 Flow 
Post a Signed Response 

RP Relying Party 

Ex: CUCM 

IdP Identity 

Provider 

7. POST signed response 

6. Signed response in hiden HTML form  

( this includes any attributes that are contracted ) 

7 
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SAML 2.0 Flow 
Cookies to prevent re-authentication 

RP Relying Party 

Ex: CUCM 

IdP Identity 

Provider 

36 
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SAML 2.0 Flow 
Cookies to prevent re-authentication 

IdP Cookie that normally 
is valid for 48 hours 

Service Cookie that normally 
is valid for 30 minutes 
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SAML 2.0 Flow 
Cookies to prevent re-authentication 

RP Relying Party 

Ex: CUCM 

IdP Identity 

Provider 

2. Redirect with SAML 

authentication request 

7. POST signed response 

3.GET with SAML 

authentication request 

with IdP Cookie 

38 

6. Signed response in hiden HTML form  

( this includes any attributes that are contracted ) 

8. Supply resource 

with new cookie 

1. Resource Request with 

Service Cookie 

Cookie checked but 

already expired 

Cookie checked  and 

valid 
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Enabling SAML SSO On-Prem 
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Configuring SAML Integration 
1. Get the metadata from the SP 

Need to get the metadata from the collaboration products like CUCM, uCXN, 
IM&P, Prime, CWMS, WebEx 

– In the example of CUCM we get it from the URL https://<CUCM IP Address or FQDN>:8443/ssosp/ws/config/metadata/sp  
that will provide us an XML file like the example : 

 

This file will provide the certificates required to exchange 
HTTP information 

This file also provides information on what is the : 

• NameID format 
urn:oasis:names:tc:SAML:2.0:nameid-format:transient 

• Location of the Service 
 https://<CUCM FQDN>:8443/ssosp/saml/SSO/alias/<CUCM FQDN> 

• What kind of SAML binding we are going to use 
SAML 2.0 using HTTP-POST 

40 
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Configuring SAML Integration 
2. Configuring the IdP ( IdP and SP Components ) 

2. With the metadata xml file that we got from 
the Cisco Collaboration Product we configure 
the SP component 

 

1. Configuring the IdP part, where we define 
what authentication mechanism we are 
going to use. 

Most of the vendors always have two major tasks  that together define the agreement between the 
IdP<->SP: 

41 
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Configuring SAML Integration 
3. Export the metadata from the IdP 

 In our example we export the metadata from PingFederate SP and we include the X509 certificate that we require for the 
information exchange between the IdP <-> SP  

Similar to what we did in the beginning with the Collaboration Application we are going to export the 
metadata of the IdP to enable SSO on the SP 

42 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKUCC-2664 Cisco Public 

Configuring SAML Integration 
4. Import the metadata from the IdP and test the connection 

1. Make sure that the Cisco Collaboration products like CUCM, uCNX, IM&P, Prime, CWMS, WebEx 
is using the same User Directory sources as the IdP. 

2. Make sure that you have at least one user with Administration privileges 

3. Import the IdP metadata, Download the Metadata Fileset and Run the Connection test 

 

 

Success 

43 
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Administration Login with SSO Enabled 

 Even after enabling SSO in the Cisco Collaboration Application, you will have 
have a way to do a local login with the default application user  

https://<CUCM IP address or FQDN>/ccmadmin/showRecovery.do 

44 
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Administration Login with SSO Enabled 

45 

When the user logins to the for example to CUCM he will see and HTTP 302 Found as expected and 
the Name ID format and the attribute contracted.  

 

Success 

45 



Enabling SAML SSO Cloud 
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WebEx Integration for SSO 
1. Get the metadata from the SP ( WebEx ) 

Need to get the metadata from the WebEx site in the SSO configuration 

This file will provide the certificates required to 
exchange HTTP information 

This file also provides information on what is the : 

• NameID formats accepted by the Webex Site, we 
recommend the use of  

urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified 

• Location of the Service 
https://<SiteName>.webex.com/dispatcher/SAML2AuthService?siteurl=<SiteNa

me> 

• What kind of SAML binding we are going to use 
 

SAML 2.0 using HTTP-POST 
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WebEx Integration for SSO 
2. Configuring the IdP ( IdP and SP Components ) 

2. With the metadata xml file that we got from 
WebEx we configure the SP component 

 

1. When configuring the IdP part, we need to 
define what authentication mechanism we 
are going to use. 

Most of the vendors always have two major tasks  that together define the agreement between the 
IdP<->SP: 

48 
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WebEx Integration for SSO 
3. Export the metadata from the IdP 

In our example we export the metadata from PingFederate SP and we include the X509 certificate, binding 
services and locations 

 

Similar to what we did in the beginning with the WebEx Site we are going to export the metadata of the 
IdP to enable SSO on the SP (SP ) 

49 
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WebEx Integration for SSO 
4. Import the metadata from the IdP 

Change the AuthContextClassDef to urn:oasis:names:tc:SAML:2.0:ac:classes:Unspecified 

Now back to the WebEx configuration we will import the metadata from the IdP. 

After the Importing you will notice that information on IdP ID, Login URL and Certificated fulfill  
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Using SSO 

When the user logins to the WebEx MC you will see and HTTP 302 Found as expected and the Name 
ID of the user login.  

 

Great 

Success 
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WebEx User Account Management Options 

Option Description 

Manual updates through Org 

Admin 

• Admin can use Org Admin to manually update user accounts 

File import to Org Admin • Admin can create and update accounts by importing a change file into 

Org Admin   

Directory Integration  
(FTP approach and will be depreciated 

soon) 

• Semi-automatic method for creating, updating and deactivating user 

accounts and groups.   

• Customer creates scripts to capture account changes in their Active 

Directory.  The change files are uploaded to a WebEx FTP server and 

automatically imported into Connect user DB 

• Advanced Services engagement 

Single Sign-On • SSO can be configured to automatically create accounts when user logs-

in to Connect for the first time 

• SAML assertion provides user information 

• Accounts can be created and updated but not deactivated 
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WebEx User Account Creation and Update 

53 

To enable the provision using SAML we need : 

• Change the WebEx site configuration to enable the creation and update 

• Add extra attributes in the IdP to the Synchronisation agreement ( email, firstname, lastname, uid 
and updateTimeStamp ) 
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What is the Result when the Users Login with Auto 
Account Creation and Update Enabled 

54 

When the user logins to the WebEx MC, in the SAML tracer you will see and HTTP 302 Found as 
expected, the Name ID of the user login and we have information on the attributes contracted. 

 

Great 

Success 
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What Will This Identity Architecture Bring Us? 

 Align with market standards 

 Integration of Cisco Collaboration Architecture in the broader 
Identity architecture of our customers. 

 The same user identity for on premise and cloud services  

 Eliminate mismatch in user attributes between the different 
collaboration products  

 Bring more synergies between collaboration products. 
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Key Takeaways 

 Your customer identity strategy should not be focus only in the collaboration 
application, but should cover all their IT applications. 

 With some many ways of deploying and consuming applications, your 
customer should understand that following standards is the only way to 
deliver identity services, inside and outside the organisation and for any 
kind of device. 

 The need for security and compliance rules is a must today, and a 
consolidated identity solution for all the apps in their IT deployment, is the 
base to achieve that goal 
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Complete Your Online Session Evaluation 

Give us your feedback and receive a 
Cisco Live 2014 Polo Shirt! 

Complete your Overall Event Survey and 5 Session 
Evaluations. 

 Directly from your mobile device on the Cisco Live 
Mobile App  

 By visiting the Cisco Live Mobile Site 
www.ciscoliveaustralia.com/mobile  

 Visit any Cisco Live Internet Station located 
throughout the venue 

Polo Shirts can be collected in the World of Solutions 
on Friday 21 March 12:00pm - 2:00pm 

Learn online with Cisco Live!  

 

Visit us online after the conference for full access 

to session videos and presentations. 

www.CiscoLiveAPAC.com 
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