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| Sessio.n-i Objte.C't.iVéf_'ﬁ'

This session focuses on Cisco Prime Infrastructure (PI) as a
deployment, management, and troubleshooting tool for Cisco Unified
Wireless and wired (access) networks.

Attendees are required to have familiarity with basics of Pl installation;
topics covered in this session are, but not limited to: deployment options
with PI (templates, auto-provisioning); operational insights, system
dashboards, trends, alarms; drill-downs, cross-linked intuitive workflows
to monitor client related information; enhanced reporting interface
design and customisation abilities.

This session should be complemented with BRKEWN-2010 to get a
complete overview of the advanced management and mobility services
offered for a Cisco Wireless LAN.

Cisco (('Vf:/
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Introducing Cisco Prime Infrastructure



Cisco Prime Infrastructure Overview

Cisco Prime Infrastructure provides a single integrated solution for  pums r— —
complete lifecycle management of Cisco routers, switches, and W e ———— T

wireless devices, along with deep visibility into end-user experience ...
and application performance

Extends the functionality of Cisco WCS/NCS, provides complete
lifecycle management of wired and wireless access networks

Provides monitoring of endpoint security policy integration with
Cisco Identity Services Engine (ISE)

Upgrades/Migrations are available for existing customers of:
— Prime Infrastructure 1.x [free upgrade to Pl 2.0 with SASU contract]
Cisco Prime NCS 1.0 [free upgrade to Pl 2.0 with SASU contract] e <
Cisco WCS* : LI TR T T
CiscoWorks LMS 2.x/3.x

Cisco Prime LMS 4.x [free upgrade to PI 2.0 with SAS contract]

Cisco Prime Infrastructure 2.0 also includes the software and
licenses to use Cisco Prime LMS 4.2

* For data migration requires doing an intermediate upgrade to NCS 1.1 Cisco(('l/&/
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CISCO Prrme Infrastructure 2 O

- License Model Overvlew

Note: Compliance Cisco Prime Infrastructure .
Management licenses are also Management Node Licence

; . . . Dependenc
sold as part of Prime (physical or virtual appliance) P y
Infrastructure 2.0, however,

these licenses are used only Plug-and-Play Collector Increases Pl node from

with Cisco Prime LMS 4.2. Gatewa ) 20K to 80K flows per
y License second
(per external

gateway) (per server)

Available in incremental

bundle sizes of 25, 50, 100, Lifecycle Assurance Available in incremental
500, 1K, 2.5K, 5K, 10K, and . - bundle si f 25, 50, 100
: | Licences Licenses LHCIS SIZES Do o =2
15K Devices 500, 1K, 2.5K, 5K, 10K, and

(per device) (per device) 15K Devices

One Base license required
for each management node .
(physical or virtual : Base License
appliance)

Cisco {f'l/&/?

BRKEWN-2011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public



Physical Appliance
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Virtual Infrastructure
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-~ Prime Infrastructure 2.0~~~

Virtual OVA Server Requirement and I\/Iapping. j-.:"l :

Virtual Virtual Memory HDD Size Throughput Concurrent API Clients
Appliance Size CPU (DRAM) (Disk 1/0) Users (Max
4 5

Express 12 GB 300 GB 200 MBps 2
Custom Express* 8 16 GB 600 GB 200 MBps 10 2
Standard 16 16 GB 900 GB 200 MBps 25 5

16 24 GB 1200 GB 200 MBps 25 5

*%* 1 1 *%*
----------------- SR

If you are using a Small or Med OVA from PI 1.2/1.3 and have not significantly

Custom Express . .
P to download the Express OVA and customise it for Custom Express
Large Standard <=16K Netflow

b ]

1

Pre-2.0 PI1 2.0 1

. ) :

WCS 7 x Standard or Physical added more (_Jlewces or turned on new feat_ures, you can r_mgrate to the Express '
: : OVA. All their current numbers of scale with P1 1.2/1.3 will carry forward to Pl 1
Physical Standard or Physical 20 |
. 1

Small Express |
. 1
Medium Express or *Custom Express is not available as a separate OVA download. You will need |
1

1

1

1

Extra Large Pro

https://supportforum.cisco.com/docs/DOC-37253
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Prime Infrastructure 2 O
Physical Applrance and Mapprng

Physical Appliance Physical CPU HDD Size Throughput Web Clients API Clients
Disk 1/0

Cisco Prime Appliance 2 CPUs 32GB 900 GB 200 MBps
8 Cores (4x300GB RAID5)
(16 Threads)

.« InPI2.0, the PI Physical Appliance maps to the Standard OVA (for scalability purposes)
.+ Physical Appliances are field upgradable

-+ Prime Infrastructure Appliance comes pre-installed with Prime Infrastructure 2.0

l

I

» Deploying Cisco Prime NCS Virtual Appliance on CiscoWorks Wireless LAN Solution Engine (WLSE) models 1130-19 or 1133 is
not supported.

1
If you are using Pl Physical Appliance with P1 1.2/1.3 and have not significantly added more devices or turned :

on new features, they can migrate to Pl 2.0 with the same number of APs or devices. !

Cisco ((Vf:/
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Prrme Infrastructure 2 O Scalabrlrty

Parameter Express Custom Standard
Express

Devices Max Unified AP 2,500 5,000 20,000
Max. Autonomous AP 300 500 3,000 3,000
Max. Wired 300 1,000 6,000 13,000
NAMs 5 5 500 1,000
Clients Wired Clients 6,000 50,000 50,000 50,000
Wireless Clients 4,000 30,000 75,000 200,000
Changing Clients 1,000 5,000 25,000 40,000
Monitoring Events Sustained Rate 100 100 300 1,000
(events/s)
Netflow Rate (flows/s) 3,000 3,000 16,000 80,000
Max. Interfaces 12,000 50,000 250,000 350,000
Max. NAM Data Polled 5 5 20 40
System Max. Number Sites/Campus 200 500 2,500 2,500
Max. Groups 50 100 150 150

Max. Virtual Domains 100 500 1,000 1,000 co ((l/e,
11



Crsco Prime Infrastructure e
‘AireOS Controllef Release and IOS Release Alrgnment

AireOS WLC 7.0 WLC 7.2 WLC 7.3 WLC 7.4 WLC 7.5 WLC 7.6 WLC 8.0
MSE 7.0 MSE 7.2 MSE 7.3 MSE 7.4 MSE 7.5’ MSE 7.6 ® MSE 8.0
L J
I0S- I \ 3.3.1SE | 1 3.3.2SE 3.3.2SE
XE : I I
- A |
\ l
I N \ [ -Z domain
I A I | support
I S ' !
I
I | 1
I

WCS 7.0

Device
Packs

3.2.3SE
- - ) ciscolive!

BRKEWN-2011
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From\To

WCS 7.0
(7.0.230.0)

NCS 1.0
(1.0.2.29)

NCS 1.1
(1.1.1.24)

PI1.2.0
(1.2.0.103)

PI1.2.1
(1.2.1.12)

PI 1.3 (1.3.0

WCSs 7.0

NCS 1.0
(1.0.2.29)

Software Upgrade Paifis

NCS 1.1
(1.1.1.24)

PI1.3 (1.3.0.20)
PI-VA-1.3.0.20-size.ova

PI1.2.0 PI1.2.1
(1.2.0.103) (1.2.1.12)

ncs_patch-1.0.2.29-upgrade-12

ncs_patch-1.1.0.1114
nes_patch-1.1.0.1116 ncs_1_1_1_24-Update.13.4 | ncs_1_1_1_24-Update.13.4

pi_1.2.1.12_update
pi_1.2.1.12_patch_1
PI_1_2_1_12u-Update.1l

pi_1.2.1.12_update
12_patch_1

PI_1_2_1_12-Update.1.0
PI_1_2_1_12u-Update.1

PI1.4
PI-VA-1.4.0.45-size.ova

P12.0
PI-VA-2.0.0.0.294-size.ova

ncs_1_1_1_24-Update.13.4
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Setup script

= Guides network administration through set of questions for setting basic
parameters

= Changes to set parameters can be made at a later time via CLI
Secondary server (High Availability) setup

= You will need to specify the Prime Infrastructure role (Primary or Secondary)
during installation

= Server configured for Primary operation cannot be reconfigured for Secondary
operation (or vice versa)

- appliance needs to be re-installed and configured for Secondary operation

= Licensing based on (v)UDI (Unique Device Identifier) of Primary server

Cisco (('V&/
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High-Availability - Components and Operation
= At the heart of the High-Availability design is the “Health Monitor” (HM)
Process

= Health Monitor is sub-divided into the following sub-system:

Core HM - Configures, maintains state and starts/stops the HA configuration across Prime
servers

Heartbeat - Responsible for maintaining communication between the Primary and
Secondary servers (over HTTPS, port 8082); timeout is set to 2s, with three re-tries

Application Monitor - Communicates with the Prime framework components on the
primary server

DB Monitor - Configures database replication
File Sync - Identifies file changes, compression, and statistics maintenance

Cisco (('Vf;/
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* High-Availability - Components and Operation

/ /
{ Database Replication l
I | :
|
|
I .
: Primary S d Secondar [
(M Primar : econdary
|
I Heartbeat !
I (every 2s/ 3 Times I
: | | |—z ,
I :
: 4 I : 4 I
I I
k- Primar / k Secondary /
\ \ - s e e o - —y —————————— - / / \ \ ——————— ( S_tén_d tlyl _____ y / / /
Active 1
( ) Cisco((l/&
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" Cisco Prir'ne,In.fra's-thCt'u"r"é Hig h’AV:a“fabil o -

* When an Primary Prime Server fails, the Secondary Prime Server
takes over operations and continues to provide service.

 If the standby Prime doesn’t receive 3 heartbeats (timeout 2 seconds)
then either the Secondary Prime will become active (automatic failover
or email will be sent to network admin. (manual failover)

« Failover (Primary to Secondary) can be Automatic or Manual
* Failback (Secondary to Primary) is always manual

Cisco (('V&/
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© High-Availability - Things to Consider

Both the Primary and Secondary Prime servers should run the same software
version

Both the Primary and Secondary Prime servers should be the same size
Email server and receiver must be configured (used for notifications)

For communication between the Primary and Secondary, HM port (8082) must be
allowed through firewall if in the path between Primary and Secondary servers

Failover mode must be carefully selected (and remembered): Manual vs.
Automatic

Authentication key is created during the install, and is used by the Primary
and Secondary Prime servers for communication
(and also logging into the HM web page)

HM available at: https:/<ip.address>:HMport (example: https://10.10.10.20:8082) /
CiscollVZ,

BRKEWN-2011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



http://ip.address:HMport

wt]taa]rs Cisco Prime
cisco Infrastructure

High Availability Setup

74 Home Design ¥ Deploy ¥ Operate ¥

€9 system Settings | High Availability

HA Status

BRKEWN-2011

HA Configuration
Administration > System Settings > High Availability > HA Configuration

Configuration

Configuration Mode HA Not Configured
General

Secondary Server 2

Authentication Key | ?

Email Address rasrames@cisco.com

Failover Type [ Manual ¢J ?

| Save |

© 2014 Cisco and/or its affiliates. All rights reserved.

Administration ¥ Workflows ¥

¢ Admin Dashboard

& Logging o

Users, Roles & AAA

y Virtual Domains

User Preferences

= Software Update

Import Policy Update P
B, Jobs Dashboard

&a Jobs Approval

) (&%) ‘,‘ P27 [0l i

Cisco Public

Virtual Domain

04 Health Rules

System Settings
Data Sources
Appliance
Background Tasks

High Availability
System Audit

Licenses
Assurance License Manager

Cisco (f'l/f;/
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Planning and Deployment



~ Prime Infrastructure System Planning

« Consideration of the initial layout of the management system is key and can

make daily operations such as configuration changes, reporting and templates
easier to administer

* Placing controllers and AP’s in designated groups can make deployment
changes or maintenances updates easier to manage and control

 Identifying RF or Security issues can be easier to locate and mitigate

* Increase in High Availability and reduction of critical network coverage response
time

Cisco (('V&/
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i Popu.lati.n"g ', In_Ve,n-t_o"ry_- ‘< S

= Device Addition
Single addition

= Device Collection

= Device Monitoring

Bulk Add

Discovery Settings

*Name |

| Current Discovery Settings

Protocol Settings

| PingSweep Module

¥ Layer 2 Protocols

Discovery § L COP ol
| LLDP Module

Inventory
Configuration

Performance
Fault

BRKEWN-2011

¥ Advanced Protocols

| Routing Table

| Address Resolution Protocol

Border Gateway Protocol

OSPF

Filters

| IP Filter

¥ Advanced Filters

| Systern Location Filter

| system Object ID Filter

| DNs Fiter

—  —Fr

'y

v
M| Run Now | Cancel |

isco (f'l/f;/
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Grouping L

«vice Work Center ) Dsc.
At Grouss. Irk--pods Nerders
Device Group Device Group > User Defined > East-Switches 7
— | e *| Do
b
G B vww O wam
& A § elete BSync Groups & Stes v & o Bt
» & DevieTye [J DeviceName « Reachabiity §os
» & SteGrows O sw-PoD1-E Reachable L et
v & UserDefined 0 sw-PoD2E eachable
B esstSitches O SW-POD3-E B Reachable
0O sw-PoD4-E B Reachable
0O sw-pops-E b
0O sw-poDs-E
O sw-poD7-E

Device Groups Port Groups Sites Virtual Domains
* Predefined groups per device * Predefined groups per port * Grouping per physical * Grouping of )
type type location sites/Controllers/AP/wired
» Custom groups Static or « Custom groups static or +Hierarchy devices
dynamic dynamic campus/building/floor * For Role Based Access
« For Configuration purpose « For configuration or « For Location services or Control
Monitoring purpose Assurance

ive!

R —————_ | e ] - INS—— o0 Public 24



5 'Sit'eGroupingi:.

Sites can be organised into a hierarchy of Campuses and
Buildings

= Sites allows for Devices, Traffic, End-users and Alarms/Events
to be organised based on the physical structure of the network

= Users of Prime Infrastructure can be assigned to manage
specific groups of Sites, called Virtual Domains based on their
responsibilities

= The Monitoring Dashboards allows all the data collected by
Prime Infrastructure / Prime Assurance to be viewed based on
Sites

Cisco (('V&/
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Design > Site Map Design (or Operate > Maps)

B B e Virial Do ROOT DOMANIN NP 15 Search Men/Prime Data )
[ESCU s structure 7 Home Design ¥ Deploy ¥ Operate ¥ Report ¥  Administration ¥  Workflows ¥ S -
Maps Google Earth Maps
Operate>Site Maps v --Selecta command -- || GO |
T oo Show:  Type ("All $)  status (Al ?) Incomplete (20 [ Go | NewCas/SIne
> ;ﬁ System Campus New Building
d Unassigned Name Type 4 Incomplete  Total APs  a/nRadios  b/g/n Radios  Critical De;e-te- ---------------- ients ‘¥ Status
2 iﬁ‘. Amsterdam Branch System Campus Campus/Site 0 0 0 0 § —Tmrmmmm
¥ [E Boxborough Branch Unassigned Campus/Site 0 0 0 0 z:;: s:i[l):ings 8
* @@ BxBL Amsterdam Branch Campus/Site 1 1 1 [
» @8 System Campus Boxborough Branch Campus/Site 0 0 9 2 ZODT::, s, -
dl Dallas Branch Dallas Branch Campus/Site 0 0 0 0 Im‘;rt Ma;-u
dl Denver Branch Denver Branch Campus/Site 0 0 0 0 e eee
¥ India Branch India Branch Campus/Site 0 0 0 0 -
Location Presence
dl Japan Branch Japan Branch Campus/Site 0 0 0 0 Multi-Map Editor 2
» @ London Branch London Branch Campus/Site 0 0 0 0 0
[E Los Angeles Branch Los Angeles Branch Campus/Site 0 0 0 0 0
dl Management Apps Management Apps Campus/Site 0 0 (] (] 0
d New York Branch New York Branch Campus/Site 0 0 0 0 0
dl Paris Branch Paris Branch Campus/Site 0 0 0 0
dl RTP Branch RTP Branch Campus/Site 0 0 0 0 0
dl San Francisco Branch San Francisco Branch Campus/Site 0 0 0 0 0
» ‘ii San Jose Campus San Jose Campus Campus/Site 2 2 2 0 0 1N R /
@ San Jose Data Center San lace Nata Cantar Camnus/Sita n n n n n | - ( Ve
— __ Workflow Status ig‘o B o vo |7f_fi Support Cases | Alarm Browser | Alarm Summary @ 206 ¥ 5 0 190 -|$CO ' f
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k Centre.

Creating Site Groups f OmDeV|Ce e

i Virtual Domain ROOT-DOMAIN | prime w [ O, Search Menu/Prime Data ]
Hm g'i'sfgo Prlm::et
astructure
il 7 Home Design ¥ Deploy ¥ Operate ¥ Report ¥  Administration ¥  Workflows ¥ > S e
Device Work Center ) Discovery 21 Configuration Archives (1] Software Image Management &2 Image Dashboard ' Plug and Play Status {.} Network Audit

Device Group > ALL
v || ALL

Device Group

v|E® &_@ disa p— x Selected 0 | Total 83 \{A .

& AL Description Site Groups ups & Sites v 9= Add Device [ Bulk Import | Export Device Show | All '] 3
* 5 Device Tag Type Device bility = IP Address/DNS Device Type Admin Status Inventory Collection Status = Last Successful Coll... = Software Type Softwe
& No. Sfrlc\)/ll::;:n-rb};i g?‘?:tal (0 Direct, 77 Children) 10.0.252.4 Cisco Catalyst 3560E-24... Managed Completed February 20, 2014 1... 10S 12.2(5
r & No. of SubGroups 34 Total (22 Direct, 12 Children) 10.0.252.3 Cisco 3750 Stackable S...  Managed Completed February 20, 2014 1... 10S 12.2(3
r & = 192.168.152.1 Cisco 3945E Integrated ... Managed Completed February 20, 2014 1... I0S 15.1(4
& Dallas Branch ‘ftf;; S GG 10.0.103.1 Cisco 3945 Integrated S... Managed Completed February 20, 2014 1... 10S 15.1(4
& Denver Branch P 10.0.255.42 Cisco 7206VXR Router Managed Completed February 20, 2014 1... 10S 12.2(1
& East Sheen Branch [0 7206-Core-2 10.0.255.52 Cisco 7206VXR Router Managed Completed February 20, 2014 1... 10S 12.2(2
& India Branch [0 AMS-2921-RBR 192.168.152.2 Cisco 2921 Integrated S...  Managed Completed February 20, 2014 1... 10S 15.2(4

Cisco ((Vf;/
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b Virtual Domain ROOT-DOMAIN | pr [D + Search Menu/Prime Data W
alraln E’:‘sfco:gmgt
rastructure e,
e 7> Home Design ¥ Deploy ¥ Operate ¥ Report ¥  Administration ¥  Workflows ¥ S -
Building View
= & Root Area New Floor Area
Floor ¥ Map o e
> [E System Campus Edit Building
a8 Unassigned Delete Building
Copy Building ...
» @il AmsterdamBranch
» @8 Boxborough Branch E E Configure Interferer Notifications
dﬁ Dallas Branch
dﬁ Deriver Branch Floor Area 2 Total APs 0
Floor Index 2 a/n Radios /]
@ East Sheen Branch 2 '
Contact b/g/n Radios 0
d India Branch Status a Critical Radio Alarms 0
@ Japan Branch a/n Clients 0 b/g/n Clients 0
Wired Clients 0
» @8 London Branch IR
& Los Angeles Branch
d¥ Management Apps
@8 New York Branch 2
d Paris Branch b - Floor Area 1 Total APs 2
@ RTP Branch 3 Floor Index 1 a/n Radios 2
@ San Francisco Branch ! B R Contact b/g/n Radios 2
dtl Status Critical Radio Alarms 0
v SN a/n Clients 0 b/g/n Clients 0
» [ Buiding O Wired Clients 0

&
&

San Jose Data Center

Singapore Branch

BRKEWN-2011

WorkflowStatus @ 0 & 0 o 0 | &% Support Cases | Alarm Browser | Alarm Summary @ 206 ¥ 5 4 190 D((W’

© 2014 Cisco and/or its affiliates. All rights reserved.
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Adding Dewces to Sltes and Groups

Operate > Device Work Centre > Groups & Sltes

SCO (‘ 'l/f v/
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Virtual Domains =~

Virtual Domains allow controlled access to a specific set
of devices and/or sites

iy
Used to provide administrative control. User can be S N
added and assigned predefined static roles. /
Besides complete access, you can give administrative
access with differentiated privileges to certain user :' |
A user can add new virtual domain by navigating to | 3 "
Administration > Virtual Domains L\ L=
To add users, navigate to Administration > User Roles
& AAA.

Cisco(( Vf/
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Virtual Domains =~

= Hierarchical Domains

— Top (ROOT-DOMAIN) user has complete access
to all domains

— Selected users have access to individual domains

— Standard Prime Infrastructure features for all
domains

= Distributed Device Deployment
— Dedicated Device per virtual domain

— Configuration and monitoring of Device allowed
at individual domain level

= Centralised Device Deployment

— e.g Shared Controller across multiple virtual
domains

— Only monitoring views for particular domain;
configuration of shared Controller at top most
domain

BRKEWN-2011

© 2014 Cisco and/or its affiliates. All rights reserved.

Virtual Domains — Department

[ swi][sws] ISR IR [ 1sr10 |
| sw2 || swa | ISR ISR [ sk || 1sr12
= | == T

Virtual Domains - Geographic Regions
WLC

Campus A

Campus B Campus C

| Remote Site #1 | | Remote Site #2 |

Bldg 2 Bldg 9
Bldg 3 Blgd10

Cisco ((Vf;/
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- Virtual Dc)maisn g

What They Are (or do) What They’re Not (or don’t do)

Quick way to partition Pl objects

Allows users to be mapped to separate
virtual domains at the time of creation

Separate Reports, Controllers, Access
Points, Search, Templates, Config Groups,
Alarms and other objects

Objects may be assigned to multiple
domains at the same time

‘ROOT-DOMAIN” domain is a superset of
all sub-domains

Not necessarily a complete replacement for
RBAC (for example, via TACACS+)

If none specified, users are added to the
“ROOT-DOMAIN” virtual domain by default

Don'’t separate Google Earth Maps, Auto-
Provisioning, MSEs, and Ethernet Switches

Avoid changing configurations from multiple
domains management simple

Not all objects are available at the “root”
level — objects such as Search and Reports
are domain specific

Cisco (M’/




Efectsof Paitioning &

_ Effects of Partitioning

Reports Only visible in current virtual domain. Cannot view reports from subvirtual domain
Search Only includes components assigned to virtual domain.

Alarms Only ROOT-DOMAIN can enable Location Notifications, Location Servers

Templates Only available to Virtual Domain unless it is applied to Controller

Config Groups Can be viewed/modified by Parent Domain

Maps All Buildings in Campus, All Floors associated with Building, All Access Points associated

with that floor. IF floor directly assigned you lose some map based features

Access Points When controller or map assigned, the associated access points are assigned too. IF you
assign Access Points directly lose some controller based features

Controllers Recomendation to assign controller to only One Virtual Domain

Email Can be configured per-Virtual Domain. 'a/

33



 Vinual Domainsvs.Roles

Provides the capability for Pl to be
Network Partitioning segmented by network elements (controllers,
AP’s, switches, maps)

Alarms, reports, searches, applied templates,
Partitioning Granularity |config groups are virtual domain aware.

| C | Granular control of user/admin privilege level
wser-Level Lontro (defined in PI and RADIUS/TACACS).

Cisco ((V&/ 3
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Virtual Db m g';tin ‘—,'\Sé,t.u'p' 2 .

Virtual Domains

Virtual Domain Hierarchy
|

[ New |[ Delete || Import |[ Export |

¥ ROOT-DOMAIN
DD-yyy
Sin-vd
il-region
¥ ny-region
canada-region
Live2014

Virtual Domains Define Virtual Domains
- Site Maps

Administration > Virtual Domains

Virtual Domains

Name Live2014 = Contr0| |er

Description Live 2014 Example .
Email Address | bacton@cisco.com | (name@domain.com) AC C e SS P O IN tS
Time Zone [ (GMT+10:0) Australia/Sydney o
Add User
Summary Site | ; Controllers Access Points Wire Administration = Users, Roles & AAA > Users = Add User
Available Site Maps ,—|
CISCO LISBOA General
Dallas Branc: Available Virtual Domains Selected Virtual Domains
Denver Branch
DD=yyy Live2014
L] = = ROOT-DOMAIN
Assign virtual domain to S
canada-region
il-region
ny-region

user to limit user-level
visibility and control.

BRKEWN-2011

yoem ey
System Campus > Oaklawn
System Campus > Oaklawn2

System Campus > Oaklawn2 > 1st floor
Linassianed | Add > |

sl SCO ((Vf;/
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Virtual Domain — Roles: User Setup

Add User
Administration > Users, Roles & AMA > Users > Add User

Virtual Domains

Username '
@ -
New Passward 7
Confirm Password (2 [cmonceere ]
Groups Assigned to this User
& Admin
@ Config Managers

Lobby Ambassador 1~

Monitor Lite (7

North Bound APT 7

Root 7

@ Super Users

@ System Monitoring

User Assistant

RADIUS Custom Attributes

User accounts
provides
granular level

of user access.
-

MCS:virY TACACS+ Custom Attributes

NCS:viry
NCS:viry

BRKEWN-2011

wirtual-domaind=ROOT-DOMAIN
virtual-domainl=floor 1 APs
virtual-domain2s= 1"“ RD1

=

Cisco ACS

il

=

CISCO Pl

© 2014 Cisco and/or its affiliates. All rights reserved.

Add User
Administration = Users, Roles & AAA > Users > Add User

General | |

Available Virtual Domains

Selected Virtual Domains

DD=yyy Live2014
ROOT-DOMAIN

Sin-wd
canada-region
il-region
my=region

Assign virtual
domain to user to

limit user-level
visibility and control.

Add >
| < Remave |

Cisco Public

Cisco (f'l/f;/
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Virtual Domain—Reports .

Admin creates
report from
ROOT-DOMAIN

ICisco Prime Infrastructure
e \e\

Users in all target
virtual domains

can see/execute I_ L
report =B B

-

= Use case: admin at headquarters creates reports for virtual domains

= Reports created in parent domain can be pushed to child domain

Cisco (f'l/f:/
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~Virtual Dom afijn —NetworkEIements "

. ‘ .l Cisco Prime Infrastructure

/ \

L L

= Use case: admin responsible for subset of network, i.e. devices in their domain

ROOT-DOMAIN user
sees all network
elements

User manages devices
in virtual domain that

are assigned to their
username

= Full control (super user) for all devices in their domain (config + monitoring)

= User should not have visibility into rest of the network ,
Y Cisco((l/&/
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DeV|ce Conflguratlon W|th Templates

Feature Based

Router (Security,
Routing, AVC ) and
Wireless

Intelligent template
Understand current
device configuration

CLI Based

Pre-defined (System)
- User defined
- Parameters and
more with Apache
VTL scripting

Desgn v Deploy ¥ Operste v Adhminitrator

Tempiates

S

Template of
CLI Templates

-

Management

Routing

Security

QoS

Configuration
Group

Devices

Composite
Template




' Feature Based Template eploymentModeS

- Configuration in Device Work Centre *

Virtual Domain ROGTDOMAIN | “prime | O, Search Menu/Prime Data ]
mimm fl:}(:u:trlmgm
Lo estucture /) Home Design ¥ Deploy Y Operate ¥ Report Y  Administraion ¥ Workflows ¥ oo
u P er d eVl Ce CO nfl g u ratl O n Device Work Center ) Discovery 5/ Configuration Archives (2] Software Image Management 5| Image Deshboard ) Plug and Play Status £, Network Audit
Device Group Device Group > ALL
. [—,D] ALL
= Understand current device = ey
= b ad
co nfl g u ratl on B oa [ Edt Y Delete “FSync ) Groups B Stes v 02 Add Device EBulkImport [ Evport Device s [N |F
» B Device Type [] Device Name s Reachability 1P Address/DNS Device Type Software Version
* & SiteGroups [ 3560-DC-1 10.0.252.4 Cisco Catalyst 3560E-24...  12.2(52)SE
. B User Defined O 37501 1002523 Cisco 3750 Stackable 5. 12.2(35)SE5
u AI I OWwWS Ad d/Ed |t/de|ete 3945-East- L iso.c. 1921681521 Cisco 3945E Integrated .. 15.1(4)M1
O 3945-West-1 10.0.103.1 Cisco 3945 Integrated ... 15.1(4)M1
0O 7206-Core-1 10.0.255.42 {3 Cisco 7206VXR Router 122157

+ Feature Configuration

= All configuration options are "~ — —
not always available (AVC) |: :|| Erse Dt AV - i o

v = DN, NN olate Name Input Reparts Output Reparts Tre
S vy | | Tt Thve Defak oy |
. Interfaces 2 FastEthemetl
= Ve ry SI m p I e 4 __ Interfaces FastEthemet2
* [ Routing FastEthemet3
» [ Seourity FastEthemetd
.

= Very fast oo

FastEthemet?
FastEthemetl

n N 0 JOb Cre ated A .

(i

[

[

i

[ FastEthemets
[

C

[

[T VI T R}

O GigabitEthernet0f1 10.0.104.1 up up ### Connction to NY Branch Gig0/0 ###

Workflow Status 0 B 0 w0 | Z2SupportCases | AlarmBrowser | Alarm Summary @ 19 ¥ 2 4 184

= Immediate deployment

Cisco (M’/
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 Feature Based Témplate Depl-o ’};-me'nt Mo_dés

- Design/Deploy Lifecycle -

Design > (Configuration) Feature Design

Works for deployment on
multiple devices

Allows full customisation of
the template (design)

Deployment job

Immediate or scheduled

BRKEWN-2011

atfralie Cisco Prime

Virtuzl Domain ROOT-DOMAIN | prime ¥ | O Search Menu/Prime Data

Infrastructure —
“ () Home Design Y Deploy ¥ Operate ¥ Report Y  Administraton Y  Workflows ¥ PO e
Lol Monitor Configuration  Configuration Groups  Shared Policy Objects:
Templates Templates > Features and Technologies > Application Visibility > AVC Cenfiguration

AVC C
)
- v + Template Basic
v £ Features and echnologies Meme [ ] Author
v £ Application visiitty Descripon || Feature Category AVC Configuration

%] AVC Configuration

£ Controfter
P Interfaces ¥ Validation Criteria
> 0 Network Analysis Module ¥pe | Routers ¢
v ] Security . Device Type can be either a Product Family iexam le:
~ Template Detail ROuters or Switches and Hubs or Wireless Controlier) of
» BB Tussec 2 Product Series within a ramiy (eamaie: Routers >
- I1SCO ries Rou! ers or a particular Produ
» B *Apply to Interface Role l:@ 2 T ng within a Product Ser\es example Routers > Cisco
[ VPN Components 1000 Serles Routers > Cisco 1000 Router)
» [ Zone Based Firewal! Traffic Statistics (2
B A on 1Ps, Subnets [ any Tpy4 - Applications ANY
Bl Ead » Advanced Options
%] Easy VPN Remote
=] Easy VPN Server Proxy Setting HTTP URL Visibility (7
[55  Easy VPN Server on IPs, Subnets [Any IPv4 [-] Applications [ Fash Yahoo ]
=] GET VPN Group Member
25 GET VPN Key Server Flasn Myspace
B scansafe RealMedia Traffic
P [ waw Optimization » Advanced Options

Workflow Status

© 2014 Cisco and/or its affiliates. All rights reserved.

| alsupport Cases | Alarm Browser | Alarm Summary @ 199 ¥ 2 4 187

Bo®o 7o

Cisco ((Vf;
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~ Templates: Diis..cox\'/-ér'.y‘lt—"rfd-m‘Wiire"le.ési'C'Qn_trdl'I.ér

wiliaili. Cisco Prime
cisco Infrastructure

= Templates are added to PI

pr—
Virtual Domain ROGT-DOMAIN | prime | 0 _ search !

7> Home Design ¥ Deploy * Operate ¥ Report ¥  Administration ¥  Workflows ¥

Device Work Center

database when a WLC
IS first added to Pl

Device Group

@ Discovery 5% Configuration Archives (=1l Software Image Management T Image Dashboard &' Piug and Pl

Device Group > Device Type > Wireless Controller
Wireless Controller

TEHH
v B Device Type
Cisco Interfaces and Modules
Cisco UCS Series.

= Template names can be
changed to more meaningful
names after discovery

Routers

Switches and Hubs
TelePresence

Third Party Device
Unified AP

Voice and Telephony

Froerrerrerr

‘Wireless Contraller
» B Site Groups
* & Uuser Defined

= Additional configuration e
changes on the WLC may be Fmm——
pulled in to PI via the
“Discover templates from e
controller” option

Mermory Pools

& Modules

i Physical Ports
i sensors

i

& crarke

BRKEWN-2011

© 2014 Cisco and/or its affiliates. All rights reserved.

"Edit ) Delete SF'sync
Device Name Reachability

f), Groups & Sites ~ ©= Add Device [l Bulk Import | Export Device  Reboot » Download v  Configure + Show | All

Client C. ‘:D"’m
retresh G ntrnll_

1P Address/DNS ~ Device Type Software Versi.. AP Count

AMS-5760-WL. 2 192.168.152.11  Cisco 5760 Wir..  03.02.02.SE 1 0 ¢
i g bR ine : o Discover Templates from Controller
7] BXB-3850-1 2 10.5.10.2 Cisco Catalyst ..  03.02.02.S 1 b8¥ Templates Applied to Controller
[ LON-2504-WLC 2 10.11.13.1 Cisco 2504 Wir.. 7.4.100.0 2 0 < Audit Now '
[0 PAR-3850-1 10.12.10.2 Cisco Catalyst... 03.02.02.5€ 0 0 Creden
O s»wisM2-1 192.168,136.49 CiscoWISM2 C.. 7.4.121.0 1 0 base :42::- mobile-1
[ wLC-4400-1 192.168.136.48  Cisco 4404 Wir... 6.0.182.0 0 0 N/A Iﬁ';h eset
Configuration Arct Imag test Config Audit Report
Summary

i [...II‘“I....‘“.I..I.]
sesesvisesseviovesye

Alarms Events Access Point # 1

General Unique Device Identifier (UDI)
1P Address/DNS Name 10.5.10.2 Name Switch 1
Device Name BXB-3850-1 Descriotion Ws-C3850-48P

Cisco ((Vf;/
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Controller Template LaunchPad
‘Classic Theme =~ -

Controller Template Launch Pad

&, General

& SNMP Community

& Network Time Protocol

&, User Roles

& AP Username Password
. AP 802.1X Supplicant Cr...
& Global COP Configuration
4, DHeP

& Dynamic Interface

& Interface Groups

& QoS Profiles

. AP Timers

& Traffic Stream Metrics QoS
WLANSs

FlexConnect
Security
802.11
802.11a/n
802.11b/a/n
Mesh
Management
CLI

Location

@—FHlexConnedt AP Groups

Tree-based hierarchy continues to
exist as left-hand navigation

Configure > Controller Template Launch Pad

System

General ¢

SNMP Community '§
Network Time Protocol '
User Roles £

AP Username Password '#
AP 802.1X Supplicant Credentials ‘¢
Global CDP Configuration '#
DHCP i

Dynamic Interface |
Interface Groups ¢

QoS Profiles 4

AP Timers '

Traffic Stream Metrics QoS (i

WLANS
WLAN Configuration ¢

AP Group VLANs i

FlexConnect

Security
General '
File Encryption ‘i

BRKEWN-2011

© 2014 Cisco and/or its affiliates. All rights reserved.

L .__Search M4

Switch to Classic Theme
Preferences

Change Password
Logout

All-in-one, high-level view of
802.11a/n template categories in Pl which

New | Parameters @ may be expanded or collapsed for =
New Media Parameters ' . - . - - New
v | oo pormetre easier navigation and viewing .
New Roaming Parameters '§ New
New BO2.11h (i New
New High Throughput (802.11n) 4 New
New CleanAir ¢ New
New
MNew B02.11bfa/n
New Parameters ¢ New
Media Parameters (i New
EDCA Parameters '# New
Roaming Parameters '§ New
High Throughput{802.11n) (¢ New
CleanAir 4 Create or modify a template for configuring 802.11bfg/n  |Jew
New 2 parameters (such as power and channel status, data
rates, channel list, and CCX location measurement) and
MNew Mesh H applying those settings to multiple controllers.
Mesh Settings '§ e
Management
Each template provides a callout icon ::
which, on mouse-over, provides easy New
to understand description of what the New
. . MNew
template is and how it may be used to B

configure certain attribute(s).

Cisco Public
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CLI Based Templates

= Many Pre Defined Systems

Templates (e.g Flexible Netflow, B o e e e it
Medianet, Performance Monitor, — S .
802.1x ... ) ST i
= User [skilled] defined CLI based o 0] sean [
templates — .
= |t's possible to create NEW )
templates for specific needs or to Configure SNMP .
adapt existing templates (Duplicate) = Description’ Configures SNMP
Type CLI Template e
= Template language is VTL (Apache) " Fatore both CLITemplate
see http://velocity.apache.org/ (o5t Updted. 2013-Aug-01 14:07:36 PDT
Publish Status No
= Operator then uses the template o et
I I Actions - -
forms to Deploy configuration o N Sl § [
5] Move to Folder [E% Publish e e (l/e’

BRKEWN-2011 © 2014 Cisco and/or its affiliates. All rights reserved. ; TISTO PUDIT . 45


http://velocity.apache.org/
http://velocity.apache.org/

| ClLiTemplate Scripting

« Templates have validation criteria on hardware and software
« Simple Parameter Types: String, Integer, IPv4
 New Parameter Types: Drop-Down, Check-Box, Radio-Box,

Multi-Line m

« Database Variables
« Scripting Capabilities: Conditional Statement, Foreach Loop
 Interactive and Enable Mode

Cisco ((Vf;/
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s]ua]s Cisco Prime
cisco Infrastructure

mplate

Virtuzl Domain ROOT-DOMAIN | prime » [.Ov Search Menu/Prime Data ]

‘n Home Design ¥ Deploy ¥ Operate ¥ Report ¥ Administration ¥ Workflows ¥

> G e

Monitor Configuration

Feature Design

Templates

Configuration Groups Shared Policy Objects

Templates > Composite Templates > System Templates - Composite > Catalyst 3850 Switch Basic Configuration as MC

(

p] Catalyst 3850 Switch Basic Configuration as MC

v e .
b [ Festures and Technologies
¥ | CLI Templates
B w
¥ [] System Templates - CLI
¥ || Composite Templates

%@ Composite Templates
¥ [ System Templates - Composite

5@ 5760 WLC Basic Configuration

~ Template Basic
*Name | Catalyst 3850 Switch Basic Configi

Description

Tags 7

¥ Validation Criteria
Device Type | Cisco Catalyst 3850 Series C)

~ Template Detail

%3 Catalyst 2850 Switch Basic Configuration as MC |

|38 Catalyst 3850 Switch Basic Configuration

P [ My Tags

v My Templates

* [ | Discovered Templates
Live2014

Lux template
Test2-Folder
3945E-TestAVC

8021X

B EDD W

AMEX-Demo

D-:\ET.E_ Mm-ztgq = Add
I [] Name Group Description
1 [0 Configure (filvice IP CLI Templates/System... ~ Configure Device IP
2 [ Configure i CLI Templates/System... Configure NTP
I 3 0 Configure SNMP CLI Templates/System. Configures SNMP
4 [J Local Managament User CLI Templates/System... Configure Local Mana...
5 [0 cuwn-10S[ihd UA Radius Aut... CLI Templates/System... CUWN-IOS and UA Ra...
[ ronfioure lerface 171 Temnlates/Suctermn__ Confiaure Tnterface

Cancel Publish Deploy

WorkflowStatus B3 0 B 0 v 0

| 2 Support Cases | Alarm Browser | Alarm Summary @ 199 ¥ 2 4 175

Author

Feature Category Composite Template

Selected O | Total 13 @

-1I%8

10S Version

Show | All

Feature Category Device Type

ClITernplate Switches and Hubs,Wi...
CLITemplate Switches and Hubs,Wi...
CLITemplate Switches and Hubs, Wi

CLITemplate Switches and Hubs,Wi...
CLITemplate Switches and Hubs/Cls..

1 TTemnilate. Switches and Hiuhs Wi

BRKEWN-2011
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Composite Templates with Selected Devices

st]tatfes Cisco Prime
cisco Infrastructure

Configuration Group Tem plates

Virtuzl Domzin ROOT-DOMAIN | prime v Search Menu/Prime Data

a1 Home Design ¥ Deploy ¥ Operate ¥ Report ¥ Administration ¥  Workflows ¥ |. -3}
Feature Design Monitor Configuration Configuration Groups Shared Policy Objects
Configuration Group
[ ,D] v Template Selection
e Selected Templates Selected 0 | Total 3 G
) (o e Delete Move to & Add
v [l Conguration Group [ Name Group Description Feature Category Device Type 105 Version
T 1 [0 CUWN-IOS and.. System Templates - CLI CLITemplate Switches and Hubs/Cis...
|3% 3850 Switch Priority ~ -
2 [0 cuwn-1os and.. System Templates - CL1  CUWN-IOS and UARa... ClLITemplate Switches and Hubs/Cis...
=
] 3 O cuwn-10S and System Templates - CLI ~ Configure User Role P. ClLITemplate Switches and Hubs/Cis.
BB Test1234
3 WGBH_Config_Group

new

¥ Device Selection

To enable device selection at least one template needs to be added to the 'Selected Templates' table
Add and select devices to save the configuration group for deployment.

Selected Devices
Delete 9 Add
[J Name

1 [0 AMS-5760-WLC.cisco.com

2 [0 PaR-3850-1
3 [0 BxB-3850-1

Description
AMS-5760-WLC.cisco.com
PAR-3850-1
BXB-3850-1

Type
Wireless Controller
Switches and Hubs

Switches and Hubs

Selected 0 | Total 3

sowfw %

IP Address
192.168.152.11
10.12.10.2
10.5.10.2

Vendor
Cisco
Cisco

Cisco

»
WorkflowStatus B4 0 B§ 0 w 0 | L Support Cases | Alarm Browser | Alarm Summary @ 199 ¥ 2 4 H ((Ve
Cisco ’

BRKEWN-2011
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“Controller ConflgGroupso\/erwew e

What Are Controller Config-Groups?

= An easy way to group controllers logically

= Provides a way to manage controllers with similar configurations
— Extract templates from existing controller to provision
— Schedule configuration sets
— Cascade Reboot

= Manage Mobility Groups, DCA, and Configuration Auditing

When Are Controller Config-Groups Used?

= Group sites together for easier management for:
— Mobility Groups
— DCA and Regulatory Domain Settings
— Schedule remote configuration changes

= Groups sites to ensure compliance with configuration policies

Cisco (M’/

BRKEWN-2011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



“Controller Conflg
‘How To Setup

GroUps_'

il Cisco Prime:
Cisco Infrastructure

Virtual Domain ROGTDOMAIN | primew [ O Search Menu/Prime Data e

{0} Home  Design ¥ Deploy ¥ Operate ¥ Report ¥  Administration ¥  Workflows v ™S e
: ok i Controller Config Groups
v L 4 v v v
Design Deploy Operate Report Administration esign > Configuration > Wireless Configuration > Controller Config Groups K =
¥ - Select a command
Add Config Group..
B . . - .
, Delete Config Gro
4 Configuration Mobility Services 0 Group Name Mability Group Name Controllers. Templates Scheduled Next Scheduled Run Last Modified Last Applied P
Feature Design Mobility Services Engines Config - 2 2 No 2013-Oct-02, 08:07:34 POT Download Software..
= O Tes2 0 0 No . Download 1DS Signatures
Monitor Configuration Synchronize Services test - 0 0 No - Bxnioad Customized WEQALEY
O WGBH_demo WGBH_controllers 2 3 No 2014-Feb-18, 13:19:36 PST

d’ 2 )

Configuration Groups
Shared Policy Objects
Wireless Configurationw l't FEAP
Lightweig p
Custom SNMP Templg ghtwelg
_| Autonomous AP Configuration Templates
Plug and Play Profi| _ - )
Switch Location Configuration Templates

Synchronization History
High Availability

Crntevt Al
Configuration Templates

Management Tools . , ) I
[ e " Pl
Controller Configuration Groups
. (T E N .
Automatic Hierarchy (

Port Grouping
Site Map Design

Endpoint-Site Association
External Management Servers v
Network Services

BRKEWN-2011

& Natifications

Add Config Group

Design > Configuration > Wireless Configuration > Controller Config Groups > Add Config Group

Add New Group

Group Name
Templates @ Select and add later

~ Copy applied templates from a controller
| save | | cancel

Only create the config group

and then add controllers and
templates at another time

© 2014 Cisco and/or its affiliates. All rights reserved.

Save Config to Flash
Refresh Config from Controller

Add Config Group

Design > Configuration > Wireless Configuration > Controller Config Groups > Add Config Group

Add New Group

Group Name

Templates

Campus ABC
 Select and add later
@ Copy applied templates from a controller

Select a controller to copy templates from:
1192.168.152.11(AMS-5760-WLC.cisco.com)

1010.5.10.2 (BXB-3850-1)
(010.11.13.1  (LON-2504-WLC)
(PAR-3850-1)

(010.12.10.2

Copy templates from one of
the controllers currently in Pl

and then apply them to
controllers in this config

group.




“Controller ConflgGFOUpSThIHQStO Rememb -

= Template order is very important!

= Background audit is performed during network and controller
audit

= Background audit and audit enforcement can only run when
template-based audit is selected (under Administration—
Settings)

= WLC(s) may be part of multiple configuration groups so be
careful while setting mobility group names

Cisco (('V&/
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= Prior to WLC 7.5 release, WLAN to VLAN
mapping was done on per AP basis

= Made it difficult for the users to conflgurew e
in the case of large number of access = 5 oo

Basi
~ (2 Features and Technologies *Name | Author
pOI Nts aepioyeaq. Ly s st | Pk gy it 0 g
’ System

= WLC 7.5 release adds WLAN to VLAN i 7 oieime R

mapping from the FlexConnect group Seie ey SRRV — S ———
= Will push the WLAN to VLAN mapping to :-= e

all AP’s present in FlexConnect group .8

>[5 Application Visibiity And Contre
Netfiow

= Will not override the WLAN-VLAN =
mapping done on the AP.

Cisco (M’/
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Conflguratlon Audltlng

Administration > Background Tasks > Other Background Tasks > Conflguratlon Sync

Configuration Sync
Administration > Background Tasks > Other Background Tasks > Configuration Sync

Last Execution Information

* Automatic audits

Start Time End Time Elapsed Time (Seconddj® M, =

2012-Apr-09, 04:00:00 PDT 2012-Apr-09, 04:00:30 PDT 30 I Success bas e d 0 n

2012-Apr-10, 04:00:00 PDT 2012-Apr-10, 04:00:21 PDT 21 I Success I

2012-Apr-11, 04:00:00 PDT 2012-Apr-11, 04:00:23 PDT 23 success || £ f t ”»

2012-Apr-12, 04:00:00 PDT 2012-Apr-12, 04:00:22 PDT 22 I Success | CO n Ig u ra’ IO n Syn C

2012-Apr-13, 04:00:00 PDT 2012-Apr-13, 04:00:23 PDT 23 | Suc I b k d t k
L__ ackgrouna task.

Edit Task

. ify frequency of
Description Configuration Syne S p e C I fy re u e n C O
Used By Report(s) Network Configuration Audit d I

Enabled # Enabled a u t

Network Audit ™ Enabled

Security Index Calculation ¥ Enabled

RRM Audit # Enabled

v T
Time of Day (hh:mm AM| PM)

= Allows easy reconciliation in the event of a configuration mismatch
= Helps ensure WLCs comply with configuration policies

Cisco ((Vf:/
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" Quick Audit Summary and Reconciliation

Controllers
Caonfigure > Controllers

|_-- Select a command --

Entries 1 - 4 of 4

-

] IP Address Controller Name Type Location Softwars Version Mobility Group Name Reachability Status 1 Audit Status :
O  171.71.122.80 & WCS-Beta 5500 7.0.112.2 WNBU-TME Reachable ] Identical 1
O  171.71.128.157 & sjcla-wl-wic3 2500 SICBId 14 - FL 1/2 7.0.116.0 SiCwireless Reachable Mismatch 1
O  171.71.128.75 & SIC 14 LWAPP1 5500 SICBId 14 - FL 1/2 7.0.116.0 SiCwireless Reachable 1 Mismateh 1
O  171.71.128.78 & SIC 14 LWAPP2 5500 SICBId 14 - FL 3/4 7.0.116.0 SiCwireless Reachable 1dentical 1
e ntries 1 - 4.or 4 |

| S—=r=

Audit Summary

Device name  sjel4-wl-wic3

Audit Time  Apr 14, 2012 12:02:06 AM Restore or Malntaln Conflg

Audit Status ~ Mismatch

Total Enforcements for Config Groups with background audf enabled 0

Failed Enforcements for Config Groups with background au@t enabled 0

Applied Template and Config Group Template Discrepancied

(Template Type)Template Name Template Applied Via Audit Status Attribute NCS Value Controller Value

(WLAN Template) test Independent Template] Not Present in Controller

(AP / MSE Authorization - -

Templates) dBd385¢122da Independent Template] Mismatch Key Hash 08df221b75f0153c4f4f72dac24434018ebfcb2e

MNCS Config Discrepancies

(Type)Configuration Name Audit Status Attribute INCS Value Controller Value

(Local Management User) alial Not Present in NCS

(AP Groups VLANSs) 171.71.128.157/default-group Mismatch Profile test

(AP Groups VLANSs) 171.71.128.157/default-group Mismatch Interface Mapping management
- ==

Restore NCS Values to Controller ‘ | Refresh Config from Controller

Cisco ((pr
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© AuditSetngs

Audit Settings

= Audit Mode

— Basic Audit: Perform an audit on current WLC configuration and compare it
with the configuration in Pl

— Template-Based Audit: Perform an audit on current WLC configuration with

respect to applied templates, config groups’ background templates and then
the configuration in Pl

= Audit On

— All Parameters: Audit on entire WLC configuration
— Selected Parameters: Audit on selected parameters from the templates

Cisco (M’/

BRKEWN-2011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



~ Scheduled Image Download to Controller

Download Software to Controller
Configure > Controllers > Download Software to Controller

@ Some TFTP servers may not support files larger than 32 MB.

Schedule Details

Controller IP Address Current Software Viersion Operation Status Details
171.71.128.157 7.2.103.0 NOT_INITIATED
Download Type
Download Type ‘i O Now
@ Scheduled
Schedule
™ Download software to controller
[ Pre-download software APs i ° P - d t t h d I ft
APs download the image and then reboot when the controller reboots. rOVI eS o p I 0 n O S C e u e SO Ware
[l FlexConnect AP Upgrade
Upgrade Image

download (FTP/TFTP) to controllers.
* Task can be saved for future

Task Name

Reboot Type

Schedule (@

scheduling.

O Manual O Automatic @ Scheduled

* Reboot can be scheduled at a future
date/time.

Daownload dateftime

Reboot dateftime

Notification (Optional) @

Current Server Time: 2012-Apr-14,

« Email notification can be sent after
completion of download.

ion,enter an

Cisco (f'l/f:/

email address.

BRKEWN-2011
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Mobility Work Centre -~ [

ORI 2 2 e = WS R Overview Google Earth Maps
Converged Access View .- .- . ol pnn s L I % ContinerSarvics
. Sl s s FREERIN 0 U RS Performance Services Catalogue
Detail Dashboards Deployed Services
i Device Work Center "§ Applications and Services
Discovery Application Server Management

Configuration Archives £ Operational Tools

DeVICe rOIe Can be Changed to Software Image Management Application Troubleshooti
M O/M C/MA Image Dashboard I\“e.diatrace

Plug and P'%’ Status Device Resource Estimation
Network Audit Packet Capture v

& Alarms & Events Media Streams
il Cisfm Prime (81 Clients and Users r I N S .
e e —
>co 70 Home \, Design ¥ Deploy ¥ Operate ¥ Report ¥  Administration ¥  Workflows ¥ & Mobility Work Center

h-----_

Mobility Domains Total 3 %
T = v % Change Role To Mobility Controller i, Change Role To Mobility Agent £, Assign Mobility Group Show | All M H S
& Al Mobility Devices m T MmmmJ Mability Group Mability Role
B Default-Domain [0 AMS-5760-WLC.cisco.com 192.168.152.11 192.168.152.11 default Admin - MC, Operational - MC
B st PAR-3850-1 10.12.10.2 169.254.1.1 default Admin - MA, Operational - MA
10.5.10.2 10.5.13.2 default Admin - MC, Operational - MC

Tree hierarchy displays Lists NGWC devices and

their role (MO, MC, MA).

mobility domain, SPG
and device—level

- i rational: current rol
relationship Operational: current role

Admin: role after next reboot
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. Configuration
-Maps ’ frie

Track wireless clients and tags, and play |
location history across campus

Site Profiles & Maps

= Track and mitigate rogue devices Maps Tree View 5
u DlSpIay ChOkepO|ntS @J$ Access Points >
o] %1 AP Heatmaps
= Display Mesh AP relationships @ 8 Ciens »
@g 802.11 Tags >
. . Rogue APs >
= Integrate outdoor wireless mesh with @ B Ao Foges >
Google Earth -
)
= Represent wireless coverage on campus, 2., o=
and plan for growth 9 ¢ vaer
@ ¢ Chokepoints
. @ % Wifi TDOA Receivers
= View Channel and Tx Power plans @ P ops Matkers
. . @. Services
provisioned by RRM O S e ,
= View AP and RF Profile at the floor level W (amwossa =
data
= Provision and display coverage areas, mar.._._ ..., [sessis]

other objects and use them with location notifications

- Poslt-Deponment: VOWLAN and Location Readiness
tools

BRKEWN-2011 © 2014 Cisco and/or its affiliates. All rights reserved.

Floor View
Monitor > Site Maps > SiteS > SIC-14 > WNBU

® Data may be delayed up to 15 minutes or mere depending on background pelling interval
Auto Refresh -
B -a5 aem]]|] IR 20 dBm (5 & W B B

-
s [ e e | e | m | oGS AP0021.a0d6. d1eg] - [ e [ e | SPTRST]
! APOOlc.SBdf.9c94 L 1 4 =1

. TN [ «5 .

e

R>." 1100-LAP-G-15]

100 fr

Cisco ((Vf;/
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Export Map
Monltor = Maps > Export Map

Monitor > Maps > Import Map - Choose map format
M Include Map Information

E Include Calibration Information

{= Calibration Information for selected maps ) Al Calibration Information
[ Select All Maps
=[] Cisco San Jose - Site 5

=-CBLD 14

® 0L Format
':: APMWIFI TDOA Receiver/Chokepoint Placement
':: WLEE Map and AP Location Data

| Next || Cancel |

Provides ability to export maps from source WCS/NCS
to destination PI server.

""" O System Campus Can select all maps or subset.

xzont | cancel | Export/import of map includes both map and AP’s

placed on MAP.
Option to export calibration information.
Exported via tar gzipped XML file.
Import process ungzips/untars XML file automatically. :
e b == y Cisco(f l/&/
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cisco

Maps

&E
o

v

v

v

FEEFEFFFFFFEPEFIEFERES

Campus/Site View
Operate > Site Maps > San Jose Cambus

Floor View : 0) 0 a
2 gl-lﬂdll Operate > Site Maps > San Jose Campus > Bullding O > 1 | -- Select a command - 4] [Ge =
- in o=
P Data may be delayed up to 15 minutes or more depending on background polling interval "7" a
Unpositioned Access Points are not shown on map. Click here to see Access Points added but not yet positioned. S A 4 . . . . .
Auto Refresh -,
B e -as amm ] (I 20 cem (ST % g ik, @ A | L0 A
C C
= 2Q ft 4Q ft 60 ft 8Q ft III 120 ft
RACK A ENANEEING. \ = 19
[ DIOVIAES d
o o o _— /i
196 ool
O 1100
4 )
E -
N N
N 00tiNo

400

600

| =

EEls

Tl

e e

BRKEWN-2011
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Floor Settings

o P Acozssboints > [ EEE e oo :
KT R | W 2D A

o0 Pl — == e  DECT L Pone-24 i
0O @ | 3 / Interferers(1)

O £ | - e —

ol Display client count - — £z
L] & L. [ bogl ’

Om as AP label, and o]

M -L . 4’ fin " |

=y detected interferers Pty | C305] i e

— Bluetooth Discovery -82 dBm DECT Like Phone -64 dBm
0 % per AP. Interferers(2) Interferers(1)

O %

oM ] ] Q2 cerc]

™ @ inerterers Client count is

hyperlink that takes e——

user to “Cllents and Clients Search Results - Reset
O - @ Troubleshoot  f Test v [¥|Disable [=|Remove @@More v g TrackClients T Identify Unknown U
Users” list page with ,
. . . MAC Address 1P Address User Name Type Location
flltel‘S ||St Of CllentS O 00:24:07:1d:76:78  171.70.241.202  CISCO\gjaggi U  Cisco San Jose - Site 5 > BLD 14 > 3rd floor

connected to AP.

Cisco (('Vf:/
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Alitomated ered/\N reless

Client Dlscovery

Clients and Users

Clients Search Results -

& Test «

2@ Troubleshook

rMsC Address

00:21:5c:01:h&:6f
0o0:26:b0:94: 1b:6c
do:ideal:bo:zz:58
cc:08:el:2e:ba:32

0000

Rezet

Disabl=

IP Address

192.168.152.38
192.162,152.37
192,162,152 .27
192.162.152.326

Llser Mame -

Remove @More -
IP Type
Dual-Stack jfields
Dual-Stack jfields
IPwe jfields
P jfields

S Track Clisnts

Type

5y

wendar
Irtel
Apphe
Compal

Apphe

-

g Identify Unknown Users

Device MName
AMS-2504-WWLC
AMS-2509-WW LT
AMS-3750-SBR
AMS-2509-WW LT

Search Results

Item Type
Clieit

Location

Root Area
Root Area
Linkrnowm

Root Area

| O~ ifields]

WL
iz
1z
iz
1z

Item Count

el

AN Status
Associated

Associated

Dizassociated

Disassociated

IntEMace

wlam 13
vlan 13
Fal/ofs
vlan 13

Item List
Wieww List

Selected O | Total 4 & & 5p o

Protocol Association Tinme
a0z 11nf.. 2012-Aug-22, 1
202,119 2012-8Ug-23, 0
2023 201z-A0g-21, 1
202.11n(.. 2012-Aug-21, 1

hig Your search jfields’ matched following itern(s), Please click on the "“Wiewe List’

-

Get to the user association history in couple of clicks !!!

w Association History

Ascociation Time

2012-4u0-23, 09:37:45 PDT
2012-Aug-22, 15:15:34 PDT
2012-Aug-21, 14:38:21 PDT
2012-Aug-20, 17:12:528 PDT

Dwration

BRKEWN-2011

3 hrs 8 min 4 sec

3 hirs 43 min 59 sec
17 hrs 21 min 22 sec
10 hrs 37 min 1 sec

User Mame

jfields
jfields
jfields
jfields

IF Address

192.168.152.37
192.1658,152.37
192.168.152.37
192.168,.152.37

© 2014 Cisco and/or its affiliates.

IF Addres...
Dal-Stack

IPvs
IPws
IPw4

AP MName

MMTG-AP3500-2
MNMTG-4P3500-2
MNMTG-AP3S00-2
MNMTG-AP3S00-2

All rights reserved.

Corrtroller Marme
AMS-2504-W L C
AMS-2504-wWLC
AMS-2504- WL C
AMS-2504-wWLC

Cisco Public

SSID

AMS-DOT 1
AMS-DOT 1K
AMS-DOT 1K
AMS-DOT 1K

Cisco (('Vf/



Achleve Operatlonal Excellence

- The 360 Experlence

Simplified troubleshooting and
remediation improves application,
services and end user experience

- Brings together multiple sources of information
for effective problem isolation

User 360 — quickly isolate and fix

end-user or end-point issues
(response time, network access, configuration etc.)

Device 360 — identify and fix device

related problems (performance, faults,
interface, modules)

Application 360 — identify and fix
network issues related to app delivery

User 360° View

User Mame : jfields

. i

P
Warkstation

%

(=]

1

SoryPS3 Apple-iPad
Endpoint Location =
IP 192.168.152.27 R AR
MaC do:0e:al:b9:22:58
Connected to Session
Switch AMS-3750-SBRS Authorization Profle Mot Available
Interface FastEthernetl/0/6 Cormnpliance  Unkrown
LA Mot Aavailable Association Timme 2013-Jan-24, 18:22:35
Sescion Length 0O days 12 hrs 25 minn 21 sec
Alarms
End FPaint MMac address Application Last 1 Hour “olume ...
192,168, 152.27 donidienalbo: yoLtube 1149,3329
192.168.152.27 dc::0eial:;:b:9: it 0.7073
192,168, 152.27 donidienaliiba: unclassified 0.1429
iscollVZ.
Cisco ’
Cisco Public 64

(app discovery, utilisation, user/device/site association)
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Floor Settings

@ {B: Access Points
E ?I AP Hﬂalmaps{-.i;'

# MW ciients

X FUR Wl o ol

A
o

000O0oDoOooar

an

— DILI-J1DMArFY
B g

Quickly filter on jg—@—&@

subset of interferers &
on floor.
Can specify other

parameters: severity
level, zone of impact.

I SIC14-31B-AR=)
T

Interferer Filter %]

) Microwave Oven |
=r

5 y
pem

Filter:
Interferer Status All h
Display:
Show Small Icons H
P4 I

Show Zone of Impact ]

0K

P

ol
.3
2 S

",,."“ g . 5
i — —

5)C14-318-AP2 | ’

Cisco (('Vf:/
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~ Real-Time Heat Maps e

Based on AP-to-AP RSSI
measurements

Predictive (legacy) heat maps still

supported

Provides graphical view of RSSI
based on set of nearest AP’s vs.
AP transmit power (predictive

heat map)

Configurable options for real-time

heat maps:
Min. number of APs
Recompilation interval

BRKEWN-2011

Hi

===, |

Hi-8 | wi-8 | #1=2 | H1-8 =5 H =6 n-7 [:
” | |

Hi-9 | H1-109 =& 51C14-42B-AP6 I‘a

© 2014 Cisco and/or Tt affimates. Al Tights reserved.

’=fs [l2-6 [ 2- 28 |
2-9 @-10 2-11 12-12 J
i L
P -t -73d8m
2 3-8 ]
| | 3-11 | 15-12 J 4
Provides list of

neighbouring AP’s
and RSSI value that

they “hear” the .
selected AP (( l/&/ .
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‘Mon it'ori_n"'gvv—',"t Dashboard Co ncepts e

. e ¥ | O, Search Menu/Prime Data
l1e gl Prime
R iacture T —

Canned tabs of high-level

40 Home Design ¥ Deploy ¥ Operate ¥ Report ¥  Administration ¥  Workflows ¥ S @ 3
Syste m VI eWS Incdents  Performance Detail Dashboards
| General SIS Security Mesh CleanAir Context Aware Summary
Filters (L) *Time Frame | past 6 Months ~ | Go
Abil Ity to add/remove tabs .o Cient Coun y escatonfsharcton ®
Total Managed Device Count: 70 4P Avalabilty: 7 Total Unreachable Device Count: 2 Associted|
lh‘ ‘ld‘lwllw‘ﬂw‘Bm‘Em‘lvlﬂns!ﬂmlvi:wlﬂstow
= Abil |ty to add/remove ’ [
components within tabs ‘ ' - :
I Cisco UCS Series 1] Routers I Reachable Unifed A2 I Routers [ Switches and Hubs
. . . . [ Third Party Device Unreachable Unified AP
u Voioe and Telephony _ I
TelePresence [ Wireless Controller | 122] =
Switches and Hubs 11:00 12:00 13:00 14:00 15:00 16:00

Cisco Interfaces and Modules

components B

Top N WAN Interfaces by Utilization ®

Time

[ Authenticated Wireless Count [ Authenticated Wired Count

"3

v Client Traffic @

. . . Maximum Average
=3 253 rperiocs Utlization Utlizagion
ntroduction of trending ] [

New York Branch 10.0.104.2 GigabitEtherneto/0 16% I sam I ih | 6h | 1d | w | 2w | 4w | 3m | 6m | 1y | Custom | View History
- - Los Angeles Branch 10.0.102.2 GigabitEtharnet0/0 12.5% W 362% [ Bandwidth { overiald )
INnformation at syste m level o e cmeea e -

w 2.168.15 o/ 1

WAN Aggregatio 192.168.152.1 FastEl o o 1Mbps

|
|
\
|
OMbps ‘
|
|

Quick drill-downs

@ 0 | %% SupportCases | Alarm Browser | Alarm Summary © 199 ¥ 2 4 185

Cisco ((Vf;
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~ Information Layout andW@fkﬂOW :Co:rjtc‘:"e'_pt'sf -

= Presents many intuitive ways to arrive at information

= Ability to drill-down to an individual client-level detall
from dashboard

= Ability to drill-down with the help of “Quick Filters”

= Ability to sort on different attributes in client list pages

= Ability to perform and save intelligent searches

= Ability to customise list layout, items per page and content

= Perform advanced context-sensitive actions (such as launching a
report from AP page) from page drop-downs

Cisco ((Vf;/
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| 'Dashboar.d;CU'S',tQmiSaﬁdnf

‘Dashlets-= o o =iiis = as ot

1, Cisco Prime

& [.0. Search Menu/Prime Datims =
o Infrastructure

@ Home Design ¥ Deploy ¥  Operate ¥ Report ¥  Administration ¥  Workflows ¥

e k -
- -
M Incidents Performance Detail Dashboards

=k Add New Dashboard

m Client Security Mesh CleanAir Context Aware Summary

Filters (L) *Time Frame | past 6 Months ~ Go

P Rename Dashboard
5 Add Dashlet(s)
~ General Dashlets

Network Device Summary Client Count By Association/Authentication @&

Total Managed Device Count: 70 AP Availability: 7 Total Unreachable Device Count: 2 Associated | AP Join Taken Time Add
= v ik i e e A
Coverage Area I ..... ',IPDLMA(D e ‘ Add
n T T ot R e s o o 5 ipti . e
- S T —— Description i _l Add
" . N | Eg:;g;ir;gr:aareas and details about each Device Uptime Add
— GETVPN Network Stat... Add
o . Job Information Status Add
. A Most Recent AP Alarms Add
T ‘ Network Device Sum... Add
[l Cisoo UCS Series Routers Il Reachable Unified AP [ Routers Switches and Hubs Recent Alarms Add
[l Third Party Device Unreachable Unified AP _ Recent Coverage Holes Add
Voice and Telephormy — E =
TelePresence ] Wireless Controller E = i Layout Template
Switches and Hubs 11:00 12:00 13:00 14:00 N
Cisco Interfaces and Modules Time E‘ Manage Dashboards
== [ Authenticated Wireless Count  [[| Authenticated Wired Count
7| =
Top N WAN Interfaces by Utilization ®
. ; Maximum Average - Client Traffic ®
- o n “drag and drop” dashboard
London Branch 10.11.1.1 GigabitEthernet0/0 o34 I 55.66%/
New York Branch 10.0.104.2 GigabitEthernet0/0 16% [l 5.28% I - -
Los Angeles Branch 10.0.102.2 GigabitEthernetQ/0 12.5% M 362% 0 C u Sto l I I I Satl O n
Denver Branch 10.0.109.2 GigabitEthernet0/0 2.5% [ 0.05% |
WAN Aggregation 192.168.152.1 FastEthernet0/0/2 0% [ 0% [

‘Workflow Status ﬁ o B o wo | %35upporl€ase5 | Alarm Browser | Alarm Summary @ 199 T 2 4 186 [co '

DI VVITZULL S ZULITF CISCU alarur 1S aimiaie s, /A 1TgIis Tcociveda.

CTScU T oo 70



Client Count By Association/Authentication

Dashlet Title | Client Count By Association/Authentication

Refresh Dashlet

Refresh Interval

Search By | All -

E::]MMMMMLF - —E

Controller IP Address
Autonomous AP Host Name
| 1d | 1w | 2w | awy | 3Im | &m | 1y | Custom s tnnomous AP IP Address

| Authenticated

Client Count Switch Host Name
270 | Switch IP Address
240 | SSID
210 | Floor Area
180 | Outdoor Area
150 I i i
120 | Customisation
|
S0
|
s | er dashlet
|
30 |
D I
18:00 19:00 20:00 21:00 22:00 23:00
Time
[} Associated Wireless Count P Associated Wired Count
> =
BRKEWN-2011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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~ Finding Data— Search Capability
= Pl and MSE represent a large data store

= P| provides Advanced Search capability
= Various filter criteria depending on search categories

Basic Search Searches for: clients, devices (AP’s, controllers, switches), rogue (AP,
ad hoc), alarms.
Output is categorised.

Advanced Multiple search categories and criteria (alarms, AP’s, controller
Search licenses, switches, clients, chokepoints, interferers, TDOA receivers,
maps, rogue clients, shunned clients, RFID tags).

Searches can be saved for future use.

Cisco ((V&/
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- Using Se"arc"h,‘. ~ _.; . .

Global Search Capability

= Searches can be performed on
partial input
Search output provides
configuration and monitor links
based on device type found
Search parameters include IP

Address, Usernames, MAC
Addresses, SSIDs ,Rogues and

AP Names

Advanced searches can be saved
for easy future reference and use

BRKEWN-2011

Your search 'ap” matched following item(s). Please click on the "View List' to access the matched items list under either
Manitor or Configuration

Item Type Ttem Count

Client 33

AP iz8

Controller 2

Rogue AP 79

Alarm 1624

Mew Search >

Search Category | Clients ;I

Footnobes Media Type |W'|red Clients ;I

l;j‘t‘ searen W Search By | Floor Area ;I
Clients Detected By [nes -1
Speed | Any ;I
Client States [ Authenticated -1
Campus | Cisco 51-5 ;I
Building [Big-14 -1
Floor Area b ~
Access Point All Access Points
Posture Status All
Include Disassociated =
Items per page | 50 -
Save Search =

[Go]
Cisco Public

© 2014 Cisco and/or its affiliates. All rights reserved.

C Address or Mame or S5ID as
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Finding Data - Security Alarms

New Search > A

Search Category Alarms -I
Severity All Severities ;I
Alarm Category Security ;I

y Customised search

Condition | Too many user unsuceessful logins

(Select from dropdown bax or
key in Condition)

Time Period | Any Time j
Acknowledged State (=]

for specific alarm
o criteria

Save Search (=]

: Alarms :
Selected 0 | Total 2 & 455

Search Results - Reset

Change Status Assign Annotation Delete | [ g Email Notification
0O Sewerity Failure Source Time Message Category Condition
O » & Critical WLAN Controller sjcl4-wl. 2011-Sep-02, 11:23:37 PDT User 'admin’ with IP Address '171.71.133.238' has made too many unsuccessful login attempts. Security Too many user unsuccessful logins
0 » @ critical WLAN Controller SIC 14 L. 2011-Sep-02, 08:51:58 PDT User ';I";" with IP Address '10.21.65.14' has made too many unsuccessful login attempts. Security Too many user unsuccessful logins

= Use case: admin wants to search for all security alarms “too many user
unsuccessful logins”

Cisco (f'l/f;/
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Finding Data~ Client Search

New Search * A

Search Category Clients =
Media Type Wireless Clients -
Wireless Type Lightweight Clients __ ~
Search By Floor Area -
Clients Detected By NCS - .
Cllent stotes Asthenticated 2 C u Sto mise d searc h
Campus Cisco San Jose - Site 5 _ =
Building BLD 14 - . g .
e : for specific client
Access Point All Access Points -
Posture Status Al - Cr'tera
Restrict By Radio Band ™ | 5GHz - I I
Restrict By Protocol #[so21n ]
Search on Devices Now ]
o I —
-

Profile

NAC State =] '

Clients and Users

Clients Search Results - Reset

@ roubleshoot  J Test w [3]Disable [=|Remove ) More ¥ I Trackdients g Identify Unknown Users

1P Address MAC Address User Name Type Vvendor AP Name Device Name Location SSID Status - | Interface | Protocol

O 171.70.240.193  00:24:d7:28:74:94  CISCO\antonino L Intel SIC14-42B-AP7 SIC 14 LWAPP1 Unknown blizzard Associated corpl 802.11n(5GHz)
O 171.70.240.121  00:24:d7:9d:f6:e4  CISCO\zizhang I Intel SIC14-42B-AP3 SIC(SIC L4 LWAPPL | {nicnown blizzard Associated corpl 802.11n(5GHz)
O 171.70.240.60 e4ice:8f:06:7b:08  antyagi L Apple SIC14-42B-AP3 SIC 14 LWAPP1 Unknown blizzard Associated <orpl 802.11n(5GHz)
O 171.70.240.15 00:21:6a:4a:bftbc  viviliu Iz Intel SIC14-42B-AP3 SIC 14 LWAPP1 Unknown blizzard Associated corpl 802.11n(5GHz)
O 171.70.240.107  00:24:d7:17:adifc  CISCO\lbeutels L Intel SIC14-41B-AP3 SIC 14 LWAPP1 Unknown blizzard Associated <orpl 802.11n(5GHz)
O 171.70.240.42 00:26:bb:1d:e9:0b  rangoel I Apple SIC14-41B-AP3 SIC 14 LWAPP1 Unknown blizzard Associated corpl 802.11n(5GHz)
O 171.70.240.146  fB:leidfiel:2a:bS  towan L Apple SIC14-41B-AP2 SIC 14 LWAPP1 Unknown blizzard Associated <orpl 802.11n(5GHz)
O 171.70.242.18 58:b0:35:7C:6b:17  rkomali I Apple SIC14-42B-AP9 SIC 14 LWAPP1 Unknown blizzard Associated corpl 802.11n(5GHz)
O 171.70.240.195  00:24:d7:22:43:9c  CISCO\htamvada L Intel SIC14-41B-AP6 SIC 14 LWAPP1 Unknown blizzard Associated <orpl 802.11n(5GHz)
O 171.70.243.214  00:21:62:95:4c:46  nsundare Iz Intel SIC14-41B-AP6 SIC 14 LWAPP1 Unknown blizzard Associated corpl 802.11n(5GHz)
O 171.70.241.93 00:21:6a:abi0e:5c  ginma L Intel SIC14-42B-AP6 SIC 14 LWAPP1 Unknown blizzard Associated corpl 802.11n(5GHz)

= Use case: admin wants to search for all authenticated wireless clients
(802.11n, 5 GHz) on 4t floor

Cisco ((pr

) 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 75
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Finding Data—~AP Search

New Search

| KN
=

Search Category Access Points

Search By AP Mame

AP Name 5JC14-3

AP Type [ LWAPP/CAPWAP |

AP Mode [Local -]

Radio Type [211aGom | Customised search

B02.11n Support

for specific AP
criteria

OfficeExtend AP Enabled

CleanAir Support

Cleanair Enabled

Items per page

Save Search

Ofg|l0 00 @&

=¥

Access Points BT
Moritor > Access Polnts Generate report for selected APs | - Select a report - -
Entries 1 - 20 of 20
P E
AP Name Ethernet MAC 1P Address Radio Map Location  Oper Status | CleanAir Capable | CleanAlr Sensor Status | CleanAir Status | Controller Controller Name | Radio Client Count | Admin Status AP Mode | Alarm Sta
Cisco San
O SIC1432B-AP7  fB:66:2:67:60:09  17071.130.160 802.11afn e S® up Yes up @ Enabled 171.71.128.78 SIC 14 LWAPP2 14 Enabled Local (b
3rd floor
Cisco San
Jose - Site 5 m
O SIC14-32BAP3  fB:66:f2:67:67:af 1717113183  802.11a/n g 055 Up ves up @9 Enabled 171.71.128.78 SIC 14 LWAPP2 1 Enabled Local
3rd floor
Cisco San
O SIC14-31B-AP9  f8:66:f2:67:6e:31  171.71.130.147 802.1la/n joe:u':sl‘f; up Yes up € Enabled 171.71.128.78 SIC 14 LWAPP2 5 Enabled Local
3rd fioor

= Use case: admin wants to search for CAPWAP, 802.11a (5 GHz) AP’s by AP
name (partial string search) that are operating in local mode Cisco(('l/f/
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* Finding Data— Con

— e e o o e e 2y
| Search Category |Controllers - 1
1 Search for controller by | All Controllers ;Il

Audit Status [ Mismatch ;||
B ]

Save Search

-—
Items per page 50 I
(e

Controllers

Menitor > Controllers

Entries 1 -5 of §

I4d 44 4 d1b Pk Pl

o=

1P Address Device Name Device Type Location Mobility Group Name RF Group Name Reachability Status AP Count Client Count Audit Status I

171.71.128.157 5 sjcl4-wl-wic3 2500 S)C B 14 - FL 1/2 S)Cwireless S)Cwireless Reachable ] Q I Mismatch I

171.71.122.80 & WLC-mesh 5500 WNBU-TME WNBU-TME Reachable 6 0 I Mismatch I

171.71.128.75 & SIC 14 LWAPP1 5500 SIC Bid 14 - FL 1/2 S)Cwireless SICwireless Reachable 43 114 I Mismatch I

172.20.225.154 & Talwar-TME 5500 mobile-t mobile-t Reachable 1 0 I Mismatch I

171.71.128.78 & SIC 14 LWAPP2 5500 SIC Bid 14 - FL 3/4 S)Cwireless SICwireless Reachable 20 246 I

Mismatch l
- —

Entries 1 -5 of 5
4 44 4 1r pr bl

= Use case: admin wants to search for all controllers where config
mismatch has occurred

BRKEWN 2011 Cisco (f'l/f;/
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‘Monitoring Clients and Users

Common Stepsin a
Troubleshooting Scenario:

= Lookup a client: MAC
Address, Username, IP
Address, Client
type, Client state, From AP
Details Page

= Where is the client now
(and how is their RF profile)

= Where has this client been
(Location playback, session
and AP history)

= Active troubleshooting

BRKEWN-2011

User 360° View
stltafas Cisco Prime
cisco Infrastructure

G Hme Deskt |Jsername : jfields

Clients and Users

Troubleshoot Test Disable Remove More T Track © =
MAC Address 1P Address User Name Type
68:86:a7:f:51:70  192.168.152.29 Unknown

©  February 6, 2014 1:4...

(o] 7

O 00:02:070c:15:05  10.15.12.26 Unknown =2 —

O 00:04:02:74:60:03  192.168.136.15 Unknown =2 ) =

O 00:02:070c:15:04  10.15.12.25 Unknown =2 Microsoft-Worksta...

@] 192.168.2.2 Unknown B

(@] 10.15.10.4 Unknown B Endpoint

O 58:97:1e:28:0ece5  10.15.11.105 Unknown =2 IP 192.168.152.27

O dele:al:bg:22:58  192.168.152.27 ffields B N ) B

O 00:18:b9:eb:f3:92  10.15.11.108 Unknown @ MAC d'::DEIal:bg:zz:ss
O 00:0f:44:01edied  10.4.11.41 Unknown @ Connected to

O 1ce6:ic7:7327:e2 10.4.11.16 Unknown @

O 00:07:23:40:77:6c  10.15.11.110 Unknown g @Switch AMS-3750-SBR

O 00:02:01:0c:0e:02  10.1.12.16 Unknown =2 Interface FastEthernetl/0/6
O 00:02:01:0c:0e:01  10.1.12.15 Unknown =2 VLAN 12

O 00:0a:070c:15:00  10.15.12.21 Unknown =2

O 00:02:070c:15:09  10.15.12.30 Unknown =2

O 00:19:56:28:3c:b5  10.15.11.109 Unknown =2

(@] 10.15.13.131 Unknown <

O 00:18:71:19:dd:ed Unknown =2

O 0c:d9:96:91:22:18  10.3.11.11 Unknown < ,_l Applications

O d8:67:d9:73:28:9  10.3.11.20 Unknown =2

(@] 10.1.11.11 Unknown <

(o] 10.1.11.16 Unknown B Time -
(@] 10.3.11.42 Unknown <

o —— L e © anuary 9, 2014 5:25:...

Ax =
L
[%
i
P
Android Apple-Device
Location 8 =b
Unknown
Session

Authorization Profile Mot Available
Compliance Unknown
Association Time 2014-Feb-18, 19:28:58
Session Length 6 days 21 hrs 53 min 51 sec

Source Message
192.168.152.... Port 'FastEthernetl/0/38' is down ...
192.168.152.... Port 'FastEthernetl/0/41' is down ... [}

TIPS VT
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‘Monitoririg: Client Details -1

Client dc:0e:a1:b9:22:58 (Refreshed :2014-Feb-18, 00:28:58 PST ) =

+ Client Attributes

Gearal Session Security

User Name jfields Switch Name AMS-3750-SBR Authenticating ISE Data Not Available
IP Address 192.168.152.27 Switch IP Address 192.168.152.10 Authentication Method 802.1X
MAC Address dc:0e:al:b9:22:58 Interface FastEthernetl/0/6 Auth Status Authorization Succeeded
Vendor Compal Wired Speed 100Mbps Authorization Profile Name Data Not Available
Endpoint Type Microsoft-Workstation VLAN ID 12

Posture Status Unknown

Media Type Wired VLAN Name Campus_Data TrustSec Security Group Data Not Available
Hostname Data Not Available s (i Audit Session ID COAB980AD0003B26ECSASSSC
DP Device ID Data Not Available R Windows AD Domain Data Not Available
Sqtware Version Data Not Available Traffic nknown

Model Data Not Available

U1 Data Not Available Basic Client Properties—can be
{scssion istory |} expanded for further details

.
Association Time Byation User Name 1P Address IP Address... Hostname ~  Switch Name Interface VLAN ID Traffic (MB)
2014-Jan-15, 21:06:15 PST 30 days 9 min 5 sec jfields 192.168.152.27 IPv4 unknown AMS-3750-SBR FastEthernet1/0/6 12 0.0
2014-Feb-15, 00:01:15 PST 3 days 0 hrs 13 min E jfields 192.168.152.27 IPv4 unknown AMS-3750-SBR FastEthernet1/0/6 12 0.0
2014-Feb-18, 00:28:58 PST 6 days 21 hrs 46 min 39 sec glds 192.168.152.27 IPv4 unknown AMS-3750-SBR FastEthernet1/0/6 12 0.0

Client Association, Session
M) History and Roam Reason

Event Type Event Time Description

End User Experience Dashboard

Mo data available Time : 6h|1d | 1w | 2w | 4w | 3m | 6m | | Custom
+ Bytes Sent and Received (Kbps)

Time Send Rate Receive Rate Dropped Byt... Dropped Byt...

ol
———— U2
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‘Monitoring: Clien't._"Dé_tai Is 2o

~ Statistics
Select a time period below to view the chart. End User Experience Dashboard

Time: 51 1d | 1w | 2w | 4w | 3m | 6m | 1y | Custom @
¥ Client AP Association History
AP

— i e Client AP Association History
Client Data Rate History

SIC14-32B-4P5 & & & L Lo S 4

Time

# Associated To AP @ Disassociated From AP

¥ Client Data Rate

+ Client RSSI History

RSSI DataRate
< 80 |
-16 | |
26 | 50 |
-36 | ol
-a6 | 4 |
56| W__/\__ 30 |
-66 |
13:00 14:00 15:00 16:00 17:00 ag |
Time |
10 |
o |

+ Client SNR History

Signal Statistics Histo

13:00 14:00 15:00 16:00 17:00

40 } Time

30| /\'/w =

| e = (=)

10 }

ol

13:00 14:00 15:00 16:00 17:00
Time »

= E) . ( W/

CiscollV(;
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Sleeping Client

= Prior to WLC 7.5 release, client device connected to the WLC on
web-auth enabled WLANS has to enter login credentials every time
the client goes to sleep and wakes up.

= In WLC 7.5 release, client entry is cached for a configurable duration
(up to 30 days / 720 hours)

= Sleeping interval is configured on a per WLAN basis

= When exceeding the user-idle timeout, client database entry is
moved to a cache section of the database for the duration of the
cache duration

Cisco ((Vf;/
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New Controller Template

Configure > Controller Template Launch Pad > WLANs > WLAN Configuration > New Controller Template

General QoS Advanced HotSpot Policy Configuration
Layer 2 AAA Servers
Layer 3 Security % | None ;I
Web Policy 4
(») Authentication
) Passthrough
_) Conditional Web Redirect )
_) WebAuth on MAC Filter Failure '\
Preauthentication ACL IPv4 | none LI
IPV6 |none ~|
WebAuth | none LI E bl | ] | t
--------------- n ing clien
| Sleeping Client ¥ Enable | d i EsicE BTG _e
I Sleeping Client Timeout 12 [ (hrs) | and timeout value in
e e o o o e o e e o e e o e - -
Global WebAuth Configuration (| Enable WLAN tem plate
Web Auth Type | Default Internal ;I

BRKEWN-2011
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Track Clients

Add MAC Address to Track o
MAC Address | CsV file:
Expiration (® Never
O Date B (MM/DD/YYYY)

Import MAC Addresses ®

sample csv template

Browse...

Cimpor JETTN

m‘ Cancel |

+ Notification Settings

Track Clients
Get niptified when specific MAC addresses are detected on the network. 2
- - ——— 1
o= Add  Galmport 1 Edit Remove Show | All
"MAC Address = Expiration

No data available

Purge Expired Entries | Never

Notification Frequency | On First Detection

Notification Method | Alarm

Email Address

Detected

On Every Detection

« | On First Detection
I

| Email
Alarm

m | Cancel

BRKEWN-2011
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Create policy for tracking one

or more clients detected on
the network

Cisco (f'l/f;/
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- Unknown -Uste,rs.;g’ i

Import Unknown User Identities &
Add User CsV file: Browse...
sample csv template
MAC Address | I
[ Gonce
Username |

Identify Unknown Users

| Cancel

Assign crnt MAC addresses to usernames."’

G= Add  @almport Edit Remove

[] MAC Address Username
No data available

Assign username to client on

network not authenticated via
ISE.

m | Cancel

BRKEWN-2011
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IP Type — The type of client based on what IP addresses have been seen from the client.
Possible options are IPv4, IPv6, or Dual-Stack which signifies a client with both IPv4 and
IPv6 addresses.

IPv6 Assignment Distribution - displays how the client acquired it IPv6 address. Possible
assignment types are DHCPv6, SLAAC or Static, and Self Assigned.

Global Unique — The most recent IPv6 global address used by the client. A mouse-over on
the column reveals any additional IPv6 global unique addresses used by the client.

Local Unigue — The most recent IPv6 local unique address used by the client. Reveals any
additional IPv6 global unique addresses used by the client.

Link Local — The IPv6 address of the client which is self-assigned and used for
communication before any other IPv6 address is assigned.

IPv6 RA's Dropped — The number of router advertisements sent by the client and dropped
at the access point. Can be used to track down clients that may be misconfigured or
maliciously configured to act like an IPv6 router. 4

y J Cisco(( Vf/
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- IPv6 Client Details

Client e8:06:88:51:5¢:56 (Refreshed :2013-Apr-15, 17:39:05 PDT )

¥ Client Attributes

General
User Name ekudey ¢
IP Address 171.70.243.137
MAC Address e8:06:88:51:5¢:56
Vendor Apple
Endpoint Type Unknown
Client Type Regular
Media Type Lightweig
Mobility Status Local
Hostname dhcp-171-70-243-137.cisco.c
E2E Not Supported
802.11u Capable No
Power Save ON
CCX Not Supported

Link local address derived from

¥ Client IPv6 Addresses

IP Address
fe80::ea06:88ff:fe51:5c56

MAC address.

Scope

Assignment
Link Local Self Assigned

BRKEWN-2011 © 2014 Cisco and/or its affiliates. All rights reserved.
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" Monitoring

Device Work Cenire:

IR Gisco Prime Device 360° Views # X |enu/Prime Data
sl betfne
Infrastructure — —
B 7 Home Design ¥ Deploy v Operate *  Report @ (@) 3945-East-1.cisco.com H@mood o
Device Work Center — 192.168.152.1 Cisco 3945E Integrated Services Router G2 Bepape @ Network Aud
h"'.‘l '*-] © WAN Aggregation
Device Group Device Group > ALL — 1p for 28 days 9 hrs 51 m s
( 5) ALL i 05 Type 10S
0S Version 15.1(4)M1 & o
v B &, Last Config Change November 1, 2013 2:15:47 PM PDT o ! | Tolel 80 P R
B AL ? Edit 3¢ Delete \%Qync 9, Groups & Sites + | O Add Device B Last Inventory Collection February 24, 2014 10:02:59 PM PST - | %
r & Device Type [ Device Name ~ | Reachability = IP Address/DNS D
» : T T T op § aeror [l
. g Cisco Interfaces and Madules O] 3750-PHy-1 10.0.2523 d CPU Utilizatic emory Utilizatio
Cisco UCS S — S 0/ - on
- e s 3945-East-1.cisco.com 192.168.1521 & 11.00% v -1.00% 14.00% o.00
Routers =
v B Switches and Hub O 3945-West-1 10.0.103.1 C
witches a ubs 0.00% 2.00 00% 4,008 00 00%
) o [ 7206-Core-1 =] 10.0.255.42 e Lo e e Lo
% Cisco Catalyst 2960 Series Switches Lo
[ 7206-Core-2 a 10.0.255.52

Configuration Configuration Archive Image
Alarms Modules Neighbors
[ Summary
192.168.152.1 > System > Summary Op. Status Admin S... | Interface Top 3 Applications

. summary - ©] Not Available
iy User Defined Field General ~ & -
&5 Memory Pools ezl e e ] Mot Available
&, Environment SRED AT S e - k= Not Available
& Modules Device Type Cisco 3945E Integrated Services Router G2 ® @ Not Available
& Physical Ports Up Time 2R i s * ke GigabitEthernet4/0 Mot Available
Reachability Status Reachable
Interfaces » e |
Contact nmtg Inventory
Cisco Identity Capable No Software Version 15.1(4)M1
Location Capable No Model No. C1SC03545-CHASS1S

Workflow Status E 0 B o w o | Z2SupportCases | Alarm Browser | Alarm Summary @ 197 T 2 4 187 ((Ve
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\JLAwanﬁjﬂrmﬂkjnff; ;ﬁ*

st L2 5 VAN Per VLAN details — all VLANs
configured per switch.

VLAN ID VLAN Name
—l ] ] ——

Ll[] data Ethernet i
T T Ty —_—_—_—_——_————
1 default Ethernet
1002 fddi-default FDDI
1004 fddinet-default FDDI Netwaork Entity Title
11 Phns Ethernet
1003 token-ring-default Other
1005 trnet-default Other
100 VLANO100D Ethernet
20 voice Ethernet

Cisco ((Vf;/
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* Spanning Tree - Details/Monitoring

Per VLAN configured parameters: single pane of glass
view of all VLANSs configured on switch

nning Tree Details
10.5.10.2 > Layer 2 > Spanning Tree > VLANOOO1

F
I VLAN ID Root Path Cost Designated Root Bridge Priority Root Bridge Priority Max Age (sec) Hello Interval (sec) Forward Delay (sec)
1 4 00:1b:0c:02:ab:80 32769 32769 20 2 15 l

Per VLAN status: operational details for
troubleshooting

Monitor

anrt Name VLAN ID Operational Status Admin Status Port Type Maximur m Speed (Mbps) MTU

IVIanl 1 < ] Propvirtual 1000 1500

IVIanIU 10 (- ] [~ ] Propvirtual 1000 1500
B N _§ N N B _§ B _§ N N B _§ § § N B B _§ § § N _ B B § § N O O § § § N O _§ _§ N N B _ B B _§ B N B QB ] |

Cisco ('(Vf;/
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What Are Events?

= An occurrence of a condition (or change in condition) in the network managed by PI

= Not necessarily generated for every condition but could be a result
of a pattern or threshold match by the WLC

= Events may not be useful in their raw form (unless troubleshooting,
for example) and usually need further processing

What Are Alarms?

= Correlated events result in alarms (Pl allows looking up event history for alarms)
= Both Alarms and Events are categorised by severities

— Critical 'y
— Major v
— Minor O
— Warning <&
— Informational

Cisco ((Vf;/
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Notlflcatlons Alarms and Events

A notlflcatlon IS trlggered when a fault occurs in

the network. EmEa ]

= An event is created, based on the notification. <

= An alarm is created after checking if there is no

active alarm corresponding to this event. —_— ‘E,.u.m, -

= Events can be trap, syslog or threshold violation

= Conventional actions are available :
 Filter Severity

e Clear

« Acknowledge P severity
=
* Annotate
= Troubleshooting tools are available :

« ping, traceroute .
« show commands Cisco("/fp
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> . SO S AR

PI - Alarrﬁs an.d.E\'/"en'_tlvs .

Wireless Controller

[ sens RS

Alarms

= Single page view of
alarms and events
for wired and
wireless

3 Troubleshoot

Description

Port '5' is down on device '192.168.152.11".
Port '6' is down on device '192.168.152.11".
Port '7" is down on device '192.168.152.11".
Port '8' is down on device '192.168.152.11".
Port "4' is down on device '192.168.152.11',
Rogue AP f4:ea:67

= Persistent alarm
summary and
browser

= Quick and
Advanced Filtering

Port '5' is down on device '192.168.152.11".
Port '6' is down on device '192.168.152.11".
Port '7' is down on device '192.168.152.11".
Port '8' is down on device '192.168.152.11',
Port "4' is down on device '192.168.152.11'".

100000 0o0oooooooooooooon

= Advanced search
capabilities

© 2014 Cisco and/or its affiliates. All rights reserved.

Rogue AP "84:4b:f5:b4:f8:32° with SSID "HP-Print-32-Las...
Rogue AP f4:ea:67:12:7a:61' with S5ID " and channel n...
Rogue AP "3c:ce:73:19:b3:4d" s no longer detected; it w...
Rogue AP "3c:ce:73:9:b3:4d' is no longer detected; it w...

0:70" with SSID 'blizzard' and ch...
Rogue AP f4:ea:67:0a:c6:8d' is no longer detected; it w...

Rogue AP f4:ea:67:12:7a:60' is no longer detected; it w...
Rogue AP 'c8:f9:f9:4c:29:41' with SSID " and channel nu...
Rogue AP 'f4:ea:67:12:7a:63' is no longer detected; it w...
Rogue AP f4:ea3:67:12:7a:61' is no longer detected; it w...
Rogue AP 70:10:5c:7c:2e:bd" with SSID '5760' and chan...

Failure Source

Rogue AP 84:4b:f5:b4:f8:32
Rogue AP f4:ea:67:12:7a:61
Rogue AP 3c:ce:73:f9:b3:4d
Rogue AP 3c:ce:73:f:b3:4d

Port 192.168.152.11/TenGigabitEt...
Port 192.168.152.11/TenGigabitEt...
Port 192.168.152.11/TenGigabitEt...
Port 192.168.152.11/TenGigabitEt...
Port 192.168.152.11/TenGigabitEt...

Rogue AP f4:ea:67:0a:e0:70
Rogue AP f4:ea:67:0a:c6:8d

Port 192.168.152.11/TenGigabitEt...
Port 192.168.152.11/TenGigabitEt. .
Port 192.168.152.11/TenGigabitEt...
Port 192.168.152.11/TenGigabitEt...
Port 192.168.152.11/TenGigabitEt...

Rogue AP f4:ea:67:12:7a:60
Rogue AP cB:19:f9:4¢:29:41

Rogue AP f4:ea:67:12:7a:63
Rogue AP f4:ea:67:12:7a:61
Rogue AP 70:10:5¢c:7c:2e:bd

Timestamp

February 24, 2014 10:00:49...
February 24, 2014 10:00:49...
February 24, 2014 10:00:35...
February 24, 2014 10:00:35...
February 24, 2014 10:00:05...
February 24, 2014 10:00:05...
February 24, 2014 10:00:05...
February 24, 2014 10:00:05...
February 24, 2014 10:00:05...
February 24, 2014 9:57:51 ...
February 24, 2014 9:55:41 ...
February 24, 2014 9:55:03 ...
February 24, 2014 9:55:03 ...

February 24, 2014 9:55:03 ...
February 24, 2014 9:55:03 ...
February 24, 2014 9:55:03 ...
February 24, 2014 9:54:03 ...
February 24, 2014 9:51:54 ...
February 24, 2014 9:51:06 ...

February 24, 2014 9:51:06 ...
February 24, 2014 9:50:30 ...

Cisco Public

« Severity

f Minor
Minor
Cleared
Cleared
Critical
Critical
Critical
Critical
Critical
Minor
Cleared
Critical
Critical
Critical
Critical
Critical
Cleared
Minor
Cleared
Cleared
Minor

| NN N N N N N N N _
WorkflowStatus B 0 B 0 w 0 | &% Support Cases | J\IarmBrm'er | Alarm Summary © 199 ¥ 2 4 190 ||

Selected 0 | Total 1927 & 433 ..

Show | Events in last 8 hours v | ?

Category
Rogue AP
Rogue AP
Rogue AP
Rogue AP
Controller
Controller
Controller
Controller
Controller
Rogue AP
Rogue AP
Controller
Controller
Controller
Controller
Controller
Rogue AP
Rogue AP
Rogue AP
Rogue AP
Rogue AP

Condition

Unclassified Ro...
Unclassified Ro...
ROGUE_AP_RE...
ROGUE_AP_RE...

Link down
Link down
Link down
Link down
Link down

Unclassified Ro...
ROGUE_AP_RE...

Link down
Link down
Link down
Link down
Link down

ROGUE_AP_RE...
Unclassified Ro...
ROGUE_AP_RE...
ROGUE_AP_RE...
Unclassified Ro...

;QQ%%%Q%Q%Q%%QQ%QQ%QQ%%’

Cisco ((Vf;
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 Alarms —LayoutandSearch

mmmm Alarms sorted by Categories

e ) Alarm Summary | =] +:}|
and Severities are hyperlinked L___J
to allow quick drill-down On-demand refresh
s o L customisation

Alarm Summary 311 1164 064 -
AP 11 0 12 T
Controller 24 1 0 |
Coverage Hole D 1 0 |
Mesh Links 0 19 12 |
Mobility Service 1 0 3 :
e ’ ! ° Persistent Alarm Summary
Perormance ’ ! ” toolbar. Expands to display
Rogue AP ’ LA - alarm categories.
Security 275 0 B .

Alarm Browser : Alarm Summary - 311 v 1164 A 964 :

T ——————— Cisco(('l/f;/
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Alarm Browser

Provides filtered view of alarms
for wired and wireless

Expandable view fo
each alarm for details

Selected 0 | Total 3685 ©F .
Change Status Assign Annotation Delete | [ Email Notification 2 Troubleshoot Show | a1l -
Severity Message Status Failure Source Timestamp Owner « | Category Condition Quick Filter

> b Minor Rogue AP '00:27:0d:08:7a:8¢" wit...  Not Acknowledg... Rogue AP 00:27:0d:08:7a:8e April 15, 2013 10:49:06 PM PDT japitche Rogue AP Undassified Rogl Advanced Filter

» @ Critical IDS 'Deauth flood' Signature attac...  Not Acknowledg... WLAN Controller sic14-wl-wic1/17...  April 15, 2013 11:33:20 PM PDT japitche Security Signature attac'<| All
(] T Major Rogue AP 'c4:7d:4f:53:38:60' with... Not Acknowledg... Rogue AP c4:7d:4f:53:38:60 April 15, 2013 10:51:09 PM POT japitche Rogue AP Malicious Rogue]] Manage Preset Filters
O 9 Critical IDS 'NULL probe resp 2' Signature...  Not Acknowledg... 'WLAN Controller sjc14-wl-wicl/17...  April 15, 2013 2:22:56 PM PDT japitche Security Signature attackl Assigned to Me

Unassigned Alarms

N N N B B N B B B B B B B B B B B B B B B B B B B B B B B B B e . Alarms in last 5 minutes
I General Info AR I Messages IAIarms in last 15 minutes

Signature Name
L8 B B |
Signature Type
Reported From
Aftack active at

Observer MAC List

NULL probe resp 2

Standard

WLAN Controller sjcl4-wi-wicl/171.71.128.75

1 AP(s)

c4:0a:cbh:88:80:30,64:d9:89:42:26:60,64:d9:89:42:45:b0,64:d9:89:42:4b:b0,64:d9:89:42:44:50,64:d9:89:42:41:d0

IDS "NULL probe resp 2' Signature attack cleard
'SJC14-31B-AP5’' protocol '802.11b/g’' on Contr
The Signature description is "NULL Probe Respoj
- Controller Name: sjcl4-wl-wic1This Signatur1 Alarms in last 8 hours

detected by 1 APs. I Alarms in last 24 hours

Alarms in last 7 days

I Alarms in last 30 minutes
I Alarms in last hour

Owner japitche Cleared Alarms
Acknowledged false Annotations R ——— T —"— -
Category Security Message Posted By Date/Time -
Created April 1, 2012 3:40:22 AM PDT Reviewed and not thr...  japitche March 8, 2013 9:02:...
Modified April 15, 2013 2:22:56 PM PDT Alarm assigned japitche March 8, 2013 9:02:...
Severity @ Critical

Previous Severity

@ Critical

BRKEWN-2011
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Description
MNULL Probe Response - No SSID element

Cisco Public
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‘Application Visibility and Control (AVC)
= AVC on a controller can classify and take action on 1039 different applications
= Two Actions, either DROP or MARK, are possible on any classified application
= A maximum of 16 AVC profiles can be created on a WLC

= Each AVC Profile can be configured with a maximum of 32 rules

= Same AVC profile can be mapped to multiple WLANs. However, one WLAN
can only have one AVC Profile

= AVC is supported on WLANSs configured for central switching only

= Any application, which is not supported or recognised by the AVC engine on
WLC, is captured under the bucket of UNCLASSIFIED traffic

Cisco (('Vf;/
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Application VISIbIlIty and Control

- Assurance Llcence

Virtuzl Domzin ROOT-DOMAIN | prime v [ O, Search Menu/Prime Data ]
MmN ;Jsfm l:’rrm‘:':m.l
nfrastructure e e——
Lsiy 70 Home  Design ¥ Deploy ¥ Operate ¥ Report ¥  Administration ¥  Workflows ¥ ™ oS - fo 28
Overview Incidents Performance
Device Interface Application Voice/Video End User Experience WAN Optimization

Filters [ *Site London Branch & (&) *Time Frame | Past 24 Hours TR Application [ All Applications £, Network Aware All ©| | 6o |

Top N Applications @ Top Application Traffic Over Time ®

Rate | Volume
Applications | Application Categories

Rate | Volume
secure-http
ftp _ Megabits/sec
oo J '_\/\/\_/\/_\_/\_/\_/
htp [
UNKNoWnN l
@ telepresence-media -
5 100
3 share-point
a
2 webex-meeting
ca I
—
ars J 0
awindows 206 0:53 340 6:26 9:13 12:00 14:46 17:33 20:20
hittp-alt I Time
p— L
|# | = 2014 February 25, 03:01: .

T ?
Traffic | Wireless .erad v

|2 =/ 2014 February 25, Traffic - Wired or Wireless traffic. Add the Access Switch or Controller where the client is connected in Device Work Center

Q13 1200 14:4h 1731 W
‘Wired - Wired Traffic from clients identified by Access Switch ((W
Cisco ’

| Wireless - Wireless Traffic from clients identified by Wireless Controller | Cisco Public 96




WLANS > Application Statistics

Aggregate | Upst l
Application Last 90 Secs Stats Application Cumulative Stats
App Name Packet Count Byte Count Usage(%)
youtube 424116 466.72 MB 53.00
http 194901 200.47 MB 22.00
rtmp 93800 100.90 MB 11.00
App Name Packet Count Byte Count Average Packet Size Usage(%) hp-pdi-datastr 36834 3365 MB  3.00
§ ssl 37721 23.06 MB  2.00
netbios-ns 9 450 B 50 100.00
flash-video 14007 1533 MB  1.00
video-over-http 13864 14.66 MB 1.00
exchange 14884 13.23 MB 1.00
google-services 6071 3.53 MB 0.00
sip 4347 2.16 MB 0.00
Application Last 90 Secs Usage(%) Application Cumulative Usage(%)

B youtube( 53.00% )
| http( 22.00% )
rtmp( 11.00% )
M hp-pdl-datastr( 3.00% )
M ssi( 2.00% )
M flash-video( 1.00% )
M video-over-http( 1.00% )

M netbios-ns( 100.00% )

B exchange( 1.00% )

Cisco {f'l/f /
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Operational Tools



| Oper_ati‘ohal,Too,IS'-';,Vo’ité;e'A'u'diit”TQo’Ii

Operate ¥ Report ¥

E§ Monitoring Dashboards

= Allows auditing current network

Incidents

configuration from a VoWLAN

Detail Dashboards

deployment perspectlve B, Device Work Center

Discovery

= Use default rules and thresholds Sovars Inge Maragmen

based on Cisco best practices

Network Audit

= Ability to customise the rules to e
match your network and
requirements

= Provides a simple report with a list
of configuration gaps

BRKEWN-2011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

Administration ¥ Workflows ¥

difE Maps
Google Earth Maps

i Container Services
Services Catalogue
Deployed Services

¥5 Applications and Services
Application Server Management

£2 Operational Tools
Application Troubleshooting
Mediatrace
Device Resource Estimation
Packet Capture =
Media Streams

Wireless.»

£ Mot ﬁl—ﬁh---‘
Voice Audit l
Location Accuracy Tools
Configuration Audit
Migration Analysis
Unjoined Access Points
Radic Resource Management
RFID Tags
Chokepaoints
Interferers

Spectrum Experts
WiFi TDOA Receivers

Cisco ((Vf;/
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Voice Aud |t Exam ple

Voice Audit

QOperate > Operational Tools > Wireless > Voice Audit

| save || Saveand Run |

- Voice Audit Report
l Rules Report Tools > Voice Audit Repart
]
. . y - -
Run audit on: ¥ Al Centrollers r E;
Controllers Rul
. F_a B |
A Single Controller
Audit Status Start Time End Time
Complete 2012-Mar-26, 06:42:44 PDT 2012-Mar-26, 06:42:45 PDT
Voice Audit Report
Tools > Voice Auit Report 1P Address Rule Result Details
171.71.122.80  VoWLAN 55ID Skipped Rule skipped since it was invalid
et | ‘ uStom Isable RuIeS 171.71.122.80 CAC: 7920 AP Skipped Rule skipped since it was invalid
Controllers I eport
=== 171.71.122.80 CAC: 7920 Client  Skipped Rule skipped since it was invalid
171.71.122.80 Liep Skipped Rule skipped since it was invalid
R Assignment ppe ) PP
$|:| 1717117280  MFP Client Skipped Rule skipped since it was invalid
Rule List Rule Details
& @ VoWLAN SSID Description

o @ CAC: 7920 AP

@ @ CAC: 7920 Client
¥ @ DHCP Assignment
@ @ MFP Client

[ @ Platinum QoS

@ Non Platinum QoS
& @ WM

o @ cokm

@ @ Aggressive Load Balancing
o @ Aironet IE

= @ T5M

¥ @ DFs

+
|
|
|
|
|
|
|
|
|
|
|

Check that QoS is set to Platinum (Voice) for VoWLAN

Rule validity
User defined VoWLAN S5ID

Cisco Public

Cisco and/or its affiliates. All rights reserved.

#Total Devices

I3

Voice Audit Tool Repor
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Voice Readiness Tool - Example.

Launch from Floor View in Maps

Inspect Voice Readiness

1
1 Voice Read
1 ¥ Monitor = Site Maps > Cisco 5an Jose - Site 5 = BLD 14 = 4th floor > Inspect Voice Readiness

Yes

Band AP Transmit Power  Client
Marginal bfa/n —| | Current power ~| [CiscoPhone -|[ 75 [to| 67 dBm( Ge)

MNo

Simple, post-deployment tool -
to verify or correct AP

deployment and provides a

way to determine VOWLAN |ils

readiness by band, and RSSI &
cutoff values

BRKEWN:20L1 © 2014 Ciscojand/pr itgaffiliates. All rights reserved. Cisco Public



_Location Readiness - Example .

Inspect Location Readiness
Monitor > Site Maps > Cisco San Jose - Site 5 > BLD 14 > 4th floor> Inspect Location Readiness

D Yes © The above display assumes that all interfaces of the Access Points shown are enabled.

1
feet

1
;///// ' (¥ | TR | »

%744 e o B
r=" -]

150

N
(=3
=3
4
v
(=3

: Note: In a "Location Ready” region,

| estimated locations should be within 7
I meters of corresponding true locations
| at least 90% of the time
1
1

)

o] o

B
Ty
i

=g
CAEE AN
| t| 5|

'
'
§iels
- % H
L
¢ 1
w

Simple, post-deployment tool to verify
or correct AP deployment and provides : :
information on what areas are under g o

-----

=)
”‘E
r

|!!’l_!.|_!]
¥

Wz

ke L

T Cisco (('Vf;/
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‘Reporting L

[ | Report Lau nCh Pad fi* Home  Design ¥ Deploy ¥  Operate ¥ Report ¥ Administration ¥  Workflows ¥
= Report Customisations 3 Scheduiod un Rl

o Saved Report Templates

— Multi-Level Filtering
— Customising Report Output

— Multi-Level Sorting in Report
Output

= Report Scheduling
= Pl + ISE Reporting

Cisco ((Vf;/
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«i]iai]is Cisco Prime
cisco Infrastructure

/ot Home

Design ¥

| Report LaunchPad — Easy

I

CleanAir

Client
Compliance
Custom MetFlow
Device

Guest

MSE Analytics
Mesh

Network Summary
Performance
Raw NetFlow

Security

Autonomous AP Memory and C...
Autonomous AP Summary
Autonomous AP Tx Power and...
Autonomous AP Uptime
Autonomous AP Utilization

Busiest Autonomous APs

>

>

>

Report Launch Pad
Report > Report Launch Pad

Autonomous AP

Autonomous AP Memory and CPU Utilization *

Autonomous AP Summary 2

Autonomous AP Tx Power and Channel 2

Autonomous AP Uptime 52
Autonomous AP Utilization 42

Busiest Autonomous APs \2/

CleanAir

Air Quality vs Time 42
Security Risk Interferers '
Worst Air Quality APs 42

Worst Interferers (2

Client

> m
n

Busiest Clients +-'m

>

>

>

nmaf o
CCX Client Sgatistics +
Client Countf®’

7

¥,

3

3]

Deploy ¥ Operate ¥ Report ¥ Administration ¥ D rl I I _ D OWﬂ
= Identity Service Engine (open in a new window) = =
New Endpoint Authentication Summary @ New
New Endpoint Profiler Summary %2 New
New  Posture Detail Assessment (2 New
New Top M Endpoaint Authentications 2’ New
New Top N User Authentications @ New
New User Authentication Summary
SLE Easily navigate to
New Client Locaf]
New Client Locaf]

Client Sessions '+
Client Summary o)
Client Traffic /2’

Client Traffic Stream Metrics 42

Dormant Clients 2

Mobility Client Summary 42’

>

created/scheduled reports
Modify/run existing reports

—— i S
| Busiest Clients
[ Reports = Report Launch Pad > Client > Busiest Clients

1
i H Report Title & Report Type Scheduled 1
I [m] Ian Client Report Busiest Clients g Disabled I New
1 = haidertest Busiest Clients '@ Disabled | New
: ] kukku Busiest Clients ‘@ Disabled I New
I [=] leksan rappari Busiest Clients u Disabled : New
l [m] tonparke_Busiest_Client Busiest Clients @ Disabled I New
1 [ mew || Enable schedule || Disable Schedule || Delete | 1 New
——————————m————————————————————————‘
New Mesh = /e /
’

New Alternate Parent /2’ New

A
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- Report CUSt'Om;iS'aft_io,h'

Busiest Clients : Ian Client Report
Reports > Repart Launch Pad > Client > Busiest Clients > Busiest Clients Report Details

Settings

Report Title Ian Client Report

ety

Report Criteria Cisco San Jose - Site 5 > BLD 14 > Lst fioor

Connection Protocol

All Clients -

reorngrers .
O rrom i [0 -]:[o -]
W @ [0 -]:[00 -]

Show Upto [50_ e

Customize | Customize the data for this report I #

Customise reports: select

Customize Report

data most relevant for
each report.

BRKEWN-2011

‘ Run H Save || Run and Save || Save and Export || Save and Email || Cancel || Delete

--------1
Schedule

[ Enable

|

| scheduling

1 |
1

Create Custom Report

‘Custom Report Name | Busiest Clients | ~

Available data fields
Global Unique

Unigue Local

Link Local

On Device

Bytes Sent (MB)
Bytes Received (MB)
Packets Sent [ A
Packets Received

I Data field sorting
I Sort by |Throughput
Then by |Utilization (%)

~| O Ascending ® Descending
=| O #Ascending @ Descending
Then by |Bytes Received (MB) -| O Ascending ® Descending

I Thenby |BytesSent(MB)  ~| O Ascending @ Descending

I * Only reports in tabular format can be sorted.
I * Only fiedds that can be sorted appear in the selection menus.

After licking Apply, click Save on the Report Details page to save the custom report settings.

© 2014 Cisco and/or its affiliates. All rights reserved.

Run report immediately or
schedule to be run one-
time only or periodically.

Save report in user-
specified destination, or
mailed to one or more
recipients.

Ty (] [ ]|

Cisco (f'l/f:/
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[ ] P I 1 4 + WLC 7 5 CI I e nt P rOfI I I n g Configure > Controller Template Launch Pad > WLANs > WLAN Configuration > Mew Controller Template
) ) General Security QoS HotSpot Policy Configuration
. g . - DHCP Server |_| Override
> CI Ie nt p rOfI I I n g W I t h 0 u t I S E iient E:(iulsion'y?' @;Eﬂable - DHCP Address Assignment |_| Reguired
imeout Value secs

Management Frame Protection (MFP)

» WLC profiling of devices based on Peshve Clent 2 Cenave =
H H H ximum Clients (2 MFP Signature Generation’> || Enable
HTTP/DHCP to Identlfy endeInt N = : MFP Client Protection /¥

deVICeS Off Channel Scanning Defer — .
. . .. Scan Defer Priority viz38d07 oad Balancing and Band Select
> Configure device-based policies and | SIEELLLE D—
. . Scan Defer Time 100 (ms) Client Load Balancing |_| Enable
enforce per user or per device policy on e Ol 8 e e
the network e —
. . . 802.11b/g/n (1-255) 1 (ms) \J:I:f St
» WLC also displays statistics based on rDNS Confguraton et e
H 1 mDNS Snooping @ Enable
per user or per device end points and it o Erabe

policies applicable per device.

DHCP Profiling % # Enable

. PI’OfI | | ng based On HTTP Profiling ' ™ Enable

Local Client Profiling

> device Type (iPad iPhone, Android, etc.), Enable client e
user name/password, EAP method, time profiling via -

of day (when end point is allowed on the WLAN template . , /
netWQF(»lﬁ}NQLC . © 2014 Cisco and/or its affiliates. All rights reserved. Co Public CISCO (lvc’ 107




Define rule

for profiling
device

Create
action for

device
category

BRKEWN-2011

New Controller Template

Configure > Controller Template Launch Pad > WLANs > Policy Configuration > New Controller Template

Policy Name policy-1
Rules
Policy Role
EAP Type Eap-tls j
Device Type 9 ~
Device Type selector x
I o
Actions =g - |
VLAN 0 -
[] Vista-Workstation
ACL | None
[] windows7-Workstation
QOs | None
[] windows8-Workstation
Session Timeout 1800 [] windowsXP-Workstation
Sleeping Client Timeout 12 [] Xandros-Workstation
[] CentOS-Workstation
| e | | Cancel [] Debian-Workstation
P
Clear Selections ml Cancel |

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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Client Su r‘h-'mary' Repo rt End DO | ntType  1

ssion 0o of
Mumber of |Number of e ession
Endpoint Type Sessions Clients Hours Sessions 0/ of Clients [Time %% of Traffic

00 of
Unknown 29 27 3.0 5107.8 74.36 72.97 74.07 66.98
Cisco IP Phone 7960 3 3 0.05 861.3 7.69 8.11 1.23 11.29
HP-Device 2 2 0.45 1647.05 5.13 5.41 11.11 21.6
Cisco-Device 2 2 0.38 9.72 5.13 5.41 5.47 0.13
Cisco IP Phone 7975 2 2 0.0 0.0 5.13 5.41 0.0 0.0
Apple-iPhone 1 1 0.17 0.0 2.56 2.7 4.12 0.0

Clients by Endpoint Type

Apple-iPhone  =1|
[Cisco IP Phone 7875 = 2|

[Cisco IPPhone 7860 = 3|

Cisco {f'l/&/
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ISE Repc')rt,s{»i:nPI'

ISE reports cross-

Report Launch Pad launched from within PI
Reports > Report Launch Pad WI I
= Guoest (single sign-on)
Autonomous AP Cpuf/Memory Utilization '@ New Guest Accounts Status i
Autonomous AP Summary New Guest Assodation i New
Autonomous AP Tx Power and Channel (i@ New Guest Count (& New
Autonomous AP Up Time (@ New Guest User Sessions i New
Autonomous AP Utilization (& New WCS Guest Operations 4 New
Busiest Autonomous APs (@ New L Ly N )
I Identity Service Engine (open in a new window) = = I
CleanAir - I Endpoint Authentication Summary (§ New I
Air Quality ws Time i ] New I Endpoint Profiler Summary (& MNew I
Security Risk Interferers 4 New Posture Detail Assessment i New
Worst Air Quality APs '@ New I Top N Endpoint Authentications @ New I
Worst Interferers (1 New I Top M User Authentications (i New I
I User Authentication Summary 4 New I
Client = G S N N BN S BN BN N EEN EEN EE BN SN SN BN SN S B S S S e e e e e ol
Busiest Clients '# New Mesh -
Qient Count & New Alternate Parent i New
dient Sessions @ New Link Stats (@ New
Client Summary i New Nodes i New
Cient Traffic @ MNew Packet Stats i New
Client Traffic Stream Metrics @ New Stranded APs (i New
Posture Status Count '@ New Waorst Mode Hops ' New

Cisco ((Vf:/
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Pl +ISEReports

== Subset of ISE reports

I — . - - [—
1 Identity Service Engine (open in a new window) 1

e e cross-launched from

Endpoint Profiler Summary @ within PI (single sign-on).

_ Posture Detail Assessment | New

Top N Endpoint Authentications (i NE""'“’

Top N User Authentications ' New
Liser 4

cisco Identity Services Engine

B
Endpoint > Query and Run > Top N Authenticati By Endpoint Calling Station ID

Showing Page 1 of 1 Goto Page:l Go

Endpoint > Top 10 Authentications By Endpoint Calling Station ID
Date : April 11,2012

Generated on April 11, 2012 2:35:38 PM PDT

é}Reload
Calling Station ID Pass Fail Total Fail % Status
00:06:1B8:DD:BC:AA 3 0 3 0.00 B
( ' /
ciscollVC,
BRKEWN-2011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Ko Takeaways :

= PI provides full lifecycle management for wired/wireless infrastructure and
endpoints

= Wired/wireless access — infrastructure and endpoints — need to be managed
together

= PI builds on the features/functionality of WCS/NCS and adds wired
management

= Provides license and data migration from WCS/NCS to Pl

Cisco ((Vf;/
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Final Thou ch t s »

= Get hands-on experience with the Walk-in Labs located in World of Solutions,
= Come see demos of many key solutions and products in the main Cisco booth

= Visit www.ciscolLive365.com after the event for updated PDFs, on-demand
session videos, networking, and more!

= Follow Cisco Live! using social media:
— Facebook: https://www.facebook.com/ciscoliveus
— Twitter: https://twitter.com/#!/CiscoLive
— LinkedIn Group: http://linkd.in/CiscoLl

Cisco (f'l/f;/
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‘Maths Quiz e

= Can you find a number, under 3000, which
= When divided by 2 |leaves a remainder of 1;
= When divided by 3, aremainder of 2;

= When divided by 4, a remainder of 3;

= When divided by 5 a remainder of 4;

= When divided by 6 a remainder of 5;

= When divided by 7 a remainder of 6;

= When divided by 8 a remainder of 7,

= When divided by 9 a remainder of 8;

= When divided by 10 a remainder of 9?

Cisco (M’/
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

= Directly from your mobile device on the Cisco Live
Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located
throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com

Cisco ((Vf;/
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