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= Technology Overview
= WIPS

= Connected Mobile Experiences
— CMX Engage
— CMX Analytics

= Design and Planning

BRKEWN-2012 © 2014 Cisco and/or its affiliates. All rights reserve

Cisco Public

Cisco ((Vf;/

3



Cisco (M’/

Technology Overview



Context-Aware Architecture

Cisco Prime Infrastructure
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Cisco MSE Context Aware Service

* Provides contextual information of wired
and wireless IP enabled devices
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Wireless Security Threats
On-Wire Attacks Over-the-Air Attacks

Cisco WIPS Detects These Attacks

Cisco Spectrum Intelligence
Detects These Attacks



Cisco WIPS Revi'e'w;_' .

Detecting extensive DoS attacks and security penetration — Base wiPS + Adaptive wiPS

Locating Rogue APs, attackers and victims with new rogue zone of impact.

Manual or fixed auto containment policy for rogue AP/client with updated auto-immune features.

= New signature-based attacks allowing auto containment and enhanced blacklisting

Comprehensive wired rogue detection algorithm using Auto SPT, RLDP or Rogue Detector AP

Locating, Tracking and

Cisco Prime Tracing Rogue APs
A@’ MSE
——— X |_MSE |

P2z Open/Wired/NATed ,
’ Rogue AP Encrypted / Wired / +/- 1 or 2 and OUI

Based Ethernet MAC Rogue AP

%
1 ive!
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Network Visibility

= Single view showing
clients, rogues, tags,
interferer, etc.

= Enhanced with clear
Icon indicators.

= Location data can be
tracked historically.

Tags
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 Context Aware Services enable Pl to show aWIPSand Interferer S Iocatlon

= e — Map — Air Quality View i
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D OEENE2 | e 2B32|,hc14-12B-AP1
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S)C14-11B-AP1 () i 12
AT o SJC14-12B-AP3 il
[ L J— )
L =
Interferer Details
5 " 5| "4J| Detected by MSE mse-ncs2
2 ) Type Bluetooth Link
- iy | State Active
- Vo e 2)| affected Channels1, 11
NS SIC14-11B-APSTE. S, SR Detecting AP(s)
-V — | ils |Duty Cycle 1
®  [97:c2:cb:16 -6 -85 Interferer Details
| X g i Severity 2
- & . First Detected  2013-Feb-05, 13:20:41 PST
L= CleanAir AP / WSSI Last Reported  2013-Feb-05, 13:22:44 PST
- Zone of Impact  25.4 ft
© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 12




Rogue Mitigation
Track and Trace Rogues

Security Penetration and Denial of Service Attack Mitigation
Detect Interferers

Classify Interferers

Mitigate Interferers

Maintain Air Quality

Detect Layer 1 Exploits

Systemwide Interferer Details and Event Correlation

Zone of Impact and Interferer Notification

Track and Trace Interferers and Layer 1 Exploits

© 2014 Cisco and/or its affiliates. All rights reserved.
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Wireless Security & Spectrum Intelligence Module -

= Leverages the AP 3600/3700 and their modular radio design
= Future-proof AP investments with flexibility to add new functions now and later
= Self contained 2.4 and 5 GHz XOR radio, with integrated antennas

= Always-on, complete spectrum visibility for security and interference scanning -
all channels in both bands

= Offloads all monitoring and security services from the data serving radios to the
security monitor module:

— CleanAir Technology

— wWIPS | /
— Rogue Detection ; " 4.
— Radio Resource Management ' 1/

Cisco (M’/
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wIPS Deployment Modes

Enhanced Monitor Mode AP AP3600 with
Local Mode WSSI Module
Monitor Mode
Data, wiIPS & CleanAir AP Data Serving with wiPS Data, Monitor with wiPS
7\ /\ / - \ /: /S
Data Serving with wiPS & CleanAir wlIPS & CleanAir “All Channel” coverage
On Channel” coverage
Best Effort “Off Channel” wiPS coverage A Data Serving “On Channel” coverage

Cisco (M’/
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Local Mode AP <

Local Mode AP
with WSS ‘
Module
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Features ELM (1:1)

Serving Wireless data clients Y

* On-channel wiPS
monitoring
wIPS Security Scanning - Best effort off
channel wiPS
monitoring

CleanAir Spectrum Intelligence for FONelEIEIEINE

troubleshooting & forensics visibility
Feature off-load for improved AP

N
throughput
Dedicated Ethernet network N

connection required

Monitor Mode
AP
(1:5 or better)

N

Full spectrum (all
channels) wiPS
monitoring

No impact to data
serving clients

Full spectrum (all
channels) RF
visibility

N

Y

WSSI
(2:5 or better)

Y

On-channel & Full
spectrum (all channels)
wIPS monitoring

No impact to data
serving clients

On-channel

Full spectrum (all
channels) RF visibility

Y

N



Advanced WIPS 7.5 Features

Auto MAC learning and client validation

Cisco WIPS can now automatically contain an employee device’s which is
connected to unapproved rogue AP. MSE will auto learn the mac addresses
of clients and can validate the clients without any pre-configuration.

aWIPS Signatures

Three new aWIPS signatures were added in 7.5 release 1.AirDrop Session
detected 2. DHCP Starvation Attack detected 3. WiFi Protected
Setup Pin brute force

aWIPS Auto Containment

aWIPS auto containment action is added for 10 aWIPS alarms which can be
configured from PI.

Cisco (('V&/
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4.

6.

‘Advan Ced WIPS75 Features

aWIPS Alarm Consolidation

A way to focus on the most important security alarms amongst the hundreds of alarms
generated. Alarm consolidation combines all the alarms generated by the same event
and displays only one alarm to the user.

Global Forensics

A troubleshooting feature which allows a user to capture and examine the packets

received by the AP. This can be used for debugging if a valid attack is not being
detected and for identifying new attacks.

New wIPS Ul An easier way of configuring and deploying wiPS. In 7.5 we have
introduced new wlPS workflows for deploying wiPS (including Rogue and aWIPS) in
Pl 1.4. We have also refreshed the security dashboard.

Cisco (('V&/
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= Available in data capture files as .pcap format:

A Admunistrator W nedows gy stemiDcmd.exe - fip 1723012554

B aew

Filtes;

logged

1 PORT

at [ data connection

10 5. 013610
11 3.006793
12 3.041%04

M2z

Example %{ copture file
"]

R E-N=

AT
Intelfor_dozédiec
eisco_49:bs5 14
Entil dczEdec
inteldor_dcied:ec
1sco 45905247
inteloor_dc:
Intelcor_
cisco
Irtelc
Int&loar de:hdes
citcn_49:b5:42
Inte&lCar de:
IntelCor dc:
Clsco_4%9:b5:
IntelCor_dczéd:
Cisco_d4d:de:
soo_dd:i6e:s
1sco_4di6e:;
15c0_4 F
15co_4d: it
Cisco_dd:6es2t

C

clsco_ddises2f 158 Probe REEpOREE,
cisco_d4d:6e:2f Dri:afcast 232 peacon frame,
cisco_dd:6e:2f Bri:adcast 257 peacon frame, 5
ciicodd:6e:2f Bri:adcast 258 peacon frame, 5
prteloge desdBiec Ciado a9chiaz 100 OO% Datdh, SWHelhn, F

%

esbmation

eisco_49:b5 142

i e 5 T2 e e e

fle [Edé Wew o Copture deabae Jabishor Telephory ool [ntemals  Help

Length  Info

100 oS Data, Swe=161,

100 Gof Bata, ©

36 Gog null fu
% Data, Sn=LlE2,
s DatTa, SHe=3l0,
s M1l function
. Data, Shel6d,
Data, Sws3ll,
Nl
Data,
Data,
Hull
Data, S
Data,
Null
232 Probe Response, SH
253 Probe Eesponse,
232 Bmacon Tramg, Sn=
Beacon frame, SN=
2 Frobs :.’.!rl'.n{:\'l
T Probe RESpONSE, SHed

[ ]

3602aWLC_222022013_2031438.pcap

BRKEWN-2012
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1. wlIPS MSE powered features
Detection of Soft AP, Good Guy Gone Bad (A valid client turning into Rogue AP).

2. aWIPS Signatures
— 27 new signatures added,
— 110 total signatures supported by Cisco wilPS.

3. Enhanced Rogue Reporting and Visualisation

Customer can now drill down into detected rogues to look at details of the valid clients
associated with rogues , association times, rogue rule classification and authentication
information.

Cisco (M’/
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Licencing-

= Monitor Mode
— L-WIPS-MM-1AP Supports 1 Monitor Mode Access Point
— L-WIPS-MM-100AP Supports 100 Monitor Mode Access Points
— L-WIPS-MM-1000AP Supports 1000 Monitor Mode Access Points

= Enhanced Local Mode
— L-WIPS-ELM-1AP Supports 1 Enhanced Local Mode Access Point
— L-WIPS-ELM-100AP Supports 100 Enhanced Local Mode Access Point
— L-WIPS-ELM-1000AP Supports 1000 Enhanced Local Mode Access Point

= Maximum on 10,000 MM/ELM access points per MSE (depending on MSE
resources)

Cisco (M’/
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Introduc |ng Co n'n"e‘ci;t'edv ,;Mo;bii e Exper i‘e"'h_t_:ges (CI\/IX) |

Leverages the Ability to Detect and Locate Devices

In an Environment in

Enhanced Context-aware On-premise
Customer Marketing Customer
Engagement Opportunities Visibility




Connected I\/Ioblle Experlences
Key’ Elements

DETECT

'

Pe—— e ey

GUEST PRESENCE

GUEST ACCESS GUEST EXPERIENCE

Mobile device and characteristics Seamless and secure Wi-Fi connectivity Highly-relevant content and services

detected before they enter the venue Preferences, profile, device and roaming based on user attributes and real-
credentials identified time location

LOCATION ANALYTICS

Insights into customer online and onsite behaviour, traffic paths, dwell times, location density etc.




How CMX Works

Controller MSE

DEVICE-BASED DISCOVERY

LOCATION DATA

ANALYTICS DATA

APPLICATION DATA

Analytics Ul

Cisco (f'l/f:/
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CMX Solution Architecture

CISCO APPS
CMX Analytics
CMX Connect
CMX Billboard

REAL-TIME
NOTIFICATION
MOBILITY SERVICES

LOCATION
ENGINE

BRKEWN-2012

Analytics AD / Offers Others App / Map

3r PARTY APPS
RETAILNEXT
BROADHOP
SINGLE DIGITS
BOINGO
AMOBEE
JOINGO
SHOPKICK
SIMPLL.FI
SoLoMo

BOLDSTREET
PHUNWARE
POINTINSIDE
CONNEXIENT

API

ADVANCED ANALYTICS
WIPS CLEANAIR ENGINE

MOBILITY SERVICES LAYER (MSE PLATFORM)

UNIFIED ACCESS LAYER

Cisco Public

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco (f'l/f:/

27



DETECT

Cisco (f'l/f:/
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Qualcomm Indoor Positioning Solution =

= Device-based Engagement —802.11u / MSAP

Devices with the new Qualcomm Enables organisations to
chipset discover services without having automatically show local services
to download a venue specific application to in-range mobile users

BRKEWN-2012 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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‘CMX VISI'[OI’ Connect

Functlonal H|gh||ghts 'ﬁ

= A simple, flexible and easy to use captive portal to quickly on-board guests on
to Wi-Fi (B2C)

Highly customisable & Location sensitive

Highly customisable splash flow and splash pages

Based on Web pass-through methodology

Portal to allow user registration with dynamic input fields

Portal that facilitates the user login with social networks, i.e., FB, LN and G+
using OAuth

Available in MSE release 7.6

Cisco ((Vf;/
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1) Configure controllers with Web pass-through WLANS

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK

WLANs WLANSs > Edit 'zs-vconnect’
= W\LLA';TS General Security | QoS | Policy-Mapping | Advanced |
» Advanced Layer 2 Layer 3 AAA Servers

Layer 3 Security 1 [web Policy E
) Authentication
@ Passthrough
~) Conditiocnal Web Redirect
~) Splash Page Web Redirect
On MAC Filter failure10

Preauthentication ACL IPv4 | veconnect-wlan [w] 1Pv6 [None [w] WebAuth FlexAcl [ None []
[T Email Input

Over-ride Global Config Enable

Web Auth type External(Re-direct to external server) El
URL |http://173.37.206.7:8081/Maric/ijsp/runtime/auth/authlL I}

BRKE B ARA TS AR T L [ A QURY IS S 208 y
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Social Connectors

Cisco ((Vf;/
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Summary 4 @ PointOfinterests
4 g System Campus
4 .4 Building 14
25 Floor 3
£ Floor 4

Campaigns

Banners

Visitor
Management

Points of
Interest

Floor Navigation

Accounts

Reports

Menu

Appearance

Settings

746.50000

1124.00000

Add/Updat

Name

Description:

Service Categories

Domain Mapping

Point of Int

Splash Template AmazonTemplate s
Tags / Keywords

Click to
Choose Image upload

alogo

**Click or drag and drop on existing
image to upload a new Image
Recommended logo size is 45px by
45px. Bigger files will be

BRKE
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Logon via'Social Media

Shopping Mall

Terms and Conditions: [-]

Welcome to the wireless high-speed Internet
access system ("Wi-Fi System") at Bao Networks
("BAO"). These "Terms and Conditions of Use",
govern your rights and respensibilities and our
rights and responsibilities relating to the use of
the Wi-Fi System at BAO.

Acceptance of Terms and Conditions of Use

BY CLICKING ON "Logon” ON THE WI-FI SYSTEM
SIGN-UP PAGE, YOU REPRESENT that:

By clicking Submit, | accept the Terms & Conditions

Submit

TERMS AND CONDITIONS;
REGISTRATION

BRKEWN-2012

Skip Ad in 8 seconds

OFF

your purchases of $25 or more
s

AT

MC4498520002000000060210

CUSTOM LANDING
PAGE/VIDEO

© 2014 Cisco and/or its affiliates. All rights reserved.

Sign in with Social Networks

Login with Facebook

Login with LinkedIn
Login with Google

Mo thanks. Continue browsing >>

SIMPLIFIED SOCIAL

LOGIN
Cisco ((Vf:/
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People Who Checked In

Gender and Age

Guest Demographic Visibility

2%
Female 58.1% 1% 0.8%
13-17 18-24 25-34 35-44 45-54 55-64 65+
Male 41% 0.5% 0.9% 0.8%

Countries

9,432
664
434
405
350
218
168

United States of America
Mexico

Canada

Brazil

United Kingdom
Australia

Cermany

BRKEWN-2012

Cities
1,140
871
295
200
158
151
149

The number of people who checked in at your location
from 12/26/12 to 1/1/13, broken down by city. This
is based on the person's estimated home location.

Las Vegas, NV
Los Angeles, CA
San Diego, CA
San Francisco, CA
San Jose, CA

MNew York, NY
Phoenix, AZ

Show All -

© 2014 Cisco and/or its affiliates. All rights reserved.

Languages

10,511 English (US)
464 Spanish
450 Spanish (Spain)
371 English (UK)
353 Portuguese (Brazil)
213 German

172 Japanese

Cisco Public
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‘Engag e,men_,tt Serv'i(i_e's";. %

ENGAGE

Engaging with Customers via Different Media

APP DEVICE BROWSER

- Personalise in-venue - Devices with the new - Engage customers/visitors
customer experience by Qualcomm chipset will when they are browsing on
making app contextually automatically discover their mobile in the venue
aware services without having to - Can be customised with
Auto-prompt app when in download a venue specific context-sensitive banners
range application and services

REST API enables - Greater accuracy with

integration of location frequent probing
information in apps

Cisco {f'l/&/ 38
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Icon or banner
appears on every
page viewed on

the browser

Cisco (('Vf:/
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Click the icon,
menu appears

Cisco (('Vf;/
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* Pre-Authentication:
Network Services
Discovery on
the Device
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» Service
Discovery Pre-
Authentication




* Seamless
Handoff from
3G/4G to WI-Fi




 Application
Downloaded

DOWNLOAD
COMPLETE

Cisco (('Vf-:/



‘Applic at'i'b'n ;Eng,agé .

w Northern
University




Application Engage

w Northern
University

* Navigation
Integrated into
Student App




ATET vl @ o
Campusiviap;

Would you like help
finding a facility?

- Example: . - Yes, please search for: =
Personalised ~of | | Lab216b
TOUI' GUlde i t ; ‘ Search

No, Thanks




« Example:
Turn-by-Turn
Navigation
based on
Location

Cisco (('Vf-:/



‘MSEARIs: . 7
= The MSE has always had interfaces

to enable apps — be it SOAP/XML or
notification for location triggers

= SOAP/XML is a strong framework for
enterprise apps

= For mobile apps, REST is becoming
the dominant APl model

= REST is simple, flexible and fast; our
customers and app partners are
increasingly standardising on REST

= REST API support introduced as part
of the 7.5 release

o
CISCO

Mapping
Interest Points
Messaging
Wayfinding

Analytics

AAAAA

®

ANALYTICS

3,569 4,369,102

Top User Platforms
Apple 50%
D Android 25%
Windows 12%
Blackberry 12%
Symbian or%

Cisco (M’/
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Copenhagen Airport

What's New r ;
! * Location Analytics \
-

ﬁ:"%
e, A

4\ Detecti : x - E
H‘%T

?
- e

R




‘Location Data Usage Before 7 4 Release

= The MSE collects and maintains device location data obtalned from
Wi-Fi enabled devices such as smartphones, tablets and laptops as

they pass through the Cisco Wi-Fi network, saving it “as is” in the
database

—The basic data is of the form, <MacAddress, time, coordinates, attributel...
attributen>

= In previous versions of the Cisco Wi-Fi network architecture, this data
was simply retrieved by an API call from the Cisco Prime Infrastructure

and used to display device location information to the user via the GUI
or in a simple report

* In 7.4 the Advanced Location Analytics engine has been directly
integrated into the Mobility Services Engine

—Analytics GUI is served directly from the MSE platform
— Shares the same database while usmg a separate table space Cisco(('l/f,/
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Location Data Usage in Current74 andAb ove

= Location Analytics information in the MSE database to create
knowledge for:

—Dwell times
—Paths Taken
* Choice of direction
* Routes taken

= Location data converts device movement and behavioural patterns into
actionable Business Intelligence

= Can be a shop, mall, airport, city centre, or any location that has a
network of wireless access points enabling devices moving within that
space to be located.

Cisco (('V&/
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The Analysis Process

= Full data analysis is comprised of six individual processes:
— Data cleaning
— Tagging
— Filtering
— Parameter estimation
— Behaviour mining

= MSE can correlate very large amounts of data to be analysed.
= Analysed data is summarised and visualised on screen or in report format.

= Visual results available in both 2D or 3D formats simplify and improve user
understanding of data

— For example, in a multi-story environment where paths and dwell times must take
vertical movement into account

Cisco (M’/
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Visualising the Data
= Both 2D and 3D views are available, with 3D as the default
— 3D building representation requires using a browser that supports WebGL

Location
Analytics

stliaare mobilty
CISCO  Services e

Multi-Floor Map Reporting 4

Location alalie Mobiity

Analytics CISCO  Services

Rules ~H

Date/Time « Hyatt e
‘ @ Show Lobby o ‘ ﬁc«m.n v ‘
= | | & Show HSC-02- e
Confrooms rowding factor (0-
 Date: | 2013-06-23 Show HSC-FLS e
#shewnscFe (B | Pl O \\
Time: | Between & & Show HSC-FL11 T
Show HSC-FL14 [ o030-053
 Show All Floors W os3-077 W
Zones v 771,00
Zones & APs W o77-100
Filters v  Show APs (Map) Data retrieved
# Show Zones (Map)
3301 devices
Path v 3856 paths
7 23935 points.
Tags v
Location: 4]l |[» ‘
T L4 i
Analysis

Build Version: 7.5.1.43 (2.0.0.16)

Clear Results

© OpenStreetiap contributors

Buid Version: 7.5.1.43 (2.0.0.16)

Cisco ((Vf:/
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Cisco Analytics Architecture

' Reports

MSE Location Analytics Architecture for Release 7.4+

Graphical User
Interface
A

Data
Mediation

I Location Analytics Automatic conversion of I

i Engine ' data to results on: dwell,
. - . . “| JBoss Application device no., movement,
\|\/|Ob||l'[y Services Engine \. T server frequency -/

Cisco (('Vf:/
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Enabling the Analysis Engine

= The Location Analytics engine is installed on the MSE during the 7.4 software
installation process

= Must be enabled for use via the Pl before the Web interface is accessible.
— Requires an Advanced Location Services license for the Pl which is managing the

MSE

Mobility Services

Admin Status Mame Version Service Status License Type
%] Context Aware Service 7.5.1.35 Up Evaluation (
O WIPS 1.2.6102.0 Down Evaluation (

Maobile Cﬂn-::ierge Service 3.0.0.25 Down Evaluation (
%] Location Analytics Service 2.0.0.16 Up Evaluation (
] Billboard Service 1.0.0.3 Down Permanent
O HTTP Proxy Service 1.0.0.1 Down Permanent

BRKEWN-2012 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Network Preparation

Enable CMX licensing

— L-AD-LS-1AP Support for 1 AP
— L-AD-LS-100AP Support for 100 AP’s
— L-AD-LS-1000AP Support for 1000 AP’s

Define floor plans and coverage areas in the PI

A coverage area in the MSE correlates to a zone for the purpose of analysis
— A zone is a user defined space with a name and can be used for reporting or path
description purposes

— Zones can be overlapping and need not cover all the building

For example: If a customer wants to analyse user behaviour within a specific area of a location,
such as an individual store within a larger mall complex, then a coverage area defining that
store must be defined in the PI.

Synchronise with the MSE

Cisco (M’/
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CMX Analytics — 7.6 New Features

= Real path definition feature available to network admin providing more
meaningful path representations.

= New aggregated database model. Raw data is retrieved, processed, and stored
in a separate table, then used by CMX Analytics for report generation. This
speeds up the data analysis process by eliminating the need to perform
this activity on raw data. This improves scale. Reports will take 1/3 time
that it took in 7.5 vs 7.6.

= API to retrieve/save navigation path and/or modify existing navigation paths
defined in UI.

Cisco (('V&/
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Dashboard =

wilvanlee cmx
CISCO Analytics Dashboard
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Analytics Visualisation

ailan]ne cux
CISCO Analytics Dashboard Analytics

o) DWELL DEVICE COUNT

Median dwell time

|| 9:00 - 11:45

| | 11:45 - 14:30
17:15 - 20:00

Data retrieved:

866 Device

2,518
7,864 |

Cisco ((Vf;/
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stfian)ee cmx
cisco Analytics

o

Paths: Path #3 I [ = e e
0.0 -0.1
0.1
0.1

Dwell time (min:sec):

B | | /
D 11:00 - 15:15 i | i * || P /

oNE DROPN [/
/i

(<] 15:15 - 19:30

19:30 - 23:45

23:45 - 28:00

Data retrieved: ! o = PV y /w

’V!Li =% ‘i
L2y -
Loy e
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Il cmx
CISCO Analytics Reports

- 4+ Automatic Zoom

Report Type:
Device Count and Dwell Times by Day )
Daily Visitors and Dwell Time

Compares the number of devices in several dwell Date from: October 01st 2013 to October 07th 2013
time categories for the same time window over a Time fmrr_l: 00:00:00 to 23:59:59
number of days in the target zone. Zone: Building_5-First_Floor

Date from:

2013-10-01 s

Date t Daily Visitors and Dwell Time
2013-10-07 ¥ 550 1100
Time from: 500 » 1000
- E 450 900 ‘;\
00:00:00 v 2 400 © 800 £
‘o 350 E
: = 700
Time to: = 300 600 o
A A a Y= 250
23:59:59 v S 500 .E Bl No of visitors
o 200 j= /" NeofVisitors
Zone: Z 150 400 — @ Ave Dwell Time
]
Building_5-First_Floor s 100 00 =
50 200 O
@
Q. q,_ >
oy s, %, G2 <

Run Report
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WiFi Based Location Calculation Basics

A WIFI device seg 3 When a device is seen by two AP
be located on & 2.in this line

a'device is seen by fot
then location must be at this point.

BRKEWN-2012 © 2014 Cisco and/or its affiliates. All rights reserved.



Location Readiness

= A point on a floor map is o 4
location-readly If:

— min. of 4 AP’s are deployed s g

<= 70’
— min. of 3 AP’s are within 20 \

metres (~70 feet) A

dewvic

— Atleast 1 AP placed in each of at <= 70'
least 3 surrounding quadrants.

Cisco ((Vf;/
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' 'De5|gn|ng Locatlon Serwces Access Pomt Deployment

-ConS|derat|ons

= Proper placement and density of access points is critical in achieving the quoted location
tracking performance

o Original design may have been based on coverage model
o Location Accuracy may require a different AP-deployment model

= Access Point Density recommendations
o Use smaller, overlapping cells (lower data rates disabled)
o For wireless data only deployments: 10% AP cell overlap
o For wireless data + voice deployments: 20% cell overlap
O

AP density [Cell radius] 10m — 15m (AP’s 15 - 22m apart)
(Typically about one access point every 230 — 460 sg.m)

For accurate
locations start with
data

+voice over WiFi

: . _ as design baseline
= Antennas should be oriented horizontally (vs. vertically)

= Antenna diversity should be enabled
= AP/Antenna height should be 3 — 6 metres

Cisco (M’/
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Client Device Behaviour

Location tracking based on Probe RSSI N/
Implication -> client probe timing needs to be considered
Different client/OS combinations behave differently
Smartphone v RFID tag .

Probe RSSI v Data RSSI

BRKEWN-2012 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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~ Location Based Services Architecture e

= Wi-Fi AP measures and reports RSSI (Receive =]
Signal Strength Indicator) to WLC (ie 5-300 4
seconds depending on endpoint)
= WLC (unified/Flexconnect) aggregates and Internet
periodically reports them to MSE via NMSP Mobility Services Engine (MSE) w/
(ie 2 seconds, configurable) soar/  [MIEISMPP Location Analytics

= MSE applies advanced positioning algorithms XML/REST
(ie API real time, Analytics ever 15 mins) Cisco Prime

. . Infrastructure

¢ Determl_ne_ location (RF E— E Wireless LAN Controller

fingerprinting/modelling) l unified or FlexConnect
» Location notifications (to outside app. / W/ﬁ

V= OO0

Server) ’ Wi-Fi Access Point

- Statistical processing for CMX Analytics (AP) Wi-Fi Access Point
. : . e (AP)

« Displaying all devices on a map in Cisco

Prime Wi-Fi Client

Wi-Fi Client

Cisco (f'l/f;/
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Location Accu racy/Cur ren CyExamp Ies i

= Accuracy: function of AP density & AP height

= Currency: function of AP density and client type (client probes network at
different rate)

Application Venue type AP density Avg. Accuracy

Presence Mall, airport 10+K Sq ft 29.5ft
929 Sgm 9m
Proximity Retail ... <2.5K Sq ft 16.4ft ~30s
<2325gm om
Asset-tracking Enterprise, 5K Sq ft 22.96ft >> 1min
mall ... 464 Sgm m

Mobility-tracking Mall, airport  <2.5K Sq ft 16.4ft ~30s
<2325Sgm 5m

Cisco (('Vf;/
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. Designing Locatlon Serwces — o

‘Best Practlces

= Based on accuracy and environment type (office vs. indoor high-ceiling), the density of
APs (average cell-radius) can be determined and maintain average cell-radius
throughout the service area on each floor.

= Plan for location (e.g. using the PI planning tool)

o Design for good coverage first (RSSI of >=-85dBm on all channels clients support)
Design for good cell-edge delineation (i.e. ensure client roams between adjacent cells)
Each client should be within convex-hull of 3+ APs (i.e 4) on the same floor
Place perimeter AP’s first then place interior AP’s to minimise coverage gaps
Staggered AP deployment (not in a straight line) [esp. in long narrow coverage areas like
hallways, corridors, tunnels, etc.]

= Use location rails, exclusion regions, and inclusion regions to constrain the location
prediction to valid areas of the map with the Pl Map editor.

O O O O

Cisco (('V&/
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. AP Placement — -

Best Practice |

Poor AP placement and
coverage for location — linear

AP placement o - e

- Wi-Fi

device
s g &= e 4 o 4
Proper AP placement and
coverage for location — Wi-Fi
staggered AP placement with * device
perimeter coverage
i g o 4 o 4
Cisco(f l/&/
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. Designing Locatlon Serwces — s

‘Best Practlces

= Characterise the RF environment either using the pre-canned RF Fingerprinting models
(preferred) or via RF calibration (measurement) followed by a location accuracy
assessment.

= Four default pre-packaged RF models are provided with PI:
o Cubes & walled offices
o Drywall office only
o Outdoor open space
o Indoor high ceiling

= If the provided default RF models do not sufficiently characterise the floor layout, custom
calibration models can be created using Pl and applied to the floor to better represent the
RF characteristics of a given environment.

Cisco (M’/
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Coverage Gaps - Voi ce an d LOCatl on -

= Local mode AP placement and Tracking Optimised Monitor Mode APs
density may be sufficient for — — —
data/voice applications T Lo T
= Use Monitor AP’s to fill in coverage
gaps

= Monitor mode Aps (TOMM here or
“Tracking Optimised Monitor Mode”) o
can be used also to do Wireless IPS m Wi-Fi
and CleanAir device

Local TOMM Local

= Note: 2.4 GHz only, designed
specifically to be used in conjunction
with RFID tags

Cisco ((Vf;/
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| Locatio_n"Ac'C’u r‘aC'y',To'oI‘}('P-r.ir'rlﬁ‘l e)

o

Yourl e e Virtual Domain ROOT-DOMAIN | rootw | JO . |
sifvenjn. SCO
cisco Infrastructure

<A Home Monitor | * Configure ¥ Services T Reports ¥ Administration | * P 3 @

Position Test Points
Tools > Location Accuracy Tool = Location_Tool_Demo > Position Test Points

& Position the Test Point on the floor and click "Start’. Wait for at least 2 minutes at this position, in order to collect encugh data, and then click 'Stop'.
Move to the next test point and wait for about 1 minute before you repeat this process. When all test locations have been completed, click ‘Analyze Results'.
The test should be run for at least 5 unique positions on the map to obtain Error Heatmap.

Select a dient/tag/finterferer: | MAC Address

x| 1849 |vy| 575 [ start || stop || Anaiyze Resuits

o ft o ft 50 ft 100 ft 150 ft 200 ft 250 ft 300 ft 350 ft 400 ft

100 ft

150 ft 22

— )
200 ft ﬂj
250 fr i r

-235.42 f. 4 BI ft

BRKEWN-2012 Cisco ((Vf /
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Services Mix

= Services on the Same MSE

Context Aware Services and CMX Analytics can and should be run on the same MSE.
wIPS should be run on a separate MSE without any additional services.
Mobile Concierge Service client device dependencies/mobile App Enablement

CMX Dashboard should be run on a separate MSE (if using the 3355, low end, or
standard vMSE) unless using high end MSE. For best performance it is
recommended to host CMX dashboard on a separate MSE.

Cisco ((Vf;/
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Plan Zones in Advance

= Zones (Inclusion/Exclusion) = areas of interest

— A zone is a user defined space with a name and can be used for reporting or path
description purposes; zones can be overlapping and need not cover all the building

— Although there is not a limit to the number of zones that you may include, choose them
carefully.

— Definition of zones allows for more granular reporting.

= Coverage Areas

— Additionally drawing accurate coverage areas on maps in Prime provides more
granularity when reports are generated.

— For instance, in the case of a none standard floor layout (not square or rectangular) it
is desirable to define the outlines of the floor so that areas on the map that have no
coverage are omitted.

Cisco (('V&/
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‘Don’t forget_f’o‘e,'n"éblle'I‘-l;iStO.rYP'a@météfS E .'

= In Prime/MSE insure to check that history parameters is selected

— Without this box checked CMX Analytics will not save data for reports generation.

[ Swetam > Rieesl bttt
Servic MSE L

s > MoDATY SErvices Engines > MSELZ > Context Mware Service > Administration > History Parameters

&5 General Properties
s Active Sessions.
iy Trap Destinations
. Advanced Parameters
& Logs
*  Services High Availability
& HA Configuration
& HA Status
¥  Accounts
&y Users
iy Groups
¥ Status
dils Server Events
iy Audit Logs
dils NCS Alarms
iy NCS Events
s NMSP Connection Status
~  Maintenance
&y Backup
dis Restore
s Downlcad Software
*  Partner Systems
& Qualcomm PDS Configuration
Context Aware Service

>

Archive for 30 1 - 365 days
Prune data starting at v 23 hours 50
Enabile History Logging of Location Transitions for M Client Stations

Sawve

Wired Stations
Asset Tags

Rogue Access Points
Rogue Clients
Interferers

Cancel

minutes  and also every | 1440

Pt

BRKEWN-2012
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Enable Services From Prime

= MSE with CAS and CMX Analytics Enabled

Admin Status

4

BRKEWN-2012

MName Version Service Status
Context Aware Service 7.5.1.48 Up

WIPS 1.2.6113.0 Down

Mobile Concierge Service 3.0.0.29 Dowin

CMX Analytics 2.0.0.57 Up

CMx Browser Engage 1.0.0.2 Dowen

HTTPF Proxy Service 1.0.0.1 Down

© 2014 Cisco and/or its affiliates. All rights reserved.

License Type

Evaluation { 350 days left)
Evaluation { 120 days left)
Evaluation { 120 days left)
Evaluation { 105 days left)
Permanent
Permanent

Cisco Public
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- Connected I\/Ioblle Experlences Software

Requirements

Platform

Minimum Software
Version

Wireless LAN Controller

7.2

Access Point

7.2

Cisco Prime
Infrastructure

1.4

Mobility Services Engine

BRKEWN-2012 © 2014 Cisco and/or its affiliates. All rights reserved.
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Cisco MSE 3355 Appliance

= Tracking performance ~900 movements per
second, up to 25,000 elements

= |BM x3550M3 Platform / 1RU Form Factor

= 2 CPUs (Quad Core) — Intel Nehalem 2GHz,
4Mb cache

= 16G RAM

CAS/CMX Limit (AP) WIPS Limit (AP)

= 4 x 146GB Hot-swappable 6 Gbps SAS 2500 5,000
drives/10k RPM / HW RAID (1+0)

= Up to 20 MSEs / Prime Infrastructure

Cisco {f'l/f;/
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MSE Virtual Appliance

* Require activation license + CAS / K3 B (4 tone > & mentory p ) ety
WIPS license 4 @
* Virtual appliance will be distributed A ,
as OVA im ag e (LOW and Generi C) @ ﬁse-aﬁtu-va-l localhost. YMware ESXi, 4.1.0, 260247
.« 0 nIy SASU re CIUI red for su p p ort Bl mee-auto-va-2 (etting Started © WEMIEEN Virtual Machings - Resource Alocation ' Perfarmance - Configuration
«  Supported on ESX/ESXi 4.x and Genera Resources
ESXi 5.x Marifacturer: Cisco Systems Inc CPU usage: 286 MHz
Madel: FL25(0-2480805

Cisco UCS G250 M2 2 at 2.93GHz or better (2x Mnimum 500GB, 900 IOPS with a

Low rack mount server Intel Xeon X5570)/ 6GB SEMETIEI ©F 000 [Npisssee 200 2 000
Cisco UCS C250 M2 8 at 2.93GHz or better (2x Minimum 500GB, 1100 IOPS with
Med/Standard rack mount server  Intel Xeon X5570)/ 16GB  a bandwidth of 4000 Kbytes/sec 2’500 5’000
. 16 at 2.13GHz or better . .
: Cisco UCS® C460 Minimum 500GB, 1600 IOPS with
ngh M2 rack mount server (@ litel Ao [£7HHstEn)f a bandwidth of 6000 Kbytes/sec 5’000 10’000

20GB

CiscollV(/
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General Architecture C onsid eratl ons :

Partly Distributed Fully Distributed

Location In-house E.g. corporate HQ Server Cloud based Cloud based
application
MSE MSE+WLC per site e.g. campus MSE+WLC per DC e.g. retail HQ MSE per DC e.g. Regional HQ
WLC MSE+WLC per site e.g. unified WLC MSE+WLC per DC Unified WLC per site e.g. property/venue
e.g. FlexConnect WLC
Bandwidth Low Medium High
considerations o
In-house/IT N b
/j;‘ location application @ — 7 -, Cloud-based @ > ICIoutq-baseci_ i
(e.g. corporate HQ) A Q 5 ) location application S ) ocation application
- ol
] I Internet
= exi b | e nt?rnet nterne:
MSE \ MSE+WLC per site v MSE+WLC per data centre MSE per data centre

deployment
options

X
@ (e.g. Campus) m?(e.g. Retail HQ) ﬁ@’ (e.g. Regional HQ)

v
L J
WAN/

GigE LAN GigE LAN
Intranet
-~ e.g. Unified WLC -~ e.g. FlexConnect WLC v " .
E’ Unified WLC per site
A SOO00O (e.g. property/event)
GigE LAN WAN/ .
9 LkN GigE LAN /
' r
Cisco ((l/&
[070.0/0.0,83 00000 0000
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~ MSE High-Availability

= Managed by Pl using the

MSE VIP
= Network L2 or direct

connected
= Supports 1:1 configuration .~ -~

ﬂ

HA for all services supported,;
Failover times < 1 min y

= Supports automatic & manual
failover / failback

= Physical to physical & virtual
to virtual HA supported

W
o
-
)
=
<

—>
MSE

Cisco (f'l/f:/
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Location Services Calculator:

MSE Bandwidth [BW) Calculator [7.4)

= Calculates MSE BW and TPS
due to location tracking &
location altering (LT & LA)

— Based on rate at which client
roams between APs and

— Rate at which client
enters/exits user defined
zones.

— Above rates are estimated
based on network topology
(e.g. client, AP density) Venue
type (e.qg. retaixqgl, office) and
building dimensions (floor
size, number of floors ...)

BRKEWN-2012

v

This version of the MSE calculator compu tes bangwigth (MMSP from WLC & SOAL/XML to application [e.g. Mobile Conclerge - Meridian including the affects of location-tracking (LT} ang location-alerts (LA} on MSE BW,
aswell as transaction rates, accuracy & cwmency.

Touse, select the client typa (use "Generic for a device mix) and either use density or volume based dimensioning of the network. For wolume-based dimensioning, e nter @ cliants, # AP and # WLC [presume evenly
distributad), For density-based dimensiening, enter clignt density (sq.ft/ client), AP de nsity (sq. ftf AP) & AP distribution (AP per WLChand set the cliant/AP %' fields to zerol, Now, select the venuesbuilding type (offices
IT, retail/consu mer) and dimensicn the building with coverage area [sq.ft/focr), #floors, average size of a tontainment events zone/area-of-interest (sg. ft/zonedand % of floor area actually zoned (i.e. for containment
avents) - if your zone size is smaller than the Iocation accuracy ares, it will be adjustad to the latier. For location-analytica application [LA4) sparifics, enter the "analysis duration [days)"

Observa, NWSP bandwidth between a single WLCand MSE [kbps/WLC) and all WLCs in the venue (Mbps/MSE), SOAP BW between MSE and app [i.e. Mobile Contierge - Meridian) both per clint (bps/client) and per MSE
(M bps/MSE} for both Location Tracking (LT, Location Alert (L&) and combined activities, per MSE transaction rates [TPS}for LT, L and combined activities, Iocation accuracy (308-ile} and currency (time and distance
betwe en last location prediction). MOTE that the "total accuracy error” is also computed which combin es the locatien uncertainty (accuracy) plus the location orift or staleness (currency distancel. For LA, the database
sizing [MB] is estimated based en all other parametars and the analysis duration.

& s

Location alerts

Location tracking
{movement & probing)

—

A {containment-ased)
Client/app | Goneric (mix) . Retail s
Density 200| s ft/dient [ zao|saivar [ io|emuc 200000 | s ft/floor
¥olume [ 2000k cients [ wafeer [ dewc 3| # floors
Square cells assumed Desired 5000 & fe/zone [ d
Actual o fzone | Fone size baunded by min accumey

25 | % floor zoned
90 LAa analysis duration (12-hr days)

[ 1802|Kbps/WLC (MMSP) [ 82| bpg/ dient: (MSE SCAPLT)
Ivb ps/ MSE (MMSF) 0.4 |Mbps/MSE (MSE SOAP LT)
3 |bps/ dient (MEE SCOAP LA
0.2 |Mhps/MSE (MEE SCAP L)

145 | bps/ dient (MEE SCAPLA + LTI
Ihps/MSE (MEE SGAP LA + LT)

10
i 377 |TPS (MSE S0P LT)
E3|TPS (MSESOAP LAY
r 390 [TPS (MSE SOAP LA + LT)
Storage > 304|GB (MSEDB - LAY

—

© 2014 Cisco and/or its affiliates. All rights reserved.
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Location Services Calculator

= Inputs:
— client types,
— network nodes in volume
— (#clients, # AP, # WLC) or density
— (sq.ft/client, sq.ft/AP),
— venue type and building parameters
— (sq.ft/floor, # floors).

3 Outputs
NMSP Bandwidth per WLC (bps)
— NMSP Bandwidth per MSE (Mbps)
— SOAP/XML Bandwidth per client (bps) [due to both LT and LA activity]

— SOAP/XML Bandwidth per MSE (Mbps) [due to both LT and LA
activity]

— MSE Transactions per MSE (TPS) [due to both LT and LA activity]
— Accuracy (ft)

— Currency in distance (ft) and time (s)

— Incremental Location Analytics storage (GB)

Cisco ((Vf;/
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Location Serwces Calculator — BW TPS Storage

‘Currency and Accuracy

Samsung Tab (small)
Samsung Tab (Large)
Samsung Phone

lntel Phone

Apple LOS

(ntel Laptop

Gewnerie (mix)

Location tracking
, movement &
O probing)

< E : QOC0o0 O'ﬁq«GC m R
\ Retatl

Location alerts
{containment-

[orrime =

[T— based)
3
43 | Density sq.fticlient 5000 | sqmar S00| APHLE 100000 sq.ftifloor
43 | Wolume # ciients # AP 1| #wLe | # floars
45 — Square cells assumed Acrual #wLe Desired 25000 sqfizone  |Square containment area-ofinterest zone)assumed
46 ’ [ [— Actual sqfttzone  |[Zonesize bounded by min accuracy
47 OLLeV\/t . £ 2526 | ¢ Floor zaned
4z AcCcess Polw Co VLtYDLLCY 90| Las analysis duration [12-hr days)

Ph Hs’waL
aspects

Bandwidth 50 > T Slkopsiar

Mbp=ASE (MRS 0.2 | MbpsirASE [MEE SOAP LT)

KbpstwLC [MIMSF) 12| bpstolient [IMSE SOAF LT)

-

bpstclient [MISE SOAF LA

0.0 | Mbp=tMSE (MSE SOAF LAY
26 | bpstolient [MSE S0AF LA+ LT)
0.2 | Mbp=siRASE [MSE SDAF LA +LT)

==
Transactions :: @ > 73] TPS MSE S0AP LT)
TFS [MSE SOAF LA)

g =
59 B01| TRS [MSE SOAF LA+ LT)
Stora @ e &0 (storage > £2 | =B (MEE DE - LA
&1
CuUyve V\acg 52 (Currency > i
E [ eds
B4

&5 (Accurac > F05c-ile F =zals
Aceura 08 &5 > T.:al rt

BRKEWN-2012
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‘Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session

Evaluations.

= Directly from your mobile device on the Cisco Live

Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

BRKEWN-2012

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com
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