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Converged Access Archltecture OverV|eW j N |

Diving-into the “One Network” ‘
BRKCRS-2022 — Session OverV|ew and Objectlves

« Come to this session to learn what Converged Access is — how it operates —
and the features supported in the latest release.

+ Attendees at this session will gain a greater understanding of the design and operation
of the Converged Access solution, be able to understand how it fits into the broader Cisco
wired and wireless portfolio from both a product and a design perspective, and recognise
the relevant benefits for their own network environments.

* In addition to introducing the terminology and platforms that make up the Cisco Converged
Access system, we will look into use cases for High Availability Deployment, Application
Visibility, Service Discovery Gateway protocol, 802.11ac support and TrustSec.
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~ One Network with Converged Access

I0S Based WLAN Controller WLC 5760

Converged Access Mode

Catalyst 3650
Catalyst 3850

©

L 4

One Policy One Management /
. /
ISE Prime (4
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Single Network wide Consistent Maximum Scale with
platform for visibility for security and resiliency with distributed wired
wired and faster Quality of Service fast stateful and wireless

wireless troubleshooting control recovery data plane
Common IOS, same Wired and wireless Hierarchical bandwidth Layered network high Large stack bandwidth;
administration point, traffic visible at management and availability design with 40G wireless / switch;

one release every hop distributed policy stateful switchover efficient multicast; 802.11ac

enforcement optimised

Unified Access - One Policy | One Management | One Network
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 Unifi ed Ac"c;es_s ComponentS - ¢Cm.pll_ete’ioverview o

One Policy One Management
with Identity Services Engine (ISE) with Cisco Prime 2.0
* BYOD policy management * Full wired and wireless management

* Device profiling and posture * User/device centric view
* Guest access portal * Intuitive troubleshooting workflows

f._..i;:.:::{';:' i Sooeas

Catalyst 3850/3650 5760 Wireless Controller

* Industry’s first fully integrated wired and wireless switch * Consistent |0S with Catalyst 3850

» Wireless: 480G stack, 50 APs, 2K clients, 40G * 60G, 1K APs, 12K Clients, N+1 Redundancy
* Flexible NetFlow, Granular QoS * Flexible Netflow, Granular QOS

Best-in-Class Performance, Security, and Resiliency Cisco{f'l/&/
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 Catalyst 3850 Switch — Platform Overview

: Upto 50 APs

Wireless CAPWAP -y 1 /2000 clients per
: ! stack, and40G  : 480Gbps

i per switch

Termination in HW : Stacking Bandwidth

Up to 2000 ................... : e = _ 7 ’ ‘ ................... FRU FanS, Power
Clients per Stack o 29y pyge VA L = Supplies - HA

-
ey, .
——
-

: ' .J; ................... Stackpower

Full POE+ :=eeeeeeeeseeeeees ‘::.:,;z L
Granular QoS / Flexible = B LT e eeeeeseeeseeseeseserens Multi-Core
NetFlow / SGT-SGACL ; = CPU
: S EEsssEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 40 Gbps Uplink
i Line Rate on All Ports Bandwidth
APs must be directly connected to Catalyst 3850 : (Modular)

Built on Cisco’s Innovative “UADP” ASIC



" New .Catalyst,3650'Sv'vi't'(':'h".'—.' Platform Overview -

New Front-End

Power Supplies : Modular 160 Gbps
S mem:bers Stack ~ Up to 25 APs / 1000 clients per
- stack, and 40G per switch
FRU Fans : :
@ : Wireless CAPWAP
Up to 1000 Clients ................... r 2ad. 7 " dad, ' ' ", ............................ Termination in HW
per Stack : i

Fixed 1G/10G Uplinks

SGT/SGACL

Up to 40 Gbps
Uplink Bandwidth

Granular QoS / Flexible
NetFlow

Line Rate S Full POE+
on All Ports

APs must be directly connected to Catalyst 3650

Built on Cisco’s Innovative “UADP” ASIC




" Wireless LAN'Coh't'rdII'e,r'.(WLC) 5760— Platform Overview

Centralised, or -—--; | Up to 1000 _ First 10S-Based --3 i Up to 12,000 Concurrent Clients
Converged Access | | Access Points Wireless LAN Controller 3 |
Deployment Modes i s

Cisco 5700 Series Wireless Con

3 r,- \ e ‘\ R T 0

e ') ‘4 . 25
,r-)l‘o G’ i ‘(’" R
6|>_< t/lOQhSFP+ --------- - | hommmee- 60 Gbps Wireless Bandwidth
uplinks with LAG Loeeeee Granular QOS/Flexible NetFlow

FRU Fans -=============== ' HAPopt =====mmm—eeed o TTTTTTTTTTTTTTTT FRU Power Supplies

Built on Cisco’s Innovative “UADP” ASIC
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Cisco One N'e.tw,o'rk_:'WifeleSSf Dep loym'eht-Mod'es-

One Policy, One Management, One Network

Unified Access Wireless
|

Autonomous FlexConnect Centralised Converged
Access

Unparalleled Deployment Flexibility

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved.




‘Unified Access ereless Deployment Modes

FIexConnect Centrallsed Converged Access

Standalone APs Traffic Distributed at AP Traffic Centralised Traffic Distributed at Switch
at Controller

Target

e Small Wireless Network Branch Branch and Campus
Positioning
Purchase Wireless only Wireless only Wireless only Wired and Wireless
Decision
» Simple and cost-effective for « Highly scalable for large » Simplified operations *  Wired and Wireless
small networks number of remote with centralised control common operations
Benefits branches for Wireless * One Enforcement Point
* Simple wireless *  Wireless Traffic visibility | < One OS (I0S)
operations with DC hosted at the controller » Traffic visibility at every network layer
controller » Performance optimised for 11ac
Ke * Limited RRM, * L2 roaming only » System throughput » Catalyst 3850/3650 in the access
y no Rogue detection + WAN BW and latency layer

Considerations .
requirements
15



Conv.erged Acc.e.ss,l'DeplOyment MCdeS- n =

DMz
5508 or

Prlme lSE Mobili
ity .
/ Controller \é\/V'stZ Wlt(;'l
pgrade
or new 5760

= Optional Guest Anchor — —

INTEGRATED )

INTEGRATED 1 R CONTROLLER iti
Traditional

CONTROLLER ) ~ = -~ Any CA
3K 3K/4K
| - —
CAPWAP Tunnels = ™ —
JL JL b ~ . Access J_L —r J_[ Access
| CO0000 [l CO0000 | Points | CO0000 | _ Points
Controller-less BRANCH Controller-less SMALL/MEDIUM CAMPUS LARGE CAMPUS with Controllers
* Upto 25 Acceless Pointsbwith t?650h(50 w3850) * Up to 200 Access Points witn only 3650s » Up to 72 000 Access Points (5760 or WiSM-2) '
» Up to 1000 Clients per branch with 3650 » Up to 250 Access Points with 3850s . g i ~
- All WAN Services Available (local - Up to 8000 Clients with only 3650s (16k w/3850) ) Ep w2 ?_80 oog EJES (V\QSM 225 WSS
termination) « Visibility, Control and resiliency argest Layer 3 roaming domains

16
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Existing Wireless Deployment today

Archltecture Constructs

CUWN Tunnel Types -~ = -~ Internet

Intranet :’,_
Mobility EolP Mobility Tunnel ( < 7.2)
Group

nnRe Well-known
CAPWAP Option in 7.3

H b—_——_—4ts Q00000 proven
o | '\‘1 Ny . Foreign WLC architecture
WLC #1 .

“Guest” Anchor

/ A Inter-Controller (Guest Anchor)

EolP / CAPWAP Tunnel

a4

Inter-Controller

= 1 83 B
FE‘ g B
Encrypted CAPWAP
(see Notes) Tunnels

EolP / CAPWAP Tunnel
AP-Controller CAPWAP Tunnel
802.11 Control Session + Data
g IE’ e I’ EE ?’ rty l’ Notes — K Plane /

ﬁ]/ @] ? | ﬁY AP/ WLC CAPWAP Tunnels are an IETF Standard

* UDP ports used —
ap Gl ap AP f ar (55 * 5246: Encrypted Control Traffic

/ g \ i Q\ \ * 5247: Data Traffic (non-Encrypted or DTLS Encrypted (configurable))
SS"I"Z;;:‘/;N S = = * Inter-WLC Mobility Tunnels
S e 2 = - EolP—IP Protocol 97 ... AireOS 7.3 introduces CAPWAP option
> = = - e - * Used forinter-WLC L3 Roamln and Guest Anchor
v = - V-4 Ve g

ssID2_ SSID1_ SSID3 Cisco (' Vfr
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Architecture Constructs - =
‘CUWN Product Examples .~ = @ ﬁ

|
Intranet ., a

EolP Mobility Tunnel ( < 7.2) :

Well-known
CAPWAP Option in 7.3 E’ ,

Controbn == - proven
WLC 5508, ‘1 i oie Easalan Wik architecture
WiSM2  wiLc#1 ’ “Guest” Anchor

Core Switches —
Catalyst 6500-E

Controller —
WLC#2 WLC 5508
.
d‘ ‘/ v
E? E‘/ E‘gl Distribution Switches —
F E } a v 1) Catalyst 4500-E, 6500-E
CAPWAP
Tunnels Access Switches —

: : Catalyst . .
é,-a =1 %?f =1 4 3750-X, 4500-E in the CUWN solution set,

for wireless as well as

wired connectivity

/ L .
AP Y ~E Access Points —
AP3600, 2600, etc.

P
)=
) =
o)) =

z
z

\
\

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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" Converged Access — Deployment Overview

Mobility Domain

Mobility Group /},

500000

Cisco (M’/
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' 'Converged Access

Components — Physical-vs. Logtcal Entltles

( Physical Entities —)

* Mobility Agent (MA) — Terminates CAPWAP tunnel from AP
* Mobility Controller (MC) — Manages mobility within and across Sub-Domains

* Mobility Oracle (MO) — Superset of MC,
allows for Scalable Mobility Management within a Domain

& Logical Entities —)

* Mobility Groups — Grouping of Mobility Controllers (MCs)
to enable Fast Roaming, Radio Frequency Management, etc.

* Switch Peer Group (SPG) — Localises traffic for roams within its Distribution Block

MA, MC, Mobility Group functionality all exist in today’s controllers (4400, 5500, WiSM?2)

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



| Converged Access B
Physical Entities .— ‘Mobility Agents (MA)

BRKEWN-2022

© 2014 Cisco and/or its affiliates. All rights reserved.

MAis the first level in the
hierarchy of MA / MC / MO

One MA per Catalyst 3850/3650
Stack

Maintains Client DB
of locally served clients

Interfaces to the Mobility
Controller (MC)

Cisco Public

Cisco (l'l/&/
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Converged Access e
Physical Entities . — ‘Mobility - Controllers (MC)

Manages mobility-related
configuration of the downstream MAs

Maintains Client DB within a Sub-
Domain (1 x MC = One Sub-Domain)

Handles RF functions (including RRM)

Multiple MCs can be grouped together
in a Mobility Group for scalability

Supported platforms are
Catalyst 3850/3650, WiSM2, 5508, and 5760

Cisco (l'l/&/

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 23




‘ 'Converged Access
Loglcal Entltles valtch Peer Groups (SPGS)

Sub-Domain 1

* Made up of multiple Catalyst 3x50
switches as Mobility Agents (MAS),
plus an MC (on controller as shown)

* Handles roaming across SPG (L2 /L3)

*+ MAs within an SPG are fully-meshed
(auto-created at SPG formation)

* Fast Roaming within an SPG

* Multiple SPGs under the control
of a single MC form a Sub-Domain

BRKEWN-2022

© 2014 Cisco and/or its affiliates. All rights reserved.

SPGs are a logical construct, not a physical one ...
SPGs can be formed across Layer 2 or Layer 3 boundaries

SPGs are designed to constrain roaming traffic to a smaller
area, and optimise roaming capabilities and performance

Current thinking on best practices dictates that
SPGs will likely be built around buildings,
around floors within a building, or other

areas that users are likely to roam most within

Roamed traffic within an SPG moves directly
between the MAs in that SPG (CAPWAP full mesh)

Roamed traffic between SPGs moves
via the MC(s) servicing those SPGs

Cisco (l'l/fp/
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" Converged Access: Mobility Architecture

orce )

QOO
Mobilit
Controll)(/ar : MObIlIty Group N

==
s

Peer,Gro
00 dh 000

[\
S

~

=] [=] [=] > [Fastroan

--)h I Full Authentication I
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Converged Acces S—Scalabll |ty ConSIderatlons .

As with any solution — there are scalability constraints to be aware of ...

 These are summarised below, for quick reference

‘For Your

. Reference

- 365085 ag50asMC  WLC2504  WLC5760  WLC5508
Scalabil Ity ME (3.3.1SE) (7.6) (7.6) (9]
(3.3.1SE)

Max APs Supported per MC 25 50 75 1000 500 1000

Max APs Supported in overall Mobility Domain 200 250 5400 72000 36000 72000

Max Clients Supported per MC 1000 2000 1000 12000 7000 15000

Max Clients Supported in overall Mobility Domain 8000 16000 72000 864000 504000 1.08M

Max number of MC in Mobility Domain 8 8 72 72 72 72

Max number of MC in Mobility Group 8 8 24 24 24 24

Max number of MAs in Sub-domain (per MC) 16 16 350 350 350 350

Max number of SPGs in Mobility Sub-Domain (per 8 8 o4 24 o4 o4

MC)
Max number of MAs in a SPG 16 16 64 64 64 64
Max number of WLANs 64 64 16 512 512 512 /
ciscollVZ,
BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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' 'Converged Access Deployment

Before You Begin — How:to Connect APs i

The Catalyst 3850 and 3650 support only directly attached APs
APs need to be in the same VLAN as the Wireless Management interface:

interface GigabitEthernetl/0/1 interface Vlan3l
description to AP ip address 192.168.31.42 255.255.255.0

switchport access vlan 31 !
switchport mode access wireless management interface Vlan3l

If you do not define a wireless management VLAN on the 3x50, the switch will then be transparent to AP
attachment and everything will continue to operate as it does today on a 3750-X.

As soon as you define a «wireless management interface VLAN», the Catalyst 3x50 will intercept
all incoming AP CAPWAP requests, and terminate / process them at the local ASIC.

WLC 5760 supports only NON-directly attached APs

Same as it works today in CUWN: AP attached to a local switch (3750-X or alike) finds
the centralised controller through DHCP option 43 or other methods and registers ( /
ciscollVL,

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public



- Cohverged Access Deployment - Branch Use Case

EXTERNAL MOBILIT
CONTROLLER NEEDED

BRANCH
UP TO 50 ACCESS POINTS

Capwap Tunnel I Standard Ethernet, No Tunnels — G uest Tunnel from Switch to DMZ Controller



Converged Access Deployment

Branch Use Case — Mobility Conflguratlon

» Management VLAN Configuration

interface Vlan3l
description MANAGEMENT VLAN
ip address 192.168.31.42 255.255.255.0

= SVIs for client VLANSs defined locally on the switch

interface Vl1an32
description Client VLAN32
ip address 192.168.32.2 255.255.255.0

interface Vl1an33
description Client VLAN33
ip address 192.168.33.2 255.255.255.0

This activates the

= Wireless Management Interface Configuration . ‘
MA functionality

3850 (config) # wireless management interface VLAN31

3850# show wireless Interface summary
Wireless Interface Summary
AP Manager on management Interface: Enabled
Interface Name Interface Type VLAN ID IP Address IP Netmask MAC Address

Vlan3l Management 31 192.168.31.42 255.255.255.0 2037.06c¢ce.0a55

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved.
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Converged Access Deployment

Branch Use Case — Mobility Conflguratlon contlnued

= Configuring Mobility Controller

-
This activates the

x MC functionality

3850 (config) # wireless mobility controller

Mobility role changed to Mobility Controller
Please save config and reboot the whole stack

3850# sh wireless mobility summary % After reboot ]
Mobility Controller Summary:

Mobility Role : Mobility Controller
Mobility Protocol Port : 16666

Mobility Group Name : default
Mobility Oracle IP Address : 0.0.0.0
DTLS Mode : Enabled
Mobility Domain ID for 802.1llr : Oxac34
Mobility Keepalive Interval : 10
Mobility Keepalive Count 3
Mobility Control Message DSCP Value : 0
Mobility Domain Member Count 01

Link Status is Control Path Status : Data Path Status

Controllers configured in the Mobility Domain:
IP Public IP Group Name Multicast IP Link Status

192.168.31.42 - default

Prime @ ISE

[ Couooo0 PPl oococe 2
| I E Guest
-
BRANCH

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved.
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" GUI: Wireless Management Configuration

10S GUI

i
CISCO  Wireless Controller

@ Home Monitor i¥ Configuration ¥  Administration 'v Help

Controller Wireless Interface
7 System * New Remove ¢
U General
¥ Multicast Interface Type Interface Name [P Address IP Netmask MAC Address VianID
¥ Interfaces
& Port Summary [] Management * Vlan122 * 172.20.229.5 255.255.255.0 2037:064D:A2EB 122

U Wireless Interface *

Cisco (f'l/f:/
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GUI: VLAN m'terf.acé,C,d"r'i',fi'g-.dr';a"tizonl,,

atf ]
CISCO  Wireless Controller

# Home Monitor iv Configuration ! v  Administration :

Controller* Vlan Configurations
Layer3 VLAN = New
¥ System
¥ General Vlan Id *
e Description |Management |
* Interfaces )
DHCP Relay Information
2 Port Summary
IP Address |172.2{].229.5

E Wireless Interface

v yLaN S— Subnet Mask

E Layer2 VLAN

IPvG
U Layer3 Interface h
IPv4 DHCP Server
2 Vian Group
* Internal DHCP Server IPv6 DHCP Server

& DHCP Scope
¥ Management
* Protocol Management

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved.

| 255.255.255.0

[172.20.229.2]

Cisco Public
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Converged Access Deployment

Branch Use Case — AP Port and WLAN Configuration . = .

= Access Point port configuration

interface GigabitEthernetl/0/15
description - Access port for Access points

Access Points need to be
configured on Wireless

—

Prime @ ISE -

switchport access vlan 31 comm——— Management -
switchport mode access —\ VLAN
3850# show ap summary
N f APs: 1
umber o s WAN
Global AP User Name: Not configured
Global AP Dotlx User Name: Not configured
AP Name AP Model Ethernet MAC Radio MAC State
______________________________________________________________________________________ 3850
AP3502I 35021 c47d.4f3a.ed80 04fe.7£49.58c0 Registered
. . T, A
=  WLAN Configuration
QOUOC0 PP m:
WLAN sample = =
3850 (config)# wlan WPA-PSK 4 wpa-psk configuration Guest
3850 (config-wlan)# client vlan 32 | ——
3850 (config-wlan)# no security wpa akm dotlx
3850 (config-wlan) # security wpa akm psk set-key ascii 0 Ciscol234 BRANCH
3850 (config-wlan) # no shut
(' /
ciscollVL,
BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Converged Access Deployment

Branch Use Case — Client Connegctivity -

= Client Connectivity

Prime ‘i;'|SE L
3850# sh wireless client summary

Number of Local Clients : 1
MAC Address AP Name WLAN State Protocol

f8le.dfe2.e80e AP3502I 4 UP 11n(5) WAN

3850# sh wcdb database all

Total Number of Wireless Clients =1
Clients Waiting to Join =
Local Clients
Anchor Clients
Foreign Clients
MTE Clients =

I
oOooro

Mac Address VlanId IP Address Auth Mob

f8le.dfe2.e80e 32 192.168.32.57 RUN LOCAL BRANCH
ciscollVZ) .

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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GUI: WLAN Configuration

Wireless Controller

Administration

Home Monitor

Wireless

- WLAM
= WLANS i
* Access Points
= oAl APs
* Radios
= BO2.11afnm
= B0Z2.11b/gfn
=2 Global AP Configuration
o AP Groups
* BDZ2.11lafnm
B Mebtwork
= RRM
= General
= Cowverage Thresholds
= A
T

BRKEWN-2022

Configuration

WLAM

WILAN = Edit *
| | Security Q05

Profile NMame
Type
S5I1Dy

Status

Security Policies

Radio Policy

Interface/Interface Group{G)

Broadcast SSID
Multicast WVLAMN Feature

© 2014 Cisco and/or its affiliates. All rights reserved.

Advanced

MGWICT -1 =
WLAMN

MGWHCT -1 =
S

[(WPAZ]I[Auth{BO2.1x)] *
[Modifications done under securi

All |~
VLAND12Z |~ -
]

Cisco (f'l/f;/
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Converged Access Deployment
Larger Branch / Small Campus Use Case .

INTEGRATED CONTROLLER OPTIONS CONTROLLER NEEDED

LARGER BRANCH / SMALL CAMPUS




Conhverged Access Deployment

Larger Branch / Small Campus Use Case -SPG Conflguratlon

3850-MC1l# sh wireless mobility summary

Mobility Controller Summary: ISE Prime
Mobility Role : Mobility Controller /

Mobility Protocol Port : 16666

Mobility Group Name : default

Mobility Oracle IP Address : 0.0.0.0

DTLS Mode : Enabled

Mobility Domain ID for 802.1llr : Oxac34

Mobility Keepalive Interval : 10

Mobility Keepalive Count
Mobility Control Message DSCP Value
Mobility Domain Member Count

H oW

Link Status is Control Path Status : Data Path Status

Controllers configured in the Mobility Domain:

Ip Public IP Group Name Multicast IP Link Status

192.168.31.42 - default 0.0.0.0 UpP : UP

Switch Peer Group Name : GroupABC

Switch Peer Group Member Count 1 oin
Bridge Domain ID : 0 MEDIUM BRAN s, to 50 APs, multiple

Multicast IP Address : 0.0.0.0 (‘ ».acks

Both control and data
Ip Public IP Link Status plane need to be UP

ve!
192.168.41.44 192.168.41.44 UP: UP CiSCOI‘Vc' 38

Cisco Public




Converged Access Deployment

Larger Branch / Small Campus Use Case — -Multiple I\/ICS

= MC configuration on the 3850 to create a Mobility Group and add the ISE
other switch as a member

3850-MC1 (config) # wireless mobility group name Mobility-GroupABC

3850-MC1 (config) # wireless mobility group member ip 192.168.41.44 public-ip
192.168.41.44 Mobility-GroupABC

= MC configuration on the other 3850

3850-MC2 (config) # wireless mobility controller This switch is now also
a Mobility Controller,

Mobility role changed to Mobility Controller not only

Please save config and reboot the whole stack a Mobility Agent

3850-MC2 (config)# wireless mobility group name Mobility-GroupABC

3850-MC2 (config)# wireless mobility group member ip 192.168.31.42 public-ip
192.168.31.42 Mobility-GroupABC SMALL CAN 0 to 250 APs, multiple
&% stacks

Cisco (l'l/f -/39
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Converged Access Deployment

Large Campus Use Case -

EXTERNAL MOBILIT
CONTROLLER NEEDED
Prime

ISE ‘ '
B % ] 5508 or WISM2

with SW upgrade
or 5760

Catalyst
3750

) Access

A—h)
Points

" LARGE CAMPUS

e -

Capwap Tunnel I Standard Ethernet, No Tunnels Guest Tunnel from Switch to DMZ Controller




Converged Access Deployment

Large Campus Use Case — Mobility Conflguratlon

* Configure 5760 as MC and member of SPG

Prime

)=
l 5508/WISM2

with sw
upgrade
or 5760

interface V1anlO00

description WIRELESS MANAGEMENT VLAN

ip address 192.168.100.42 255.255.255.0
5760 (config) # wireless management interface VLAN100

5760 (config) # wireless mobility controller peer-group WestBldg

5760 (config) # wireless mobility controller peer-group WestBldg member ip
10.1.1.5

¢ Configure 3850 as MA

interface Vl1anlO0
description MANAGEMENT VLAN
ip address 10.1.1.5 255.255.255.0

3850 (config) # wireless management interface VLAN10

3850 (config) # wireless mobility controller ip 192.168.100.42
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Converged Access Deployment

Large Campus Use Case — Mobility Conflguratlon contlnued

* Mobility Group configuration

5760 (config) # wireless mobility group name cisco-live

5760 (config) # wireless mobility group member ip 10.1.1.5

+ Verify the configuration

5760# sh wireless mobility summary

Mobility Controller Summary:
Mobility Role
Mobility Protocol Port

: Mobility Controller
: 16666

Controllers configured in the Mobility Domain:

IP Address Public IP Address

Group Name Multicast IP

Status

192.168.100.42 -
10.1.1.5 10.1.1.5

Switches configured in WestBldg switch

IP Address Public IP Address

192.168.41.44 192.168.41.44

cisco-live
cisco-live

Peer Group: 1

Status

BRKEWN-2022

© 2014 Cisco and/or its affiliates. All rights reserved.

Prime

-- 5508 or
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e With sw
@ upgrade
or. 5760
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Save Configuration | Refresh
atfuan]u.

CISCO Wireless Controller

Home Monitor

Controller Mobility Controller Configuration | Apply |

~ System /
o General Mobility Role Mability Controller h

& Multicast
T Interfaces
= Port Summary
B Wireless Interface
™ VLAN
o |ayer? VLAN
8 Layer3 Interface
o Wlan Group
* Internal DHCP Server
& DHCP Scope
* Management
~ Protocol Management
» SNMP
8 HTTP-HTTPS
* Technical Support
* Maobility Management

1 Mobility Global Config i

o Maobility Peer
o Switch Peer Group

BRKEWN-2022

Mobility Protocol Port

Maobility Group Name

Mobility Oracle Enabled

Mobility Oracle IP Address

DTLS Mode

Maobility Dromain ID for B02.11r
Mobility Keepalive Interval (1-30)sec
Mobility Keepalive Count (3-20)

16666

“«—
O
0.0.0.0

Enabled <ijpm—

Oxac34

Mobility Control Message DSCP Value (0-63) [0 |

Mobility Domain Member Count

© 2014 Cisco and/or its affiliates. All rights reserved.
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* GUI: Mobility Agent Configuration CAT3850

ul 10S GUI Save Configuration | Refresh
N
CISCO Wireless Controller

# Home Monitor iv Configuration | v  Administration (¥  Help

Controller Mobility Agent Configuration | Apply |
¥  System
» Internal DHCP Server Mability Role Mobility Agent | ~ h

* Management

e Mobility Contraller IP Address ;

Mobility Contraller Public TP Address

& Maobility Peer Mability Protocol Port 16666

& Switch Peer Group Mobility Switch Peer Group Name SPG1 ﬁ
DTLS Mode Enabled
Maobility Domain ID for 802.11r Oxac34
Mobility Keepalive Interval (1-30)sec 10
Mobility Keepalive Count (3-20) 3
Mability Control Message DSCP Value (0-63) 0
Switch Peer Group Members Configured 1]

live!
ciscollVC,
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GUL: Switch Peer Group Configuration

Nmm
CISCO  Wireless Controller

Save Configuration | Refresh

. Home Monitor ¥ Configuratio

Controller

b System

* Internal DHCP Server

* Management

* Mobility Management
H Mobility Global Config
U Mability Peer
U Switch Peer Group

BRKEWN-2022

Switch Peer Group > 5PG1
Switch Peer Group > SPGL

Show | Quick Filter

Public TP Address Control Link Status

O 10.10.10.2 < UP S p—

Cisco ((Vf:/
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"Converged Access Deployment

Hybrid Deployment — Key ConS|derat|ons

«  New Mobility is supported on 7.3.112, 7.5 and 7.6 with 5508
and WiSM2

5508 or WISM2|with
SW Upgrade or|new
5760

«  Only MC and MO functions are supported
on the upgraded controller

“MA only” functionality for converged access APs is only
supported on 3850

- Seamless and Fast roaming is supported
between Converged Access and CUWN

Controllers need to be In the same Mobility Group

Roaming is always treated as a L3 roam

Traffic is anchored at the home switch/controller

+ 5760 can terminate CAPWAP tunnel from APs
connected to non-MA switches

- 3850 (acting as MA) will only allow APs to
terminate CAPWAP locally

Cannot connect an AP to 3850 and have it registered to a

CUWN controller {
Ciscoll ny
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= What is Converged Access?

Converged Access Platforms Overview

= Wireless Deployment Options
= The new Converged Access Mobility Architecture

How to deploy a Converged Access network?

|OS-XE 3.3 Release Features
— Application Visibility

— Service Discovery Gateway

— TrustSec

— 802.11ac Support

— High Availability- AP SSO

Bringing Together Wired and Wireless

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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" Converged ACC:eSS--D'ep,IOyI"hent-A 

|OS-XE-based Wireless Corit'ro.ue'rs_ i Highlight's' A
R R ey

Differentiating capabilities

« Optimised for 802.11ac deployments 60 Gbps wireless throughput

Up to 1000 Aps
Up to 12000 Clients

Catalyst 3850

Distributed data forwarding & services

Support for latest 3700 802.11ac AP!

« Common I0OS and Feature Set for Wired and R—

Wireless TUTYUY PUVUTY PUUTYY PUUUEY ﬁ

Granular QoS « 40 Gbps wireless throughput
Up to 50 directly connected APs / Stack
Up to 2000 Clients per Switch/Stack

EEM / TCL Scripting, Secure Copy Catalvst 3650
atalys

Flexible Netflow v9

Downloadable ACLs

« Multiple LAGs (Aggregated uplinks)

40 Gbps wireless throughput

« Secure Web-auth redirection using HTTPS - Up to 25 directly connected APs / Stack
. Riaght-To- ' - Up to 1000 Clients per Switch/Siack (
Right-To-Use license model p lents per Switch/SRek o (TVE,
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- Converged Access Deployment — Software Matix

- Software compatibility matrix for IOS based Controllers:

5760 3850 3650 5508 MSE ISE ACS Prime
3.2.0SE 3.2.0SE - 7.3.112 - 1.1.1IMR 5.2 -
3.2.1SE  3.2.1SE - 7.3.112 - 113,112 52,53 -
3.2.2SE  3.2.2SE - 7.3.112/7.5+ - 113112 5253 -
3.2.3SE  3.2.3SE - 7.3.112/7.5+ 7.4 113,112 5.2,53 2.0
3.3.0SE 3.3.0SE 3.3.0SE 7.3.112/7.5+ 7.5 1.2 2.0*
3.3.1SE 3.3.0SE 3.3.0SE 7.3.112/7.5+ 7.5 1.2 2.0*

(*) 10S-XE 3.3 is not officially supported by Pl 2.0 because it doesn’t support
the new features and hardware introduced in I0OS-XE 3.3

Cisco (fV&{g
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WLC 5760 (10S- -XE 3. 3) VS. WLC 5508 (Alre.S 7

Feature 5760
Throughput 8 Gbps 60 Gbps Line-rate
Scale 500 APs, 7000 Clients 1000 APs, 12000 Clients
Data forwarding Modes Local, Flex, Mesh, Outdoor, OEAP Local Mode
Resiliency SSO, N+1, HA SKU AP SSO, N+1, Multiple LAG, HA SKU
QoS Alloy (precious metal) QoS Granular QoS (MQC), AFB
Security Dynamic ACLs (Airspace ACL) Downloadable and Dynamic ACLs
BYOD ISE 1.2, CWA, Device Sensor, Policy Classification Engine ISE 1.2, CWA
AVC AVC phase 2, Microsoft Lynch and Jabber support AV phase 1, without the “C”
Bonjour Bonjour phase 2 (Location and AP detection) Bonjour phase 1
IPv6 IPv6 Client Mobility, First Hop Security, Source Guard IPv6 Client Mobility, First Hop Security
Management Full featured GUI, AireOS CLI, Secure FTP I0S CLI, EEM/TCL, Limited GUI
Licensing License PAK based on serial number Right to use




= What is Converged Access?

= Converged Access Platforms Overview

= Wireless Deployment Options

= The new Converged Access Mobility Architecture
= How to deploy a Converged Access network?

= |OS-XE 3.3 Release Features
— Application Visibility
— Service Discovery Gateway
— TrustSec
— 802.11ac Support
— High Availability- AP SSO

= Bringing Together Wired and Wireless

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved.
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~ How AV Solu_\'tiorj'WQ'r ks . .'.;}

Deep Packet
Inspection

DPI engine (NBAR?2)
identifies applications
using L7 signatures

BRKEWN-2022

Rel 3.3 WLC/Switch

NBAR on AP

AP collects application info
and export it to
controller/switch every 90
seconds

© 2014 Cisco and/or its affiliates. All rights reserved.

App Visibility &
User Experience Report

Transaction
Time

WebEx 3 Mb 150 ms
Citrix 10 Mb 500 ms

Reporting Tool

Advanced reporting tool
aggregates and reports
application performance

Cisco ((V&/
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' 'Ov'er'vi'ew N BA RZCIass IfIC atlonof Mic _r_-oSO_'ft Lyn c =

cisco Three classifications flows for Microsoft Lync

MS-Lync Media MS-Lync

(Audio and Video Flows) (Desktop Sharing, Chat) i e

citrix( 67.22% )

I ms-ocs-file-transfer( 23.55% )

" ms-lync( 5.18% )

Different Policies for different components of

rtp( 3.51% )

a Lync Session

l rtep( 0.32% )
B hetoc 0,159 )
. sip-tls( 0.03% )

. ssl( 0.02% )

I ms-lync-media( 0.01% )

In addition to detecting Microsoft Lync, AVC is able to sub-classify and prioritise Audio/Video, Desktop Sharing Cisco(l'l/&/
and Flle Tra@@j@/‘?!\@lﬁgrently © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Flow 1D App Name Packets Real-time information for last
1 WebEx 2300 90 seconds

I N N N N N S S S S .

Msft-Lync 4000 WLANs > Application Statistics

N Agaregate | Upstream | Downstream
Skype 1000 .
YouTube 3000 i = o

dns
atalk-chat s L85 KB
htip s L5z kB

A WN

Netflow Export from AP to
CT-5/760(Centralised)
3850 / 3650 switch(Converged Access)

Stateful context

transfer on roam

CAPWAP

FLEXIBLE NETFLOW TO
CPI OR THIRD PARTY
NETFLOW COLLECTOR

Flow ID App Name Packets
1 WebEx 1000

2 Msft-Lync 2300

8 Skype 660

4 YouTube 1000

* NBAR2 (1000+ Applications) and Flexible Netflow will be ported onto Access Points!
» Stateful context transfer is supported for inter and intra-controller roams {'V /
ciscollVC,
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= Application Visibility — No Control

= Supported on IOS platforms: 5760/3850/3650

= Use NBARZ2 Protocol pack 5.1

= More than 1000 Applications

= Seamless Roaming

= Supported on the following Aps: AP1600, 2600, 3600 and 3700
= Wireless Clients only

= Centralised and Converged Access

= Flexible Netflow v9 Export to PI(PAM) and external collectors(Plixir, ActionPacked, etc)

Cisco ((Vf;/

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



AV Configuration from GUI

AV enabled perW AN basis

N
cisco Wireless Controller

{o¥ Home Monitor | ¥ Configuration | Administration | * Help

Wireless

- WLAN /
WLAMS

* Access Points

» g02.11afn

» 802.11b/g/n

* Media Stream

WLANS

Mobility Anchor Mew Remove

Profile ‘/' ID SSID WLAM Status
O avcwpa 3 avowpa 122 Enabled
_ ngwcbonjour < ngwchonjour 10 Enabled

> QOS5

sifloanfus - t -

sRSCo i e 4o Home Monitor | Configuration | * Administration | * Helg
Wireless WLAN /

WLAN = Edit
- VWLAM —
Genearal SeCurioy QoS Adwvanced
WLAMNS

» Access Points Apphication WVisibility /
» g02.11afn Application Visibility Enabled Default Flow
» BOZ.11bfa/n Upstream Profile [ wireless-awvc-basic | ‘/ Monitor
» Media Stream Downstream Profile | wireless-awvc-basic |

» QOS

BRKEWN-2022

Cisco {('Vf;/
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AV I\/Ionltorlng and Statlstics GUI

Client AVC statlstlcs on the WLAN

WLAMNs >Application Statistics
WLAMs = Application Statistics

Controller

* Shyrstem
UpStream DowwnStream
* Ports
- ;
TEErTLy Application Last 90 Secs Stats Application Cumulative Stats
»  Mobility
Packet Average Packet Average
.
Management App Hame P Byte Count V57900 Usage (%0) App Name P Byte Count 57900 Usage (%0)
*» Statistics
* CDP hitp 1322 FITLSD SET 75 - hitp 837112 E7FR054445 1050 53 -
~ Application Visibility unknowmn =78 114791 158 11 youtube 34879 36631283 1050 4
WWLANS flash-video 105 95502 303 k] unknown 23261 3429383 147 [}
gmil 62 32977 520 3 e facebook EB45 5165565 S84 1 =
» Red = =
e icmp 33 1848 56 o ssl 7831 435B526 633 1
¥ mONS netfite g 1705 652 2z netflix F453 6345706 845 1
dins 27 2786 103 o e gmnail 6512 4053433 528 o £
google-services 27 1701 &3 o secure-http 4811 2E0DEIT 540 o
==l is 3438 273 o ¥ aoogle-services 4740 2474517 537 ] =
4 | T | 3 4 | (1] | 3
Application Last 90 Secs Usage( 0] Application Cumulative Usage(%o)

Cisco (l'l/f:
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AV Monitoring and StatlstICS

Client AVC statistics — Per Cllent

Client Client
Clent = Detail
™ Client Details

General
Clients
UpStream DowenStream

Application Last 90 Secs Stats Application Comulative Stats
Packet Average Packet Average
App Hame Count Byte Count Packet Size Usage (0] App Hame Count Byte Count Packet Size Usage (0]
unknown 07 1DDE3S 111 5 < hitp 12De7 BEETTIS s 59 :
fash-video S0 45543 1047 50 unknown BIEL 1421BEE 172 9
hitp T3 ATESTD E45 25 google-services 2470 1180363 477 8
facebook =:19 204123 348 11 = flash-video 1243 1233548 332 - =
google-services 18 e 424 4 facebook 1157 429207 358 3
netfio 61 35263 578 3 gl 1143 S1ED3E 537 4
gl 54 135938 258 1 — ssl e1D 410624 e73 3 —
=sl 42 41506 57 2 netfloc (=] 3LETFE 552 2
onp 35 1960 56 o =7 wahoo-mail 470 327088 655 2 =7
4 | 10 | 5 4 | [0 | 3
Application Last 90 Secs Usage(%o) Application Cumulative Usage(%o)

Cisco ((Vf:
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« Same AV profile can be mapped to multiple WLANSs. But one WLAN can have only one
AV profile

* Only 1 NetFlow exporter and monitor can be configured on WLC
« AV stats are displayed for top 30 applications on both GUl and CLI

* Any application, which is not supported/recognised by NBAR engine on WLC, is
captured under bucket of UNCLASSFIED/Unknown traffic

* No limit on the number of AV profiles that can be created on WLC

NBAR Feature Limitations
* |Pv6 traffic cannot be classified
» Multicast traffic is not supported

* No Application Control Functionality in I0S XE 3.3

Cisco (M’/
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= What is Converged Access?

Converged Access Platforms Overview

= Wireless Deployment Options
= The new Converged Access Mobility Architecture

How to deploy a Converged Access network?

|OS-XE 3.3 Release Features
— Application Visibility

— Service Discovery Gateway
— TrustSec

— 802.11ac Support

— High Availability- AP SSO

Bringing Together Wired and Wireless

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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« Catalyst 3560, 3750, 4500 platforms

XE3.5.0E/15.2(1)E release — Available

« Catalyst 3650 and 3850

|IOS XE 3.3.0SE release — Available

 Catalyst 5760 Wireless LAN Controller

|IOS XE 3.3.0SE release — Available

« Catalyst 6500

15.1(2)SY release — Available

« ASR1000 and ISR

XE 3.11 release — Available

BRKEWN-2022
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'~ Service Dlscovery Gateway

On CT-5760(Centralised), the 3850 and 3650 series SW|tches o

Both wired and wireless clients can benefit from switch or router based solution

AirPlay — VLAN 20

mMDNS Cache:
AirPrint — VLAN 23

CAPWAP |
VLAN 99
—
- —}
_E_ AirPrint
Cisco (( l/&/
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. | Pblicy Capabilit'i'egf" - :

I

' The mDNS Policy Profile is a list of |

AirPrint AirPlay File

= The mDNS policy profile provides filtering to allow only certain
WLANS, interfaces or users to access specific service types.

= Enforced per Interface (which include WLAN and VLAN groups)

= mMDNS snooping needs to be enabled globally
Cisco(('l/f:/
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Service Dis"coyéry‘Gateway LPOIi:C,y’:'EXampl’eifOirijdUCatiOH,1 | |

Teacher

‘\._ 2

¥ 4 " 4 L Service Policy

= Ve ra
= EQ (3 3
Je— —

AirPrint AirPlay Siirlje

= Teachers are allowed to print, access the Apple TV and file shares.

= Students are allowed to print and share iTunes, but not access the Apple TV, or
file shares.

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Conflgurlng Serwce Dlscovery Gateway GUI
Creating a Service List i . , o

Controller Create Service

| App
Service List > Create Service
* System
* Internal DHCP Server
Service : ;
ui-permit-all
* Management List Name| aure
* Mobiity Management Service permit | =
rule
* mMDNS
Global number
Interface Match Criteria
Service List Message None | =
type
instance

service Type

Custom | || Add

Learned Services Selected Service

_tecp.ocal = =
_airplay._tcp.local [ >=
1 Office Apple TV (2)._slee | <<
_udp.local
_raop._tcp.local - -

Cisco (f'l/f;/
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 Configuring Service Discovery Gateway-GUI

Enable mDNS snooping globally

I
cisco Wireless Controller

{a¢ Home Monitor | *

Configuration | ¥

Administration | ¥ Help

Controller Global Service Rules
* System
* Internal DHCP Server mDNS gateway /
» Management Learn Service Enable -
* Mobility Management Service Policy TM gui-permit-all | =
¥ mMDNS / Service Policy OUT  gui-permit-all =
o Global
u Interface

W Service List

BRKEWN-2022
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 Configuring Service Discovery Gateway-GUI

Applying Services to Interface

cisco Wireless Controller

Controller

¥ System
* Internal DHCP Server
» Management
¥ Mobiity Management
¥ mDNS

Global

Interface

Service List

BRKEWN-2022

JOVG L gulg
(¥ Home  Monitor | ¥  Configuration |'*  Administration | ¥ Help

Interface Service Rules - Apply

Interface List > Interface Service Rules ‘

Interface Name ~ Vlan122 /

Service Policy IN | gui-permit-all ~ ‘/

Service Poicy OUT |_gui-permit-all + Redistribution of service announcements(optional)
Redistribution
\ If Enabled: announcements will be forwarded to other
interfaces instantly
If Disabled: only a query by a client will result in a
response by the cache

Cisco (('V&/
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List of mMDNS services advertised by mDNS capable devices

mom
€isco Wireless Controller

Service Cache

Controller *.——"‘

Monitor | ¥ Configuration | ¥

AN

{2¥ Home

Administration | ¥

Help

* System

* Ports Service Provider Name

» Security _services

» Mobiity _services

» Management —sleep-proxy
_services

* Statistics
_airplay

* CDP :
_services

* Application Visibility raop

WLANS _services

* Redundancy _touch-able
8
2
70-35-60-63)

Office Apple TV (2)

BRKEWN-2022

/

Service String

_dns-sd._udp.local
_dns-sd._udp.local

_udp.local

_dns-sd._udp.local

_tcp.ocal

_dns-sd._udp.local

_tcp.ocal

_dns-sd._udp.local

_tcp.local
B.4.5.8.2.E.F.F.F.E.2.8.7.A.B.0.0.0....
10.10.10.in-addr.arpa

1 Office Apple TV (2)._sleep-proxy....
_airplay._tcp.local e——

© 2014 Cisco and/or its affiliates. All rights reserved.

Mac Id

88cb.87ad.5ea7
b878.2e28.54b8
b878.2e28.54b8
b878.2e28.54b8
b878.2e28.54b8
b878.2e28.54b8
b878.2e28.54b8
b878.2e28.54b8
b878.2e28.54b8
b878.2e28.54b8
b878.2e28.54b8
b878.2e28.54b8
b878.2e28.54b8

Show | Al |8
TTL Rem
4500 423
4500 449)
4500 449
4500 449
4500 449
4500 449
4500 449
4500 449)
4500 449
120 116
120 116
120 116
120 116
live!
Ciscoll Vfr
Cisco Public

68




' Service‘Disco'very.GateWéyS:.ur.n‘“m..ar"y 7 .

= Both wired and wireless clients are supported

= 14K services on 5760 and 2.5K on 3650/3850

= Supported with Centralised and Converged Access mode
= Roaming and Guest Anchor support

= Easy to configure and manage from both GUI and CLI

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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= What is Converged Access?

= Converged Access Platforms Overview

= Wireless Deployment Options

= The new Converged Access Mobility Architecture
= How to deploy a Converged Access network?

= |OS-XE 3.3 Release Features
— Application Visibility
— Service Discovery Gateway
— TrustSec
— 802.11ac Support
— High Availability- AP SSO

= Bringing Together Wired and Wireless
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TrustSec SecurltyGFOUpACCGSSOVerV'eW E

Translating Business Policy to the Network

TrustSec lets you define policy
in meaningful business terms

Business Policy

Exec BYOD

Exec PC

X
Prod HRMS <
~/

S84

HR Database

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved.

Destination HR Database Prod HRMS
Source
X X X

) 4
X

Context Classification

ONONONO,

Security Group Tag

Distributed Enforcement throughout Network

- S===== 1
-h SE=E=S - _=p
h* === ‘

Switch Router DC FwW DC Switch

Cisco (('Vf;/
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Clear R,O"I:‘ in OPEX .

e !I‘ET..Z.ZH.U{E‘i

10236 024 d Production
e 10.3.102.0/24 I-’I DC-MTV (SRV1) Servers

10.3.152.0/24 L] DC-MTV (SAP1)

10.4.111.0/24 --lP DC-RTP [SCM ZI
& = ' . I _.

|} . " . . .
) Traditonal ACL/FW Rule = Simplified Security Group Filtering
Source Destination E

permit NY to SRVL for HTTPS
deny NY to sap? for sqL

deny_ NY to scm2 for SSH Production
permit SF to SRVL for HTTPS DC-MTV (SRV1) Servers
deny SF to sapl for sgL ACL for 3 source objects & 3 destination objects DC-MTV (SAP1)
deny SF  to scM2 for SSH employee DC-RTP (SCM2)
permit LA to SRVL for HTTPS ! - e
deny LA to saPl for sqL i ?
deny LA to sap for SsH = ________ - 6 Sec?;'twgmu‘j VDI Servers
Permit SJIC to SRVL for WTTPS SGT' nenng
deny 53JC to SAPL for SQL Adding source Object BYOD Source SG1:
deny SJC to scM2 for SSH Emp'oyee (10)
permit NY to vDI for RDP
deny SF to vDI for ROP Adding destination Object BYOD (200)
deny LA to VDI for RDP : 2
deny s3C to vDI for ROP Permit Employee to r eq HTTPS
Permit Employee to ' eq SQL
T d' . | ACL / FW FI H Permit Employee to ot 5 eqg SSH
ra |t|0na I tel’lng Permit Employee to eq RDP
Deny  BYOD to Juc ve
Deny BYOD to v eq RDP

Cisco (f'l/f;/
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- SGA Policy

Cisco ((Vf:/

Destination
SGT :a_ =
Source Public Portal Internal Portal IT Portal Productio; Se;vers
SGT (SGT 8) (SGT9) (SGT 4) (SGT 10)
Web Web No Access Web
BYOD(SGT 7) File Share
Web Web
SSH SSH ol A SSH
RDP RDP HIACCESS RDP
Corp Asset (SGT 5) File Share File Share File Share
BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public




SGT Assignment and Enforcement

; i
I End user authenticated [ |
| Classified as Employee (5) i y FIB Lookup
1
L ]

-

[ 4
Isw3850

Cat6500 Cat6500

Enterprise
{ Backbone

SRC:10.1.10.220
DST: 10.1.100.52
_SGT: 5

N

SRC: 10.1.10.220

WLC5508 / 5760

BRKEWN-2022

L Destination MAC/Port SGT 20

ASA5585

i Destination Classification :
| CRM: SGT 20 |
| ESXi: SGT 30 :

CRM

DST: 10.1.100.52
SGT: 20

i ESXi

s | g(s; :Iég.l.ZOO.lOO

© 2014 Cisco and/or its affiliates. All rights reserved.

SRC\DST CRM (20) ESXi (30)
Employee (5) SGACL-A SGACL-B
BYOD (7) Deny Deny
vl
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- Wirel ess Tr ustSeC Su p port {fbfr Converged Access "

I\D/Iir()jlgyment Controller Platforms TrustSec Support Authentication

Unified AireOS 2504, 5508 SXP(speaker mode)

WiSM2 802.1X 7.2 and above
Converged 3850, 3650 SGT, SGACL 802.1X
Access 5760 SXP (speaker / listener) MAB IOS-XE 3.3.0SE
I0S WebAuth Release

Cisco (f'l/f;/

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 78



= What is Converged Access?

= Converged Access Platforms Overview

= Wireless Deployment Options

= The new Converged Access Mobility Architecture
= How to deploy a Converged Access network?

= |OS-XE 3.3 Release Features
— Application Visibility
— Service Discovery Gateway
— TrustSec
— 802.11ac Support
— High Availability- AP SSO

= Bringing Together Wired and Wireless

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved.
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802.11ac ~ The Gigabit Wireless Standard

What is 802.11ac? What Are the Features?

= Next-generation 802.11 Wi-Fi specification “gigabit” wireless = Specifies a data rate up to 6.9Gbps per 5 GHz radio

= Backwards compatible with 802.11n and 802.11a = Max Data rate of 1.3Gbps in Wave 1 (phase 1)

= Most efficient Wi-Fi standard to date = Operates in 5 GHz band only

= Optimised for high bandwidth applications = Enhanced channel bonding, modulation (256 QAM) and more

spatial streams than 802.11n

WEFA certification ready for Wave 1

What Are the Benefits?

Broader Coverage

Robust connectivity & range. Fewer dead spots

Faster Throughput
2-3x on average of 802.11n

:) Greater Capacity

More clients utilising the resources of an AP

Longer Battery Life

On and off the Wi-Fi network faster, translates to less
power draw and longer battery life

Cisco (f'l/f:/
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' 802.11ac Module for 3600 Access Point Series

Field-upgradable 802.11ac module for the 3600 Series, enables a
seamless migration to next generation wireless

— No rip and replace of APs, power down, plug-in the module and go! s

802.11ac Wave-1, 5 GHz Module =
— 1.3 Gbps PHY (80 MHz @ 3SS) 2/ & |
— 3 Spatial Streams, 20/40/80 MHz channels, 256 QAM - — \.g‘
— Explicit Beam Forming support as per the 802.11ac specification

AP3600 operates 3 active radios, 2.4 and 5 GHz integrated and the -
802.11ac 5 GHz module W
— Supporting b/g/n on 2.4 GHz and a/ac/n on 5 GHz

18w of Power required for the 3600 with the 802.11ac Module installed

— Power draw with 802.11ac Module exceeds 15.4 Watts (802.3af), and will require
either Enhanced PoE, 802.3at PoE+, Local Supply or Power Injector 4

Cisco (f'l/f;/
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Next-gen AP3700 — with Modularity & Integrated 802.11ac

4x4:3 SU-MIMO Dual-band 2.4 and 5 GHz integrated radios with Modularity

802.11ac Wave 1 on the integrated 5 GHz radio

— 1.3 Gbps PHY : 3 Spatial Streams, 20/40/80 MHz channels, 256 QAM

— Explicit Compressed Beam Forming (ECBF) support as per the 802.11ac specification
— 802.11a, .11n and .11ac clients supported on the integrated 5 GHz radio

Modular architecture carried forward from the AP3600
— WSSI Module is supported

Requires ~15w of power at the AP — Enhanced PoE or PoE+ for full
functionality

— Fits under 15.4w 802.3af by automatically down shifting RF arch to 3x3:3 on both 2.4 and 5
GHz

Antenna support
— Support all the antennas available for the 3600, 2600 and 1600

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configurin g 11aC Ch anneIWI dth

cisco  Wireless Controller

4¥ Home  Monitor | ¥  Configuration | ¥ Administration | ¥ Helj
Wireless 802.11a > RRM > Dynamic Channel Assignment (DCA) | Apply
* WLAN
WLANs Dynamic Channel Assignment Algorithm /
* Access Points )
Channel Assignment Method: @ Automatic Interval 10 minutes - Anchortime 0~
¥ i802.113/n
: : O Freeze
Network O oF After you apply, wait 10
min for RRM to change
* RRM Avoid Foreign AP Interference the channel width
General Avoid Cisco AP load [m}
. — Avoid Non 802.113 Noise
e Avoid Persistent Non-wifi Interference [m}
DA g Channel Assignment Leader WLC5760(172.20.229.5)
TPC Last Auto Channel Assignment 479 Change the Channel
Width to 80 Mhz
RF Grouping DCA Channel Sensitivity medium | ~
High Th hput (802.11
I T e Channel Width O 20mHz O 40MHz @ 80 MHz

Media Parameters
Roaming Parameters
CleanAir

* 802.11b/g/n

* Media Stream

DCA Channel List

T
cisco Wireless Controller

¥ Home  Monitor | ¥ Conﬁgumtion: ¥  Administration | ¥ Help

Sawve Configuration |

Wireless ‘/

802.11a/nfac Radios

* WLAN i Configure Details 802, 11T5M Show | Al
o WLANs AP MName Base Radio MAC operational Status Channel Power Level AdminStatus Slot No
. ‘01:C7:14:57: (157 3 (*)
v Access Points [J PoDS-AP1 24:01:C7:14:57:10 Up (157,161) 8(*) Enabled 1
B Al APs PODS-AP1 24:01:C7:14:57:10 up 161,149,153) 8(*) Enabled 2
~ Radios
802.11a/nfac
W 802.11b/g/n
( ' /
CiscollVZ,
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= What is Converged Access?

= Converged Access Platforms Overview

= Wireless Deployment Options

= The new Converged Access Mobility Architecture
= How to deploy a Converged Access network?

= |OS-XE 3.3 Release Features
— Application Visibility
— Service Discovery Gateway
— TrustSec
— 802.11ac Support
— High Availability- AP SSO

= Bringing Together Wired and Wireless

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved.
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5760 High Availability Recap

Primary/Secondary/Tertiary WLC
defined on each AP

WLAN-Controller-A WLAN-Controller-B WLAN-Controller-C
...... s Primary and Secondary
P Backup configuration with
: et Fast Heart Beat

Each WLC configured
separately and has unique IP

Primary: WL—UiroIIcr-A Primary: WLR—UiroIIcr-B Primary: ntroller-C Ad d reSS

Secondary: WLAN-Controller-B Secondary: WLAN-Controller-C Secondary: WLAN-Controller-A

Tertiary: WLAN-Controller-C Tertiary: WLAN-Controller-A Tertiary: WLAN-Controller-B

With Primary Failure, AP goes in

Discovery State and CAPWAP
State Machine is restarted

Cisco {f'l/f;/
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5760 High Availability with APSSO

Two 5760 units can be stacked for 1:1 redundancy,
using stack cables

One 5760 elected as Active and the other becomes
Hot-Standby

Bulk and Incremental Configuration sync

Redundancy supported both at Port level and System
level

AP CAPWAP information sync. APs will not disconnect
and continue to be associated to the controller

Significantly reduces network downtime

Cisco (f'l/&/
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' High Availability Connectivity on 5760

High availability is enabled using Cisco StackWise-480 technology in Full Ring Setup.

STACK-T1-50CM= Cisco StackWise-480 50cm stacking cable spare
STACK-T1-1M= Cisco StackWise-480 1m stacking cable spare
STACK-T1-3M= Cisco StackWise-480 3m stacking cable spare

Cisco (f'l/f;/
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ngh Avallablllty

WLC 5760-based MCs — How to Palr the Boxes

- Recommended: power up the second unit only after a first 5760 is deployed

T ———.
Configure _
Power up _ mgmt Verify HA- Verify
first unit interface, Pair config- sync
VLANS, ‘ _ ‘ from Active
STl Ug WLANS and unit as a Active and to Hot-

complete switch stack complete Hot-Standby Standby
priority

« Adding powered-on 5760 Unit (merging) causes stack to reload and elect a new Active.

- Use Controller# switch 1 Priority 15 on the first unit to prevent having the second unit become
active and wipe out your config ...

Cisco {f'l/f;/
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"~ Active Controller Election Process O

current Active stack membe
Priority Value Address

C760#iswitch 2 priority 7
{1-15> Switch Priority

Cisco {f'l/f;/

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 920



 Verifying HA Pair Det a||3

L760#show switch
Switch/Stack Mac Address : 20bb.cBa2.4dB88 - Local HMac Address

Mac persistency wait time: Indefinite
H/W  Current

Switch## Role Mac Address Priority Version State
I Active  20bb.cba2.4d00 1 AD Ready
2 Standby 28bb.cBa2.4d80 1 AB Ready

By Default : The 5760 stack uses the MAC address of the active 5760.
Persistent MAC address feature : time delay before the stack MAC address changes to new Active

G760{config)#istack-mac persistent timer ?
<0-0> Enter 8 to continue using current stack-mac after master switchover
{1-68> Interval in minutes before using the new master's mac-address
Lcr>

Cisco ((Vf;/
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~ Verifying Stack Po rtDetalls &

C760#tshow switch stack-ports summary

Sult/Ports
opback

(Port Status)

Neighbor Cable Lengthf' Link OK

2 50cm
2 S50cm
1 S50cm
1 S0cm

“KLink active
Yes Yes
Yes Yes
Yes Yes
Yes Yes

G X J

Sync OK  #iChanges to LinkOK
Yes 3
Yes 2
Yes 1
Yes 2

In Lo

* No — No neighbour detected. Cannot send traffic

over this link.

* Yes — Neighbour detected. Port can send traffic over
this link.

BRKEWN-2022
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Verifying Redundancy States

5768#show redundancy states
13 -ACTIVE ¢&——

8 -STANDBY HOT

my state =
peer state =
‘Hode = Duplex |
Unit ID =1

Redundancy Mode {(Operational)
Redundancy Hode {Configured)
Redundancy State

Manual Swact

Communications uUp
client count = 78
client_notification_THR
keep alive THR
keep_alive count
keep _alive threshold
RF debug mask

360000 milliseconds
9000 milliseconds

5760-stby#ishow redundancy states

my state = 8 -STANDBY HOT <+—

peer state = 13 -ACTIVE
Mode = Duplex
Unit ID 2

Redundancy Mode {Operational)
Redundancy Hode (Configured)
Redundancy State

Manual Swact

Communications = Up

client count = 78
client_notification_THR
keep alive THR

keep_alive count = 1
keep _alive threshold = 9
RF debug mask = @

BRKEWN-2022
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atfian]ns
cisco Wireless Controller

43¢ Home ﬁnitor [*  Configuration | ¥

Administration | ¥

Controllerde—
* System
T Ports
u General
¥ Security
*  Mobility
W Statistics
© Oracde Summary
= AP-List Summary
*  Client Summary
& Controller
o Agent

Management

Statistics
* CDP
v AVC

o WLANs

- Redundanr.y/

Redundancy States

My State ACTIVE

Peer State STANDBY HOT
Maode Duplex

Unit 1D 2

Redundancy Mode (Operational] S5O
Redundancy Mode (Configured) S50

Redundancy State 550
Manual Swact Manual Swact = enabled
Commun|
" Sa
Client C alialn : »
i Wireless Controller ;
Client N s £t Home | Moitor | v Configuration | v Administration |+ Help
Keep Ali . .
xeep an]| Controller Redundancy Switch Over History
Keep A}~ System Show | Al || B
RF Debu
Inventary Index Prewious Active Current Active Switch Cwer Time Switch Owver Reason
Wireless Interface 1 0 2 14:51:50 EST Wed Sep 25 2013 | user forced
Multicast 2 0 1 15:50:37 EST Wed Sep 25 2012 | active unit faled
> Ports 3 0 2 15:52:00 EST wed Sep 25 2012 | active unit faled
¥ Security 4 ] 1 14:43:02 EST Thu Sep 26 2013 user forced

BRKEWN-2022
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APSSO Failover

C760f#fredundanc orce-sultchover

System configuration has been modified. Save ? [yes/no]: yes
Building configuration...

Compressed configuration from 6134 bytes to 3275 bytes[DK]This will reload the al
ctive unit and force switchover to standby[confirm]
reparing for switchover..

Sep 23 22:03:39.059: %RF-5-RF_RELOAD: Self Reload. Reason: Admin CLI

Sep 23 22:93:44.298: %SYS-S-SWITCHOVER: Switchover requested by console. Reason
: Admin CLI.

<Hon Sep 23 22:03:44 2013> Hessage from sysmgr: Reason Code:[3] Reset Reason:Res
t/Reload requested by [console]. [Reload command]

umount: /proc/fs/nfsd: not mounted
Marconi Watchdog: device file closed unexpectedly. Will not stop the WDT?
Unmounting ng3k filesystems...

'.-.'arning! - some ng3Kk FilESyStEITIS may not have unmounted cleanly...

System Redundancy
Models:

Manual Switchover
Software Failure Switchover

Power Failure Switchover

Restarting system. Metrics Time

Failure Detection

Reconciliation Time ( Standby becoming Active)

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights reserved.

In the order of 50 ms

In the order of 1020 millisec
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5760 APSSO Hybrid with N+1 High Availability

Both Active and Standby
combined in SSO setup
are configured as primary.

On failure of Active and
Standby, APs will fall back
to secondary and further to
tertiary controller.

N+1 HA can be deployed
with hybrid of 5760 and
CUWN controllers. But APs
will reload when failing over

Standby

APs Conﬁgurod wvth

Secondary WU\N Con!roller

NOC or Data Center Primary APs Conﬁgured wnh.
I cawar.
WLAN-Controfler | 0 Y@y | FANAry. YWLAL
> Se da W N- C t II
SRR, ST, conacary. LA ontroller
] WLAN-Controller-2 E R
‘ — APs Configured with:
! Hrimary: WLAN ntroll N
arrm /' Secondary: WLAN-Controller
000000 S g
WLAN-Controller-n g
Cisco (( Ve,
Cisco Public
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" Licensing for APSSO with HASKU =

= Total capacity of the SSO Stack is 1000 APs
= MC keeps track of the cumulative AP Count and in-use AP licenses

= Not allow more APs than cumulative AP count licenses available in the SSO
stack

WLC (0)

NEY

Standby

Total AP Count =500 Total AP Count = 500
Supported APs =500 Supported APs =500 AP failover

Cisco ((Vf;/
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= What is Converged Access?

= Converged Access Platforms Overview

= Wireless Deployment Options

= The new Converged Access Mobility Architecture
= How to deploy a Converged Access network?

= |OS-XE 3.3 Release Features
— Application Visibility
— Service Discovery Gateway
— TrustSec
— 802.11ac Support
— High Availability- AP SSO

» Bringing Together Wired and Wireless
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Brlnglng Together ered and ereless

“How Are We Addressing: This Shlft’) '

Control plane functionality
on NG Controller

(also possible on upgraded 5508s, WiSM2s for
brownfield deployments, or NG Converged
Access

Controller

Data plane functionality
on NG Switches

(also possible on NG Controllers, for deployments
in which a centralised approach is preferred)

Enabled by Cisco’s strength
inSilicon and Systems ...
UADP ASIC

BRKEWN-2022 © 2014 Cisco and/or its affiliates. All rights res;

Next-Generation Switches (Cat 3850/3650)

An Evolutionary Advance to Cisco’s
Wired + Wireless Portfolio, to address
device and bandwidth scale, and services
demands ....




e 'Brlnglng Together ered _and erelessf "

“How Are We Addressmg ThIS Shlft’> :

|\/|0b|||ty Domain
' Cisco
Converged
Access
Deployment

An Evolutionary
Advance to Cisco’s
Wired + Wireless
Portfolio, to address

device and bandwidth
scale, and services
demands ....
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 Converged Access - Deployment Guides

For additional deployment information, check the deployment guides...
WLC 5760 Deployment Guide:

http://www.cisco.com/en/US/docs/wireless/technology/5760 deploy/CT5760 Controller Deplo
yment Guide.html

Catalyst 3850 Deployment Guide:

http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps12686/deployment guide c07-
727067.html

|OS-XE HA Deployment Guide:

http://www.cisco.com/en/US/docs/wireless/controller/technotes/5700/software/release/ios xe
33/5760 HA DG i0sXE33.pdf

AVC Deployment Guide:

http://www.cisco.com/en/US/docs/wireless/controller/technotes/5700/software/release/ios xe 33/iosX
E 3point3 AVC DG.html

Cisco (l'l/fo/loz
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Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session

Evaluations.
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www.ciscoliveaustralia.com/mobile
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