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Troubleshooting Wireless LANs © =

= Software and Support

= Troubleshooting Basics
= AP Discovery/Join

= WLC Config/Monitoring
= Client Connectivity

= Mobility

= Packet Analysis
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Software and S Upport .

= Opening a TAC Service Request

= Cisco Support Model
— What to expect from TAC
— How does escalation work?

= WLC Software Trains
— CCO (ED/MD/AW)
— Engineering Specials

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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Software and Support
Opening a TAC Service Request
= What should | have ready?
— Clear problem description
— Always: Show run-config
— If client involved, always: debug client <mac address>

— Your analysis of any data provided
— Set clear expectation of timeline and severity

Cisco ((Vf;/
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Cisco Support Model - Expectations

= What to expect from TAC What not to expect from TAC
— Configuration assistance — Design and deployment
— Problem analysis / bug isolation
— Workarounds or fixes
— Action plan to resolve SR
— Hardware replacement — RF Tuning
— Engage BU when appropriate

— Complete configuration
— Sales related information

Cisco ((Vf;/
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Software and Support

Cisco Support Model - Escalation

= TAC Escalation Process
— Multi-Tier support resources within a technology
— TAC to engage resources (TAC/BU) when appropriate
— SR ownership might not change hands

= Customer Escalation Process
— Raise SR priority (S1/S2)
— Engage account team

— Your satisfaction is important to the Cisco TAC. If you have concerns about the
progress of your case, please contact your regional TAC.

Cisco ((Vf;/
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Software and Support
WLC Software Trains - CCO
= CCO - Cisco.com release

— 7.0.240.0, 7.4.121.0, 7.6.100.0 etc...

— Full test cycle
— Classified as ED when posted

= AssureWave
— AW validation results are available at: http://www.cisco.com/go/assurewave
— Results available 4 weeks after CCO
— Only specific releases will be AW tested

= MD
— MD tag represents stable releases for mass adoption

— MD tag will be considered on CCO after AW release validation, 10 weeks in field and
TAC/Escalation signoff

Cisco ((Vf;/
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http://www.cisco.com/go/assurewave

Software and Support =~
WLC Software Trains - CCO

= Escalation builds

— Used through TAC to deliver urgent fixes before next CCO
— “Copy” of CCO plus pointed fixes

= Debug image or Test image
— Diagnostic / validation

= Interim beta builds
— Early visibility, Public

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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Software and Support - Takeaways .

= Have at hand:
— Show run-config
— Clear problem description
— Reproduce the problem

= Client issues
— Debug client

= Crash
— Crash file (transfer upload)

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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= Software and Support
= AP Discovery/Join

= WLC Config/Monitoring
= Client Connectivity

= Mobility

= Packet Analysis
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Troubl 'es"h'o otlngB aS ICS o

= Troubleshooting Problem
— Clearly define the problem Definition
— Understand any possible triggers
— Know the expected behaviour
— Reproducibility
— Do not jump into conclusions

Questions

Tests

Analysis

Solution(s)

Cisco ((Vf:/
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Troubleshooting B asic S G

Troubleshooting is an art with no right or wrong procedure, but best with a logical
methodology.

= Step 1. Define the problem
— Reduce scope

— Bad description: “Client slow to connect”

— Good description: “Client associations are rejected with Status 17 several times before
they associate successfully.”

BRKEWN 2011 Cisco ((Vf;/
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Troubleshooting B asic S G

= Step 2. Understand any possible triggers

— If something previously worked but no longer works, there should be an identifiable
trigger

— Understanding any and all configuration or environmental changes could help pinpoint
a trigger

— Lastly it could be a bug !!

= Step 3: Know the expected behaviour

— Know the order of expected behaviour. We can further compare working debugs or
packet capture with a non-working scenario.

— Example: “One way audio between Phone A and B, because Phone A does not get an
ARP Response for Phone B”

Cisco (M’/
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= Step 4: Reproducibility
— Any problem that has a known procedure to reproduce (or frequently randomly occurs)
should be easy to diagnose

— Being able to easily validate or disprove a potential solution saves time by being able
to quickly move on to the next theory

— If a problem is reproducible in other environments with a known procedure, TAC/BU
can facilitate internal testing and proposed fix/workaround verification

Cisco ((Vf;/
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Troubleshooting Basics
Recommended Tools

= Wireless Sniffer

— Example: Linksys USB600N with Omnipeek
= TAC can publish Omnipeek-RA if you have compatible HW
= Windows 7 with Netmon 3.4 https://supportforums.cisco.com/docs/DOC-16398

= Wired Packet Capture

— Example: Wireshark
= Use for spanned switchports of AP/WLC or client side data

= Spectrum Analyser
— Spectrum Expert with Card or Clean-Air AP

= The “Client Debug” and logs from WLC, AP
= AP Packet Capture

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AP Discover/Join _':.5   -

AP Runs Hunting Algorithm [N
to Find Candidate Controllers

to Join
T —

( AP Boots Up )

Discovery

Cisco ((Vf;{
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AP Discover/Join =

= AP Discovery Request sent to known = Configured (nvram)
and learned WLCs — High Availability WLCs —
Pri/Sec/Ter/Backup
= Broadcast L ast WLC
— Reaches WLCs with MGMT Interface T ees . .
in local subnet of AP — iAII WLCé in same mobility group as
ast WL

— Use “ip helper-address <ip>" with “ip .
forward-protocol udp 5246 — Manual from AP - “capwap ap
controller ip address <ip>

= Dynamic
— DNS: cisco-capwap-controller
— DHCP: Option 43

Cisco (M’/
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‘AP Discover/Join =
Join Process

= WLCs send Discovery Response back to AP
— Name, Capacity, AP Count, Master?, AP-MGR, Load per AP-MGR

= AP selects the single best WLC candidate from

— High Availability Config: Primary/Secondary/Tertiary/Backup
— Master Controller

— Greatest available capacity

— Ratio of total capacity to available capacity

= AP sends single Join Request to best candidate
— WLC responds with Join Response
— AP joins and receives config (or downloads image if not correct)

Cisco (M’/
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‘AP Discover/Join . -
Troubleshooting AP Discover/Join
= “Lightweight AP (LAP) Registration to a Wireless LAN Controller (WLC)",

Document ID 70333
= Make sure date/time on WLC is accurate (certificates)!

= From AP
Debug ip udp
Debug capwap client [event/error]

* From WLC
Debug mac addr <AP ethernet mac>
Debug capwap [event/error/packet] enable

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
*Jan

*Jan

2 15:41:42.035:
2 15:41:42.035:
2 15:41:42.035:
2 15:41:42.039:
2 15:41:42.039:
2 15:41:42.039:
2 15:41:42.039:
2 15:41:42.039:
2 15:41:42.039:
2 15:41:42.039:
2 15:41:42.039:
2 15:41:42.055:

BRKEWN-3011

AP Discover/Join —AP Side

%CAPWAP-3-EVENTLOG: Starting Discovery. Initializing discovery latency in discovery responses.

%CAPWAP-3-EVENTLOG: CAPWAP State: Discovery.
CAPWAP Control mesg Sent to 192.168.70.10, Port 5246
Msg Type : CAPWAP_DISCOVERY_REQUEST
CAPWAP Control mesg Sent to 192.168.5.55, Port 5246
Msg Type : CAPWAP_DISCOVERY_REQUEST
CAPWAP Control mesg Sent to 255.255.255.255, Port 5246
Msg Type : CAPWAP_DISCOVERY_REQUEST
CAPWAP Control mesg Recd from 192.168.5.54, Port 5246
HLEN 2, RadiolD 0, WBID 1
Msg Type : CAPWAP_DISCOVERY_ RESPONSE
CAPWAP Control mesg Recd from 192.168.5.55, Port 5246

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

*Jan

2 15:41:52.039:

2 15:41:52.039:

2 15:41:52.039:

2 15:41:52.039:

2 15:41:52.039:

2 15:41:52.039:

2 15:41:52.039:

2 15:41:52.467:

peer_port: 5246

BRKEWN-3011

AP Discover/Join —AP Side

%CAPWAP-3-EVENTLOG: Calling wtpGetAcToJoin from timer expiry.
%CAPWAP-3-ERRORLOG: Selected MWAR '5500-5'(index 0).
%CAPWAP-3-EVENTLOG: Ap mgr count=1

%CAPWAP-3-ERRORLOG: Go join a capwap controller

%CAPWAP-3-EVENTLOG: Adding Ipv4 AP manager 192.168.5.55 to least load
%CAPWAP-3-EVENTLOG: Choosing AP Mgr with index 0O, IP =192.168.5.55, load = 3..
%CAPWAP-3-EVENTLOG: Synchronizing time with AC time.

%CAPWAP-5-DTLSREQSUCC: DTLS connection created successfully peer_ip: 192.168.5.55

Cisco ((Vf;/
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‘AP Discover/Joi

*spamApTask7: Jan 02 15:35:57.295:
*spamApTask7: Jan 02 15:35:57.296:
*spamApTask7: Jan 02 15:35:57.296:
*spamApTask7: Jan 02 15:35:57.296:
*spamApTask7: Jan 02 15:35:57.296:
*spamApTask7: Jan 02 15:35:57.296:
*spamApTask6: Jan 02 15:36:07.762:
(192.168.5.156:7411)

*spamApTask6: Jan 02 15:36:07.762:
*spamApTask7: Jan 02 15:36:07.764:
*spamApTask7: Jan 02 15:36:07.765:
*spamApTask7: Jan 02 15:36:07.765:
*spamApTask7: Jan 02 15:36:07.765:

BRKEWN-3011

n=WLCSide: =
04:da:d2:4f:f0:50 Discovery Request from 192.168.5.156:7411
04:da:d2:4f:f0:50 ApModel: AIR-CAP2602I-E-K9

apModel: AIR-CAP2602I-E-K9

apType = 27 apModel: AIR-CAP2602I-E-K9

apType: Ox1b bundleAplimageVer: 7.6.100.0

04:da:d2:4f:f0:50 Discovery Response sent to 192.168.5.156 port 7411
44:03:a7:f1l.cf:1c DTLS Session established server (192.168.5.55:5246), client

44:03:a7:f1.cf:1c Starting wait join timer for AP: 192.168.5.156:7411
04:da:d2:4f:f0:50 Join Request from 192.168.5.156:7411
04:da:d2:4f:f0:50 Join resp: CAPWAP Maximum Msg element len = 83
04:da:d2:4f:f0:50 Join Response sent to 192.168.5.156:7411
04:da:d2:4f:f0:50 CAPWAP State: Join

Cisco ((Vf;/
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‘AP Join — Country Mismatch-AP = =

Example scenario

*Jan 3 07:48:36.603: %CAPWAP-3-ERRORLOG: Selected MWAR '5500-4'(index 0).

*Jan 3 07:48:37.000: %CAPWAP-5-DTLSREQSEND: DTLS connection request sent peer_ip: 192.168.5.54 peer_port: 5246
*Jan 3 07:48:37.467: %CAPWAP-5-DTLSREQSUCC: DTLS connection created successfully peer_ip: 192.168.5.54

peer_port: 5246

*Jan 3 07:48:37.467: %CAPWAP-5-SENDJOIN: sending Join Request to 192.168.5.54

*Jan 3 07:48:37.467: %CAPWAP-3-ERRORLOG: Invalid event 10 & state 5 combination.

*Jan 3 07:48:37.467: %CAPWAP-3-ERRORLOG: CAPWAP SM handler: Failed to process message type 10 state 5.
*Jan 3 07:48:37.467: %CAPWAP-3-ERRORLOG: Failed to process encrypted capwap packet from 192.168.5.54

*Jan 3 07:49:16.571: #CAPWAP-3-POST_DECODE_ERR: capwap_ac_sm.c:5660 Post decode processing failed for Config
status from AP 04:da:d2:28:94:c0

*Jan 3 07:49:16.563: #LWAPP-3-RD_ERRA4: capwap_ac_sm.c:3085 The system detects an invalid regulatory domain
802.11bg:-A  802.11a:-A for AP 04:da:d2:28:94:c0

*Jan 3 07:49:16.563: #LOG-3-Q_IND: spam_lIrad.c:10946 Country code (ES) not configured for AP 04:da:d2:28:94:c0J...1t

occurred 2 times.!] Cisco ("/6’/
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Troubleshooting L |ghtwelghtAPS -
Check the Basics First

Make sure the AP is getting an address from DHCP server.

Can the AP and the WLC communicate?

If pings are successful, ensure the AP has at least one method by
which to discovery at least a single WLC.

= Check time in WLC is valid.

= Console or telnet/ssh into the controller to run debugs.

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

If the AP’s address is statically set, ensure it is correctly configured.

Cisco ((Vf;/



Troubleshooting Wireless LANs ©~

= Software and Support
= Troubleshooting Basics

= AP Discovery/Join

Client Connectivity
Mobility

Packet Analysis

Cisco ((Vf;/
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WLC Config/iMonitoring

~ WLC
~ AP

= WLANS
* RRM / Radio / RF
= Wireless LAN Controller Config Analyser (WLCCA)

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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'WLC Config/Monitoring
Supportability - WLC
Methods of Management il

CISCO MOMITOR  WLANs  COMTROLLER  WIRELESS SECURITY  MAMAGEMEMT
= GUI Management Summary
- HTTPS (E) / HTTP (D) Summary SNMP Protocols v1:Disabled v2c:Enabled v3:Enabled
b SNMP Syslog Disabled
u HTTP-HTTPS HTTP Maode Disabled
CLI Telnet-55H HTTPS Mode Enabled
— CO”SOIQ Serial Port Mew Telnet Sessions allowed Mo
Local Management New S5H Sessions allowed Tes
- SSH (E) / Telnet (D) LBEGE Management via Wireless Disabled
User Sessions
¥ Logs
- S N M P Mgmt VYia Wireless
— V1 (D)/V2 (E) — Change me! " Techeuween
— V3 (E) — Change me
Note: Management Via Wireless Clients (D)
Cisco(( Ve,
BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Supportability - WLC

e

Using the GUI S NE—T—T T Tt T &

N~ NN
—_——= === [~

.
. M O n Ito r Controller Summary Rogue Summary
Management IP a
Address 10.10.1.4 Active Rogue APs 31
SoRe Pt Ip 2222 Active Rogue Clients 3
- - - Software Version 7.0.98.218 Adhoc Rogues 0
- AP/Radio Statistics R — :
Version e
System Name 3750_1
VS, 21 s, &
. . Up Time Omg‘:::fs-- hours, 46 Top WLANSs
- WL‘ Statlstl CS System Time Fri Apr 22 22:16:57 2012 | e e g

Internal Temperature 442 C

802.11a Network
Enabled
State Most Recent Traps
802.11b/g Network Enabled
tate
Local Mobility Group 2106

CPU Usage 0%

- Client Detalls

Rogue AP : b0:e7:54:2a:07:29 removed from Base f.;
Rogue AP : 00:26:50:45:ac:d9 detected on Base Radio

1:20:59 detected on Base Radi>

Rogue AP : 34:ef:4.
Memory Usage 63% 9

Rogue AP : 00:23:51:6¢:03:19 removed from Base Fz

= I rap Log Rogue AP : 00:22:24:88:b5:d9 removed from Base fi2

Access Point Summary

" 802.11a/n This page refreshes every 30 seconds.
Clients Radios 0 @0 ail
Multicast 802.11b/g/n P
Radios : o1 =
All APs 1 @1

Client Summary

Current Clients 0

Cisco ((Vf:
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WLC Config/Monitoring

Supportability - WLC

All APs

Current Filter None [£hange Filter] [Clear Filter]

Using the GUI 3

AP Name AP Model AP MAC

APcA7d 4f3a.e3d0 AIR-CAP3S0ZE-A-K9 o4:7didfi3are3:d0
AP-1140-3 AIR-LAPL14ZN-A-K9 00:22:90:91:3F:70
APOO1c5ade.8574 AIR-LAP1131AG-A-KY 00:1c:58:dci85:74

Wireless > All APs

- AP list shows AP Physical UP Time
- APs are sorted by Controller Associated Time
- Select AP to see Controller Associated Time

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.

Operational Certificate
AP Up Time Admin Status Status Port AP Mode Type
0d,00h18m09s Enabled REG 29 Local LsC
5d,22h02mids Enabled REG 29 Local MIC
0d,00h00m00s Enabled Downloading 29 Local MIC
Time Statistics
UP Time 5d,22h02m53s
Controller Associated Time 0d,00h0ZmA0zZs

Controller Association Latency 0d, 00h 00 m 10 s

Cisco (f'l/f;/
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Supportability - WLC
Using the GUI

* Management
- SNMP Config
- Logs
- Tech Support

BRKEWN-3011

Sawe Configuration  PFing  Logout Refresh

CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Management Summary
Summary SNMP Protocols
v SNMP Syslog
General
SNMP V3 Users HTTP Mode
Communities HTTPS Mode

Trap Receivers

Trap Controls New Telnet Sessions Allowed

Trap Logs New 55H Sessions Allowed
HTTP-HTTPS Management via Wireless
Telnet-5SH
Serial Port

Local Management
Users

User Sessions
¥ Logs

Config
Message logs

Mgmt Via Wireless

¥ Tech Support
System Resource
Information
Controller Crash
Core Dump
AP Crash Log

© 2014 Cisco and/or its affiliates. All rights reserved.

v1:Disabled v2c:Enabled v3:Enabled
Enabled

Disabled

Enabled

No

Yes

Disabled

Cisco ((Vf /
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WLC ConfigiMonitoring

WLC Important Show Commands

= Show run-config
Must have! No exceptions!
“show run-config commands” (like IOS show running-config)
“show run-config no-ap” (no AP information added)

= Show tech-support

= CLITip
Log all output
Config Paging Disable

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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WLC Config/Monitoring
WLC Important Debugs

= Debug client <client mac address>
Client Involved? Must Have! No Exceptions

= Debug capwap <event/error/detail/info> enable

= CLI Tips
Log all output
Debugs are session based, they end when session ends
“Config session timeout 607, sets 60 minute idle timeout
Debug disable-all (Disables all debugs)

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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‘WLC Config/Monitoring =
WLC Supportability — Best Practices

= Change default SNMP Parameters
= Configure Syslog for WLC and AP

AP default behavior is to Broadcast syslog!!
= Enable Coredump for WLC and AP

= Configure NTP Server for Date/Time

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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AP Supportability .~ -~
Supportability
= Methods of Accessing the AP
— Console
— Telnet (D) / SSH (D)
— No GUI support
— AP Remote Commands

= Enabling Telnet/SSH
— WLC CLI: config ap [telnet/ssh] enable <ap name>
— WLC GUI: Wireless > All APs > Select AP > Advanced > Select [telnet/ssh] > Apply

Cisco ((Vf;/
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AP Supportability
AP Remote Commands (WLC CLI)

= Debug AP enable <AP name>

* Debug AP command “<command>” <AP name>
- Enables AP Remote Debug
- AP Must be associated to WLC
- Redirects AP Console output to WLC session

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AP Supportability

Show Commands
Show controller Do[0/1] (or Show Tech)

Must have! Before/During/After event
Show log

WLC: show ap eventlog <ap name>

ShOW Capwap Cllent <?> LPH=how cap olisnt 2

callinfao
. config
CLl T|pS detailrch
. has
Debug capwap console cli —_—

rch

Debug capwap client no-reload

Lwuapp client Call Info
CAPWLP Client NW Config File
Luapp oclient rch Info

CAPWLEP Client HALA parasmeters
CAPWAF Client SO211 M
CLPWLF Client RCE

CAPWMARP Client Timers

CAPWAF Client SO0211 Trafficoc

Cisco (M’/
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WLC Config/Monitoring

= Supportability
— WLC
— AP

* RRM / Radio / RF
= Wireless LAN Controller Config Analyser (WLCCA)

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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‘WLC Config/Monitoring - -
WLANs — AP Groups
= AP “Default Group” consists of all WLANs ID 1-16 and cannot be modified

= AP Groups must be created for WLAN ID 17+

= AP Groups override the Interface configured local to the WLAN

= AP Groups override default RF Profiles

MOMNITOR  WLANs  COMNTRCOLLER  WIRELESS  SECURITY MAMAGEMEMNT  COMMAMNDS

WLANS AP Groups
¥ WLANS

WLAMNS AP Group Mame AP Group Description
¥ Advanced Live Live [~ |

AP Groups default-group

( : /
ciscollVZ,
BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

41



WLC Config/Monitoring
WLANS - Tweaks

HELP  FEED
WLANSs > Edit 'CiscoLive' < Back
|' General | Security | QoS | Advanced
allow AsA Override [] Enabled DHCP
Coverage Hole Detection Enabled DHCP Server B override
Enable Session Timeout = 1a00
Session Tineout (secs) DHCP &G Assigiimeit E Hequired
AITUTTELAE lEnabled Management Frame Protection (MFP)
Diagnostic Channel [ Enabled
IPw6& Enable £ | MFP Client Protection 2 CQptional  «
Owerride Interface ACL Mone - DTIM Period {in beacon intervals)
RanBlachingafation Dizabled -
Client Exclusion 2 Enabled &0 Emeilaii ([ - 28] 1
T 802.11b/g/n (1 - 255) 1
Maxirnurn Allawed Clients 2 0 NAC
Static IP Tunneling 22 [T Enabled MAC State  Mone -

Off Channel Scanning Defer Load Balancing and Band Select

Scan Defer Priority D1 2 3 4 5 6 7

T 72 72 Y 7

Client Load Balancing ]
Client Band Select £ ]

Scan Defer Time Yoice

Cisco ((Vf;/
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WLC Config/Monitoring

= Supportability
— WLC
— AP

= WLANS

= Wireless LAN Controller Config Analyser (WLCCA)

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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RRM/Radio /JRF = =

There are generally two common scenarios or issues involving RRM

= APs power change frequency (too much or not at all)

— Nearby APs list meets the general rule of RSSI from 3" closest AP is better than TPC
Power Threshold

— TPC Tuning may be required

= APs not changing channel
— Check if other APs are in each others neighbour list
— Already established channel plan might not change APs without just cause (Sensitivity)

Cisco (M’/
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'RRM/Radio/RF .
Show AP Auto-RF (In Run-Config)
= show ap auto-rf [802.11a/b] <AP Name>

= Load Information
— Receive Utilisation.. 0 % RXx load to Radio
— Transmit Utilisation.. 2 % Tx load from Radio
— Channel Utilisation.. 12 % % Busy

= Nearby APs
— AP 00:16:9c:4b:c4:c0 slot 0.. -60 dBm on 11 (10.10.1.5)
— AP 00:26:¢cb:94:44:c0 slot 0.. -64 dBm on 11 (10.10.1.4)

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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RRM / Radio / RF
Radio — TPC Tuning
= Power Assignment Leader

= Power Threshold

= Consider Minimum Power Level Assignment

Wireless 802.11a> RRM > Tx Power Control(TPC)
¥ Access Points
all s TPC Version
» Radios
gggﬂ;i;m Interference Optimal Mode (TPCv2)
Global Configuration @ Coverage Optimal Mode {TPCv1)

b Advanced Tx Power Level Assignment Algorithm

Mesh

) Power Level Assignment Method @ Automatic Ewvery 600 secs
RF Profiles

1 on Dernand

FlexConnect

Groups ) Fixed 3
FlexConnect ACLs =
Maximum Power Level Assignment {-10 to 30 dBrm) 30
v B802.11afn
Netwark Minimurm Power Level Assignment {-10 to 30 dBm) -10
RRM
- RF Grouping Power Assignment Leader CiscoLivelZz3 {10.10.1.5)
TPC Last Pawer Level Assignment 56 secs ago
109}
Coverage Power Threshold {-80 to -50 dBm) -70
General .
Power Meighbor Count 3

Client Roaming

Cisco (f'l/f;/
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RRM/Radio /RF
Radio — TPC Tuning — RF Profiles
= RF Profiles let you make the same TPC settings but for specific groups of APs

Wireless ~ RF Profile » Edit

- HETEES AT Profile Marme RF

all APs
» Radios Radio policy &02.11a
g02.11a/n
&02.11bfg/n Description  Profile

Global Configuration

¥ Advanced

TPC Data Rates#**
Mesh
RF Profiles Maxirnum Power Level Assignment (-10 to 30 dBrm) 30 & Mbps  Mandatory -
Elex(:unnect Minirum Power Level Assignment (-10 to 30 dBm)  -10 o Mbps  Supported -
roups
FlexConnect ACLs E Power Threshold w1{-80 to -50 dBm) -70 12 Mbps Mandatory =
¥ 802.11a/n Power Threshold »2(-80 to -50 dBm) -7 18 Mbps Supported =
Metwark
- RRM 24 Mbps Mandatory -
RF Grouping
The 36 Mbps  Supported -
DCA 48 Mbps  Supported -
Coverage

General 54 Mbps Supported -

Cisco ((Vf;/
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RRM/Radio /RF

DCA Tuning

= |f channels change too frequently, DCA may need to be made less sensitive or
run at longer intervals

802.11a > RRM > Dynamic Channel Assignment {(DCA)

Wireless

* Access Points
all APs
» Radios
a0z.11a/n
§02.11b/g/n
Global Configuration

¥ Advanced
Mesh
HREAP Groups

* 802.11a/n
Metwark
* RRM
RF Grouping
TRZ
DCh
Coverage
Genaral
Client Roaming
Media
EDCH Parameters
DFS (g02.11h)
Hiah Throuahout

BRKEWN-3011

m

Dynamic Channel Assignment Algorithm

Channel Assignment Method

Avaid Fareign AP interference
Avoid Cisco AP load

Avoid non-302.11a noise

Avaoid Persistent Mon-WiFi
Interference

Channel Assignment Leader
Last Auto Channel Assignment
DicA Channel Sensitivity
Channel width

Avoid checl for non-DFS channel

© 2014 Cisco and/or its affiliates. All rights reserved.

@ Autornatic Interval: 10 minutes »  AnchorTime:

) Freeze

") OFF

Enabled

[T] Enabled

Enabled

[C] Enabled
Cisco_31:37:e7 ({10.10.1.4)
159 secs ago

Low > {z20de)

@ 20 MHz D) 40 MHz

[ Enabled

Cisco Public
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'RRM/Radio/RF = e
DCA — STARTUP Mode Wireless * 802.11a> RRM > RF Grouping
= In SOme |al‘ge ¥ Access Points

All APs RF Grouping Algorithm

environments with new - —

APS belng deployed’ Gloabuazllcljibn?gf:ration Group Role Auto-Leader
STARTUP mOde may ¥ advanced Group Update Interval 600 secs

b b P Mesh Group Leader Cisco_31:37:e7 (10,101 4)
e enefICIal HREAP Groups Last Group Update 536 secs ago
¥ B80Z2.11a/n

= Previously this required e RF Group Members
a WLC R EBOOT but ichrouping =| *If the member has not joined the group, the reason of failure will be shown in brackets
]

DCa

n

can be accomplished by Covere Canteter ome N
RF GFOUpIng Client Raamming Cisco_31:37:87 101014
Conﬁguration DCA Channel Sensitivity Low ~  STARTUP (5 dB)

Cisco ((Vf;/
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WLC Config/Monitoring

= Supportability
~ WLC
~ AP

= WLANS
= RRM / Radio / RF

BRKEWN-3011

© 2014 Cisco and/or its affiliates. All rights reserved.
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WLC Config Analyser (WLCCA) = -
Support Forums DOC-1373
= Main objective: Save time while analysing configuration files from WLCs

= Audit Checks

8 201 10-5.log

File Edit Fird RF Analysis Wiew Settings wiindows Help
= e ES 5| ) PY <

Config Set# 1 File: C:\Documents d Settings‘jacontre\Desktopiwiccal192 168 201 1

Device Data ] AP Mearby Info Voice Messages I AP Messages ]

Type Object W armirg
MFLD-COT-28-0FM | 40015 Vaoice: ACM is not enabled, check in 802.17b Yoice Configuration

Controller | MFLD-CO07-24-0FM | 40044 Yoice: 12 mbps rate should be enabled or mandatory, as it is the default PHY rate for 7921, This can be anizsue on 7321 firmesare 1.2.1 or later. Check 11b band
Controller | NFLD-CO7-2&-0FM | 40044 Waoice: 12 mbps rate should be enabled or mandatory, as it is the default PHY rate for 7927, This can be anissue on 7321 firmwars 1.2.1 or later, Check 112 band
Controller | MFLD-CO7-24-0FM | 40016 Yoice: ACM iz not enabled, check in 802.11 a “Yoice Configuration

Controller  MFLD-CO7-24-0FM 40038 Yoice: Traffic Stream Metrics collection iz dizabled. |t iz recommended. although niot mandatory, to enable it in 11b4g band

Controller MFLD-CO1-24-0FM - 40038 Waoice: Traffic Stream ketrics collection iz dizabled. It is recommended, although not mandatory, to enable it in 112 band

Controller MFLD-CO1-24-0FM 40041 Vaice: Depending on vour AF coverage. and desired call density. it may be recommended to dizable high data rates for voice services [36. 48, 54 mbpsz] in 11b/g b
Controller  MFLD-CO1-24-0FM - 40041 *Yoice: Depending on your RF coverage. and desired call density, it may be recommended to disable high data rates for voice services [36, 48, 54 mbps] in 11a ba
Controller | NFLD-CO1-24-0FN . 40023 Voice: No platinum level SSID found. possible incarrect configuration. or contraller not intended for veiee suppart |
Controller | MFLD-CO07-24-0FM | 40024 Waoice: 802,11 a Coverage Min Clients 3, is less than recommended value of 5
Controller | MFLD-CO1-2&-0FM | 40025 Waice: 802 11b Coverage Min Clients 3. is less than recommended value of 5

Controller  MFLD-CO7-24-0FM - 40043 Yoice: DCA interval is recommended ko be high, to prevent channel changes during working howrs. . for 11a band. This may be ok depending on your RF etvirome
Controller MFLD-CO1-24-0FM 40043 Woice:

- DCA interval is recommended to be high, to prevent charnnel changes during working hours. . for 11b band. This may be ok depending on your BF envirome

Cisco ((Vf /
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Troublesho otmngreIess LANS o _fi L

= Software and Support

= Troubleshooting Basics
= AP Discovery/Join

= WLC Config/Monitoring
= Mobility

= Packet Analysis

Cisco ((Vf;/
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Steps to Building an802 11ConneCt| on .

Listen for Beacons
Probe Request

Probe Response

. Authentication Request

3
4
\. 5. Authentication Response
I 6. Association Request
802.
7
8
9

m
. Association Response @

(Optional: EAPOL Authentication)
(Optional: Encrypt Data)

00

BRKEWN-3011 10@_ ZNIZQ(M@W LJr&& A Dawd Cisco Public Cisco ((Vfl 3



Understanding the Client State =

Name Description
8021X_REQD 802.1x (L2) Authentication Pending
DHCP_REQD IP Learning State
WEBAUTH_REQD Web (L3) Authentication Pending
RUN Client Traffic Forwarding
LLELLLK Client Properties
CISCO MONITOR  WLANS
MAC Addre=ss 00:l16:ea:b2:04:36
Monitor Clients 1P Address 10.10.3.199
Summary Current Filter I:’D.Iil::-',.-r Manager State RLUMN
F Access Points
E=E A Client MAC Addr
» Statistics 00:16:em:b2:04:36 (Cisco Controller) >show client detail 00:16:ea:b2:04:36
e Client MAC Address..........ccceevvevvvvvnnnnnnn. 00:16:ea:b2:04:36
» Rogues
Clients Policy Manager State.....D...coveeeveenne.. WEBAUTH_REQD

00:16:ea:b2:04:36 10.10.1.103 DHCP_REQD (7) Change state to RUN (20) last state RUN (20)

Cisco (f'l/f;/
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The Client Debug .
A multi-debug macro that goes over all main client states
— (Cisco Controller) >debug client 00:16:EA:B2:04:36

— (Cisco Controller) >show debug
— MAC address .......ccoooeeevvvieeeeinnnnnn. 00:16:ea:b2:04:36

= Up to 3 addresses in 7.2

= Up to 10 in 7.3 and higher dhcp packet enabled

dot1l mobile enabled
dotll state enabled
dotlx events enabled

dotlx states enabled

pem events enabled

pem state enabled

CCKM client debug enabled

Cisco (f'l/f:/
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The Client Debii - Walkihaua R

= Association (Start)

= L2 Authentication (8021X_REQD)

= Client Address Learning (DHCP_REQD)
= L3 Authentication (WEBAUTH_REQD)

= Client Fully Connected (RUN)

= Deauth/Disassoc

= Tips and Tricks

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Cisco ((Vf;/

56



The Client Debug - Wal kth rough E

L2 Authentication (8021X_REQD)

Client Address Learning (DHCP_REQD)
L3 Authentication ( WEBAUTH_REQD)

= Client Fully Connected (RUN)

= Deauth/Disassoc

= Tips and Tricks

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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‘Association

Cisco Controller) >debug client 00:16:EA:B2:04:36

Cisco Controller) >

(Cisco Controller) >
Association received from mobile on AP 00:26:cb:94:44:c0

0.0.0.0 START (0) Changing ACL 'none' (ACL ID 0) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:1621)
Applying site-specific IPv6 override for station 00:16:ea:b2:04:36 - vapld 1, site 'default-group’, interface '3'
Applying IPv6 Interface Policy for station 00:16:ea:b2:04:36 - vlan 3, interface id 8, interface '3’

STA - rates (12): 130 132 139 150 12 18 24 36 48 7296 1080000
Processing RSN IE type 48, length 22 for mobile 00:16:ea:b2:04:36

0.0.0.0 START (0) Initializing policy

0.0.0.0 START (0) Change state to AUTHCHECK (2) last state AUTHCHECK (2)

0.0.0.0 AUTHCHECK (2) Change state to 8021X_REQD (3) last state 8021X_REQD (3)

0.0.0.0 8021X_REQD (3) DHCP Not required on AP 00:26:¢cb:94:44:c0 vapld 1 apVapld 1for this client

0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP rule on AP 00:26:cb:94:44:c0 vapld 1 apVapld 1
apfMsAssoStatelnc

apfPemAddUser2 Changing state for mobile 00:16:ea:b2:04:36 on AP 00:26:cb:94:44:c0 from Idle to Associated
Scheduling deletion of Mobile Station: (callerld: 49) in 1800 seconds

Sending Assoc Response to station on BSSID 00:26:cb:94:44:c0 (status 0) ApVapld 1 Slot 0

Cisco (M’/
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‘Association

Association received from mobile on AP 00:26:cb:94:44:c0

0.0.0.0 START (0) Changing ACL 'none' (ACL ID 0) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:1621)
Applying site-specific IPv6 override for station 00:16:ea:b2:04:36 - vapld 1, site 'default-group’, interface '3'
Applying IPv6 Interface Policy

= Association received

Association Request, client did not “Roam” (Reassociate)
AP Base Radio = 00:26:¢cb:94:44:c0

= vapld 1, site 'default-group’, interface '3’
vapld = WLAN # (WIlan 1)
site = AP Group (default-group)
Interface = Dynamic Interface name (3)

= vlan 3
Vlan = Vlan # of Dynamic Interface

Cisco (M’/
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‘Association

STA - rates (12): 130 132 139 150 12 18 24 36 48 7296 1080000
Processing RSN IE type 48, length 22 for mobile 00:16:ea:b2:04:36

= STA - rates
Mandatory Rates (>128) = (#-128)/2
Supported Rates (<128) = #/2
1m,2m,5.5m,11m,6s,9s,12s,18s,24s,365,48S,54s

= Processing RSN IE type 48
WPA2-AES
Processing WPA IE type 221 = WPA-TKIP

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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‘Association.

0.0.0.0 START (0) Initializing policy

0.0.0.0 START (0) Change state to AUTHCHECK (2) last state AUTHCHECK (2)

0.0.0.0 AUTHCHECK (2) Change state to 8021X_REQD (3) last state 8021X_REQD (3)

0.0.0.0 8021X_REQD (3) DHCP Not required on AP 00:26:cb:94:44:c0 vapld 1 apVapld 1for this client
0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP rule on AP 00:26:cb:94:44:c0 vapld 1 apVapld 1
apfMsAssoStatelnc

apfPemAddUser2 Changing state for mobile 00:16:ea:b2:04:36 on AP 00:26:cb:94:44:c0 from Idle to Associated
Scheduling deletion of Mobile Station: (callerld: 49) in 1800 seconds

= 0.0.0.0 START
0.0.0.0 = IP we know for client (In this case nothing)

= Change state to 8021X REQD
Passed association, moving client to next state: 8021X REQD

= Scheduling deletion
Session Time on WLAN (1800 seconds in this case)

Cisco (M’/
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‘Association.

Sending Assoc Response to station on BSSID 00:26:cb:94:44:c0 (status 0) ApVapld 1 Slot 0

= Slot 0 = B/G(2.4) Radio
Slot 1 = A(5) Radio

= Sending Assoc Response Status 0 = Success
Anything other than Status 0 is Failure

Common Assoc Response Failures:

1 — Unknown Reason — Anything not matching defined reason codes
12 — Unknown or Disabled SSID

17 — AP cannot handle any more associations (Load Balancing)

18 — Client is using a datarate that is not allowed

35 — WLAN requires the use of WMM and client does not support it

201 — Voice client attempting to connect to a non-platinum WLAN

202 — Not enough available bandwidth to handle a new voice call (CAC Rejection)

BRKEWN-3011 Cisco {f'l/&/
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Association Scenario 1 - Roaming

Dec 16 14:42:18.472: 00:1e:be:25:d6:ec Reassociation received from mobile on BSSID f8:4f:57:a1:d8:a2
Dec 16 14:42:18.473: 00:1e:be:25:d6:ec Applying Local Bridging Interface Policy for station 00:1e:be:25:d6:ec -
vlan 50, interface id 14, interface 'vlan50'

processSsidIE statusCode is 0 and status is 0

processSsidIE ssid_done_flag is O finish_flagis O

STA - rates (8): 130 132 13912 18 15024 36 48 7296 1080000

suppRates statusCode is 0 and gotSuppRatesElement is 1

STA - rates (12): 130 132 13912 18 15024 36 48 7296 1080000

extSuppRates statusCode is 0 and gotExtSuppRatesElement is 1

Dec 16 14:42:18.473: 00:1e:be:25:d6:ec 192.168.50.100 RUN (20) Deleted mobile LWAPP rule on AP
[04:da:d2:28:94:c0]

Dec 16 14:42:18.473: 00:1e:be:25:d6:ec Updated location for station old AP 04:da:d2:28:94:¢c0-0, new AP
f8:4f:57:a1:d8:a0-0

Cisco ((Vf;/
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‘Association Sc enarlo 2 — AAA Fllter :I':aii_l‘ied“ £

Oct 11 15:11:33.604: cc:52:af:fc:89:26 Association received from mobile on AP 00:17:0e:aa:46:30
0.0.0.0 START (0) Changing ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:1626)
STA -rates (7): 222436487296 108000000000
Processing RSN IE type 48, length 20 for mobile cc:52:af:fc:89:26
Received RSN IE with 0 PMKIDs from mobile cc:52:af:fc:89:26

Oct 11 15:11:33.604: cc:52:af:fc:89:26 apfProcessAssocReq (apf_80211.c:5118) Changing state for mobile cc:52:af:fc:89:26
on AP 00:17:0e:aa:46:30 from Authenticated to AAA Pending

Oct 11 15:11:33.604: cc:52:af:fc:89:26 Scheduling deletion of Mobile Station: (callerld: 20) in 10 seconds

Oct 11 15:11:33.610: cc:52:af:fc:89:26 Access-Reject received from RADIUS server 10.100.76.10 for mobile cc:52:af:fc:89:26
receiveld =0

Oct 11 15:11:33.611: cc:52:af:fc:89:26 Returning AAA Error 'Authentication Failed' (-4) for mobile

Oct 11 15:11:33.611: cc:52:af:fc:89:26 Sending Assoc Response to station on BSSID 00:17:0e:aa:46:30 (status 1) ApVapld 4
Slot 0

Cisco ((Vf;/
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‘Association Sc enarlo 3 -Blackl |sted R

Dec 16 15:29:40.487: 00:40:96:b5:db:d7 Ignoring assoc request due to mobile in exclusion list or marked for
deletion
Dec 16 15:29:41.494: 00:40:96:b5:db:d7 Ignoring assoc request due to mobile in exclusion list or marked for
deletion
Dec 16 15:29:42.499: 00:40:96:b5:db:d7 Ignoring assoc request due to mobile in exclusion list or marked for
deletion
Dec 16 15:29:43.505: 00:40:96:b5:db:d7 Ignoring assoc request due to mobile in exclusion list or marked for

deletion

Cisco ((Vf;/
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= Association vs. Reassociation

= Debug shows
AP, Slot, AP-Group, WLAN ID, Interface, Data Rates, Encryption type

= Association Response
Confirms if Client is associated
Defines reason if denied

= Further troubleshooting may require Wireless Sniffer or capture at AP
Switchport

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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The Client Debug - Walkthrough

= Association (Start)

= Client Address Learning (DHCP_REQD)
= L3 Authentication (WEBAUTH_REQD)

= Client Fully Connected (RUN)

= Deauth/Disassoc

= Tips and Tricks

Cisco ((Vf;/
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Supplicant Authenticator Server

e EAPOL-START N
| EAP-ID-Reguest
EAP-ID-Response RADIUS (EAP-ID_Response) |

Rest of the EAP Conversation

EAP-SUCCesS Radius-Access-Accept

e
(Key)

Cisco {f'lf’&/
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802.1X Authentication

AP

Association + 802.1x
Probe Request <
Probe Response i SO0
<
Auth Request
<« Auth Response
Association Request
_ Association Response
EAP Start
— EAP ID Request i
= EAP ID Response -
EAP Method
Between 4 and ; —=
20+ frames EAP Success
EAPoL 4 way Exchange
< DATA S
BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Dec 16 15:36:07.557:
ApVapld 2 Slot 1

Dec 16 15:36:07.559:
Dec 16 15:36:07.560:
Dec 16 15:36:07.566:
Dec 16 15:36:07.566:

Dec 16 15:36:07.569:
Dec 16 15:36:07.569:
Dec 16 15:36:07.569:
Dec 16 15:36:07.569:
Dec 16 15:36:07.569:
Dec 16 15:36:07.571.:
Dec 16 15:36:07.571.:
Dec 16 15:36:07.571.:
Dec 16 15:36:07.571:
Dec 16 15:36:07.575:

BRKEWN-3011

00:40:96:b5:db:d7 Sending Assoc Response to station on BSSID 04:da:d2:28:94:ce (status 0)

00:40:96:b5:db:d7 dotlx - moving mobile 00:40:96:b5:db:d7 into Connecting state
00:40:96:b5:db:d7 Sending EAP-Request/Identity to mobile 00:40:96:b5:db:d7 (EAP Id 1)
00:40:96:b5:db:d7 Received EAPOL START from mobile 00:40:96:b5:db:d7
00:40:96:b5:db:d7 dotlx - moving mobile 00:40:96:b5:db:d7 into Connecting state

00:40:96:b5:db:d7 Received EAPOL EAPPKT from mobile 00:40:96:b5:db:d7

00:40:96:b5:db:d7 Received ldentity Response (count=2) from mobile 00:40:96:b5:db:d7
00:40:96:b5:db:d7 EAP State update from Connecting to Authenticating for mobile 00:40:96:b5:db:d7
00:40:96:b5:db:d7 dotlx - moving mobile 00:40:96:b5:db:d7 into Authenticating state
00:40:96:b5:db:d7 Entering Backend Auth Response state for mobile 00:40:96:b5:db:d7
00:40:96:b5:db:d7 Processing Access-Challenge for mobile 00:40:96:b5:db:d7

00:40:96:b5:db:d7 Entering Backend Auth Req state (id=220) for mobile 00:40:96:b5:db:d7
00:40:96:b5:db:d7 WARNING: updated EAP-Identifier 2 ===> 220 for STA 00:40:96:b5:db:d7
00:40:96:b5:db:d7 Sending EAP Request from AAA to mobile 00:40:96:b5:db:d7 (EAP Id 220)
00:40:96:b5:db:d7 Received EAPOL EAPPKT from mobile 00:40:96:b5:db:d7

Cisco (M’/
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802.1x — Successful (Contd..) = -~
00:40:96:b5:db:d7 Received EAPOL EAPPKT from mobile 00:40:96:b5:db:d7
00:40:96:b5:db:d7 Received EAP Response from mobile 00:40:96:b5:db:d7 (EAP Id 220, EAP Type 3)

Dec 16 15:36:07.575:
Dec 16 15:36:07.575:

Dec 16 15:36:07.718:
Dec 16 15:36:07.719:
Dec 16 15:36:07.719:

Dec 16 15:36:07.719:

Dec 16 15:36:07.720:
Dec 16 15:36:07.720:
Dec 16 15:36:07.720:
Dec 16 15:36:07.720:
Dec 16 15:36:07.720:
Dec 16 15:36:07.721.:
Dec 16 15:36:07.721.:

BRKEWN-3011

00:40:96:b5:db:d7 Entering Backend Auth Response state for mobile 00:40:96:b5:db:d7
00:40:96:b5:db:d7 Processing Access-Accept for mobile 00:40:96:b5:db:d7
00:40:96:b5:db:d7 Resetting web IPv4 acl from 255 to 255

00:40:96:b5:db:d7 Resetting web IPv4 Flex acl from 65535 to 65535

00:40:96:b5:db:d7 Username entry (cisco) already exists in name table, length = 253
00:40:96:b5:db:d7 Username entry (cisco) created in mscb for mobile, length =253
00:40:96:b5:db:d7 Setting re-auth timeout to 1800 seconds, got from WLAN config.
00:40:96:b5:db:d7 Station 00:40:96:b5:db:d7 setting dotlx reauth timeout = 1800

00:40:96:b5:db:d7 Creating a PKC PMKID Cache entry for station 00:40:96:b5:db:d7 (RSN 2)
00:40:96:b5:db:d7 Sending EAP-Success to mobile 00:40:96:b5:db:d7 (EAP Id 228)
00:40:96:b5:db:d7 Freeing AAACB from Dot1xCB as AAA auth is done for mobile 00:40:96:b5:db:d7

Cisco (M’/
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'WPA - PSK Authentication

Probe Request o )’Y.%
Probe Response i
< Yy =
Auth Request
< Auth Response
Assaociation Request
_ Association Response
— EAPoL 4 way Exchange
< DATA S

BRKEWN-3011
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PSK - Successful scenarlo

Dec 16 15:30:14.920: 00:40:96:b5:db:d7 Association received from moblle on BSSID f8 4f 57: al d8:aa
Dec 16 15:30:14.921: 00:40:96:b5:db:d7 Sending Assoc Response to station on BSSID 8:4f:57:al1:d8:aa (status 0)
Dec 16 15:30:14.923: 00:40:96:b5:db:d7 Sent 1x initiate message to multi thread task for mobile 00:40:96:b5:db:d7
Dec 16 15:30:14.924: 00:40:96:b5:db:d7 Initiating RSN PSK to mobile 00:40:96:b5:db:d7
Dec 16 15:30:14.924: 00:40:96:b5:db:d7 dotlx - moving mobile 00:40:96:b5:db:d7 into Force Auth state
Dec 16 15:30:14.924: 00:40:96:b5:db:d7 Starting key exchange to mobile 00:40:96:b5:db:d7, data packets will be dropped
Dec 16 15:30:14.924: 00:40:96:b5:db:d7 Sending EAPOL-Key Message to mobile 00:40:96:b5:db:d7
state INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00
Dec 16 15:30:14.929: 00:40:96:b5:db:d7 Received EAPOL-Key from mobile 00:40:96:b5:db:d7
Dec 16 15:30:14.929: 00:40:96:b5:db:d7 Received EAPOL-key in PTK_START state (message 2) from mobile
00:40:96:b5:db:d7
Dec 16 15:30:14.929: 00:40:96:b5:db:d7 Stopping retransmission timer for mobile 00:40:96:b5:db:d7
Dec 16 15:30:14.929: 00:40:96:b5:db:d7 Sending EAPOL-Key Message to mobile 00:40:96:b5:db:d7
state PTKINITNEGOTIATING (message 3), replay counter 00.00.00.00.00.00.00.01
Dec 16 15:30:14.934: 00:40:96:b5:db:d7 Received EAPOL-Key from mobile 00:40:96:b5:db:d7
Dec 16 15:30:14.934: 00:40:96:b5:db:d7 Ignoring invalid EAPOL version (1) in EAPOL-key message from mobile
00:40:96:b5:db:d7
Dec 16 15:30:14.934: 00:40:96:b5:db:d7 Received EAPOL-key in PTKINITNEGOTIATING state (message 4) from mobile
00:40:96:b5:db:d7
Dec 16 15:30:14.934: 00:40:96:b5:db:d7 Stopping retransmission timer for mobile 00:40:96:b5:db:d7
Dec 16 15:30:14.934: 00:40:96:b5:db:d7 0.0.0.0 8021X_ REQD (3) Change state to L2ZAUTHCOMPLETE (4) last state ,
8021X_REQD (3) Cisco (( Vfr
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PSK Scenario 2 — Wrong Secret

Dec 16 15:25:28.923: 00:40:96:b5:db:d7 Association received from mobile on BSSID 8:4f:57:al:d8:aa

Dec 16 15:25:28.925: 00:40:96:b5:db:d7 Sending Assoc Response to station on BSSID 8:4f:57:al1.:d8:aa (status 0)
ApVapld 6 Slot 1

Dec 16 15:25:28.927: 00:40:96:b5:db:d7 Sent 1x initiate message to multi thread task for mobile 00:40:96:b5:db:d7

Dec 16 15:25:28.927: 00:40:96:b5:db:d7 Starting key exchange to mobile 00:40:96:b5:db:d7, data packets will be dropped
Dec 16 15:25:28.933: 00:40:96:b5:db:d7 Received EAPOL-Key from mobile 00:40:96:b5:db:d7

Dec 16 15:25:28.933: 00:40:96:b5:db:d7 Ignoring invalid EAPOL version (1) in EAPOL-key message from mobile
00:40:96:b5:db:d7

Dec 16 15:25:28.933: 00:40:96:b5:db:d7 Received EAPOL-key in PTK_START state (message 2) from mobile
00:40:96:b5:db:d7

Dec 16 15:25:28.933: 00:40:96:b5:db:d7 Received EAPOL-key M2 with invalid MIC from mobile 00:40:96:b5:db:d7
version 2

Dec 16 15:25:30.019: 00:40:96:b5:db:d7 802.1x ‘'timeoutEvt' Timer expired for station 00:40:96:b5:db:d7 and for message
=M2

Dec 16 15:25:32.019: 00:40:96:b5:db:d7 Retransmit failure for EAPOL-Key M1 to mobile 00:40:96:b5:db:d7, retransmit count
3, mscb deauth count 2

Dec 16 15:25:32.020: 00:40:96:b5:db:d7 Sent Deauthenticate to mobile on BSSID f8:4f:57:a1:d8:a0 slot 1(caller
1x_ptsm.c:570)

Dec 16 15:25:32.020: 00:40:96:b5:db:d7 Scheduling deletion of Mobile Station: (callerld: 57) in 10 seconds

Cisco (M’/
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PSK Scenario 3 - Client Excluded .~
Jan 02 11:19:56.190: 68:7f:74:75:f1:cd Blacklisting (if enabled) mobile 68:7f.74:75:f1:cd
Jan 02 11:19:56.190: 68:7.74:75:f1:cd apfBlacklistMobileStationEntry2 (apf_ms.c:5850)

Changing state for mobile 68:7f.:74:75:f1:cd on AP 04:da:d2:4f.f0:50 from Associated to
Exclusion-list (1)

Jan 02 11:19:56.190: 68:7f:74:75:f1:cd Scheduling deletion of Mobile Station: (callerld: 44) in

10 seconds
Jan 02 11:19:56.190: 68:7f:74:75:f1:cd 0.0.0.0 8021X_REQD (3) Change state to START (0) last

state 8021X_REQD (3)

Jan 02 11:19:56.190: 68:7f:74:75:f1:cd 0.0.0.0 START (0) Reached FAILURE: from line 5274
Jan 02 11:19:56.190: 68:7:74:75:f1:cd Scheduling deletion of Mobile Station: (callerld: 9) in 10
seconds

Cisco ((Vf;/
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L2 Authentication - Takeaway -

= 8021X REQD means L2 Authentication pending
Authentication/Encryption has not be established

= In PSK, key is not derived from AAA

= If “Processing Access-Reject”
AAA/RADIUS Rejected the user (not the WLC)

= |If “Processing Access-Accept”
AAA/Radius Accepted the user
M1-M4 should follow

= Further Troubleshooting
Debug aaa [all/event/detail/packet] enable
Debug dotlx [aaa/packet] enable

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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802.1X Authentlcatlon Roamlng

Probe Request AP2 WLC
e - g
/,a/// DATA < Probe Response -

Auth Request
Auth Response

— Reassociation Request
Reassociation Response

N

“_—— EAP Stan
— 7
—— < EAP ID Request
N
EAP ID Response -
7
Between 12 and | EAP Method
20+ packets < i
4 .
P EAP Success
N
EAPoL 4 way Exchange
— = 7

> Cisco(('V&/ .
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'802.1X Authentication Roaming

AP1

-°°°°°°' <>
QOO0

6 packets

||
=

802.1x + WPA2 FSR (PMKID Caching) is like PSK

Probe Request

—>
Probe Response
<
Auth Request
7
Auth Response
~
Reassociation Request
7
P Reassociation Response
N

EAPoL 4 way Exchange

N
=

=
%

BRKEWN-3011
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'802.1X with CCKM Authentication Roaming
AP?2

AP1 DATA

| $53555
OO0

2 packets {

Probe Request

Probe Response

<
Auth Request
7
Auth Response
~
Reassociation Request
7
P Reassociation Response
N

Mﬁ

==
CCKM (WPA1-TKIP or WPA2-AES)

H T

| 353555
SO0
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Assdciation-FSR & =

Processing WPA |E type 221, length 22 for mobile 00:16:ea:b2:04:36

CCKM: Mobile is using CCKM

CCKM: Processing REASSOC REQ IE

Including CCKM Response IE (length 62) in Assoc Resp to mobile

Sending Assoc Response to station on BSSID 00:26:¢b:94:44:c0 (status 0) Vap Id 6 Slot 1

OR FSR alos CUWN
CCKM - WPA yes yes
Processing RSN IE type 48, length 22 for mobile 00:16:ea:b2:04:36

KM - WPA2
Received RSN IE with 1 PMKIDs from mobile 00:16:ea:b2:04:36 yes yes
Received PMKID: (16) WPA2 PKC no yes
[0000] cb bc 27 82 88 14 92 fd 3b 88 de 6a eb 49 be c8 WPA2 "Sticky" yes yes*(7.2)

Found an entry in the global PMK cache for station
Computed a valid PMKID from global PMK cache for mobile

* WPA2 “Sticky” PMKID Caching is now supported in 7.2 WLC Release with limited scale.
This at least allows some form of Fast Secure Roaming for “Sticky” clients (like Apple).

Cisco ((Vf;/
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'802.11r Roaming
WPAZ2 - .11r Client (Fast Transition)

L]

=

AP1 Client AP2
>
ProbReq
-
ProbResq
- - >
DATA FT req via 802.11 auth/Action
transfer < frame
via AP1 FT resq via 802.11 auth/
Action frame

AssocReq with QOS req

-

AssocResp with QOS req

DATA
transfer
via AP2

Cisco (f'l/f;/
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802.11r Over the Air Roaming  *

Client

R oaming directio Nl

Cisco (f'l/f;/
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The Client Debugwa| kthrOUh de

= Association (Start)
L2 Authentication (8021X_REQD)

L3 Authentication ( WEBAUTH_REQD)
Client Fully Connected (RUN)

Deauth/Disassoc

= Tips and Tricks

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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Client DHCP -
= Client is in DHCP_REQD state Client State = “DHCP_REQD"

= Proxy Enabled:
|
— DHCP Relay/Proxy DHCP Proxy Enabled DHCP Proxy Disabled

B Between WLC and Server Client DHCP Discover Client DHCP Discover Is
— Required for Internal DHCP Unicast to DHCP Servers Bridged to DS

= Proxy Disabled:
— Between Client and Server
— DHCP is broadcast out VLAN
— IP helper or other means required

DHCP Offer from Server

Client DHCP Request

DHCP ACK from Server

IP Address Learned

Cisco (f'l/f:/
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ClientDHCP

00:16:ea:b2:04:36 Received EAPOL-key in PTKINITNEGOTIATING state

00:16:ea:b2:04:36 apfMs1xStatelnc

00:16:ea:b2:04:36 0.0.0.0 8021X_REQD (3) Change state to L2ZAUTHCOMPLETE (4)

00:16:ea:b2:04:36 0.0.0.0 L2ZAUTHCOMPLETE (4) DHCP Not required on AP 00:26:cb:94:44:c0 vapld 3 apVapld 3for this client
00:16:ea:b2:04:36 0.0.0.0 L2ZAUTHCOMPLETE (4) Plumbed mobile LWAPP rule on AP 00:26:cb:94:44:.c0 vapld 3 apVapld 3
00:16:ea:b2:04:36 0.0.0.0 LZAUTHCOMPLETE (4) Change state to DHCP_REQD (7)

00:16:ea:b2:04:36 0.0.0.0 DHCP_REQD (7) pemAdvanceState2 4755, Adding TMP rule

00:16:ea:b2:04:36 0.0.0.0 DHCP_REQD (7) Successfully plumbed mobile rule (ACL ID 255)

00:16:ea:b2:04:36 Stopping retransmission timer for mobile 00:16:ea:b2:04:36

00:16:ea:b2:04:36 0.0.0.0 Added NPU entry of type 9, dtlIFlags 0x0

00:16:ea:b2:04:36 10.10.1.103 DHCP_REQD (7) Change state to RUN (20) last state RUN (20)
00:16:ea:b2:04:36 10.10.1.103 Added NPU entry of type 1, dtIFlags 0x0

Cisco ((Vf;/
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DHCP - ProcessStart e

DHCP received op BOOTREQUEST (1) (len 308,vlan 5, port 1, encap 0Oxec03)
DHCP (encap type 0xec03) mstype Off.ff:ff:ff:ff:ff

DHCP selected relay 1 - 192.168.50.1 (local address 192.168.50.15, gateway 192.168.50.1, VLAN 50,
port 1)

DHCP transmitting DHCP DISCOVER (1)

DHCP op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1

DHCP xid: Oxa504e3 (10814691), secs: 0, flags: 0

DHCP chaddr: 68:7f:74:75:f1:cd

DHCP ciaddr: 0.0.0.0, yiaddr: 0.0.0.0

DHCP siaddr: 0.0.0.0, giaddr: 192.168.50.15

DHCP sending REQUEST to 192.168.50.1 (len 350, port 1, vlan 50)

Cisco ((Vf;/
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DHCP = Offer :

DHCP received op BOOTREPLY (2) (len 308,vlan 50, port 1, encap 0xec00)
DHCP setting server from OFFER (server 192.168.0.21, yiaddr 192.168.50.101)
DHCP sending REPLY to STA (len 418, port 1, vlan 5)

DHCP transmitting DHCP OFFER (2)

DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0

DHCP xid: Oxa504e3 (10814691), secs: 0, flags: 0

DHCP chaddr: 68:7f.74:75:f1:cd

DHCP ciaddr: 0.0.0.0, yiaddr: 192.168.50.101

DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0

DHCP serverid: 1.1.1.1 rcvd server id: 192.168.0.21

DHCP received op BOOTREQUEST (1) (len 335,vlan 5, port 1, encap Oxec03)
DHCP (encap type 0xec03) mstype Off:ff:ff:ff:ff:ff

Cisco ((Vf;/
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‘DHCP - Request ACK

DHCP selected relay 1 - 192.168.0.21 (local address 192.168.50.15, gateway 192.168.50.1, VLAN 50, port 1)
DHCP transmitting DHCP REQUEST (3)

DHCP op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1

DHCP xid: Oxa504e3 (10814691), secs: 0, flags: 0

DHCP chaddr: 68:7f:74:75:f1:cd

DHCP ciaddr: 0.0.0.0, yiaddr: 0.0.0.0

DHCP siaddr: 0.0.0.0, giaddr: 192.168.50.15

DHCP requested ip: 192.168.50.101

DHCP serverid: 192.168.0.21 rcvd serverid: 1.1.1.1

DHCP sending REQUEST to 192.168.50.1 (len 374, port 1, vlan 50)

DHCP received op BOOTREPLY (2) (len 312,vlan 50, port 1, encap 0xec00)
192.168.50.101 DHCP_REQD (7) Change state to WEBAUTH_REQD (8) last state DHCP_REQD (7)

192.168.50.101 WEBAUTH_REQD (8) pemAdvanceState2 6662, Adding TMP rule
192.168.50.101 WEBAUTH_REQD (8) Replacing Fast Path rule
type = Airespace AP Client - ACL passthru
on AP 04:.da:d2:4f:f0:50, slot O, interface =1, QOS =0
IPv4d A
Plumbing web-auth redirect rule due to user logout
Assigning Address 192.168.50.101 to mobile

Cisco (M’/
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DHCP = Rejected

DHCP transmitting DHCP REQUEST (3)

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1
xid: Oxf3a2fca6 (4087544998), secs: 3, flags: O
chaddr: d0:b3:3f:33:1¢:88

ciaddr: 0.0.0.0, yiaddr: 0.0.0.0

siaddr: 0.0.0.0, giaddr: 10.87.193.2

requested ip: 10.65.8.177

DHCP sending REQUEST to 10.87.193.1 (len 374, port 1, vlan 703)

DHCP received op BOOTREPLY (2) (len 308,vlan 703, port 1, encap 0xec00)
DHCP sending REPLY to STA (len 402, port 1, vlan 701)
DHCP transmitting DHCP NAK (6)

DHCP

op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: O

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

Cisco ((Vf;/

89



Client DHCP t4.'Také'_a"\'/\/ay;"; f-.'ﬁ" S o

= DHCP_REQD means Learning IP State
Only “Required” if enabled on the WLAN

= |f Proxy is enabled
— Confirm DHCP Server on Interface (or Wlan) is correct
— DHCP Server may not respond to WLC Proxy (Firewalls?)

= |f Proxy is disabled, DHCP is similar to wired client

= Further Troubleshooting

— If WLC does not show a BOOTREQUEST, confirm the client request arrives to the
WLC (packet capture).

— If issue is believed to be on WLC: debug dhcp message enable

Cisco (M’/
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= Association (Start)

= L2 Authentication (8021X_REQD)

= Client Address Learning (DHCP_REQD)
= Client Fully Connected (RUN)

= Deauth/Disassoc

= Tips and Tricks

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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*apfReceiveTask: 00:16:ea:b2:04:36 0.0.0.0 DHCP_REQD (7) Successfully plumbed mobile rule (ACL ID 255)
*pemReceiveTask: 00:16:ea:b2:04:36 0.0.0.0 Added NPU entry of type 9, dtlIFlags 0x0
DHCP Proxy DTL Recv Task: 00:16:ea:b2:04:36 DHCP received op BOOTREQUEST (1) (len 312,vlan 0, port 29, encap Oxec03)

*DHCP Proxy DTL Recv Task: 00:16:ea:b2:04:36 10.10.3.86 DHCP_REQD (7) Change state to WEBAUTH_REQD (8)

last state WEBAUTH_REQD (8)

*DHCP Proxy DTL Recv Task: 00:16:ea:b2:04:36 10.10.3.86 WEBAUTH_REQD (8) pemAdvanceState2 5170, Adding TMP rule

*DHCP Proxy DTL Recv Task: 00:16:ea:b2:04:36 10.10.3.86 WEBAUTH_REQD (8) Successfully plumbed mobile rule (ACL ID 255)

*DHCP Proxy DTL Recv Task: 00:16:ea:b2:04:36 Assigning Address 10.10.3.86 to mobile

*pemReceiveTask: 00:16:ea:b2:04:36 10.10.3.86 Added NPU entry of type 2, dtIFlags 0x0

*pemReceiveTask: 00:16:ea:b2:04:36 Sent an XID frame

*apfReceiveTask: 00:16:ea:b2:04:36 Orphan Packet from 10.10.3.86 on mobile

*apfReceiveTask: 00:16:ea:b2:04:36 Orphan Packet from 10.10.3.86 on mobile

*apfReceiveTask: 00:16:ea:b2:04:36 Orphan Packet from 10.10.3.86 on mobile

*emWeb: 00:16:ea:b2:04:36 Username entry (cisco) created for mobile

*emWeb: 00:16:ea:b2:04:36 10.10.3.86 WEBAUTH_REQD (8) Change state to WEBAUTH_NOL3SEC (14) last state WEBAUTH_NOL3SEC (14)
*emWeb: 00:16:ea:b2:04:36 10.10.3.86 WEBAUTH_NOL3SEC (14) Change state to RUN (20) last state RUN (20)
*emWeb: 00:16:ea:b2:04:36 Session Timeout is 1800 - starting session timer for the mobile

*emWeb: 00:16:ea:b2:04:36 10.10.3.86 RUN (20) Reached PLUMBFASTPATH: from line 5063

*emWeb: May 17 22:25:16.564: 00:16:ea:bh2:04:36 10.10.3.86 RUN (20) Fast Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 5006 IPv6 Vlan =
3, IPv6intfid =8

*emWeb: May 17 22:25:16.564: 00:16:ea:b2:04:36 10.10.3.86 RUN (20) Successfully plumbed mobile rule (ACL ID 255)

*pemReceiveTask: May 17 22:25:16.578: 00:16:ea:b2:04:36 10.10.3.86 Added NPU entry of type 1, dtIFlags 0x0

Cisco (f'l/f;/
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Webauth Redirect =
Webauth

= Client in WEBAUTH_REQD state

Client State =
= ARP and DNS must be functional WEEAL AL REOD
= Client attempts to browse internet ARP and DNS Function
= WLC “Hijacks” the handshake 3-Way Handshake HTTP
) ) ] HTTP GET
= Client redirects to Virtual Interface 200 Response
7+ it i i 3-Way Handshake
= Certificate negotiation if applicable TIPS GET

= Webauth page is displayed

Webauth Page Displayed

= Client authenticates
Successful Authentication

Client State = “RUN" Cisco(('l/&/
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C:x>arp —a

Interface: 18.10.3.217 —— Bx2 ARP a NS Function
Internet Address Phyzical Address Type

18.18.3.1 H8—-B0—HAc—A7—ac—HA3 dynamic

Cow>nslookup wvww. . cisco.com
Serusmr: vnzc—hak.sys _gtei_.net
Addyress-: 4 _ 2. 2.2

Mon—authoritative answer:

Mame = eldd _cd._.akamaiedge .net
Addyress: 2,247 280080178
Mo. Time Source Destination BSS Id Info

1 o. 0. z DHC 1% Transaction (5]
3 3.990552 0.0.0.0 255.255.255.255 DHCP Discover — Transaction ID Ox2c7FB3266
6 5.526812 Cisco_39:bd:10 Broadcast who has 10.10.3.17 7Tell 10.10.3.85
¥ B.074837 1.1.1.1 10.10.3. 868 DHCR offer - Transaction ID OxZ2CFG3IZEE
8 6.0753E88 O.0.0.0 255.255.255.255 DHCP Reguest — Transaction ID Ox2c7F63266
S 5. 0845963 1.1.1.1 10.10.3. 86 DHZP  ACK — Transaction ID Ox2C7FRIZEE
10 §.121845 Intel_kh2:04:36 EBroadcast Gratuitous AarRpP for 10.10.3.86 (Reguest)
11 6. 993304 Intel_khz:04:36 Broadcast Gratuitous arp for 10.10.3.86 (Reguest)
12 7.999355 Intel_k2:04:36 Broadcast Gratuitous aArP for 10.10.3.86 CReguest)
13 5.9509419 Intel_Rkh:0d4 30 Broadcast who has 10.10.3.1Y Tell 10.10.5.58
16 9.974065 AlT-HSRP-router:Intel_bh2:04:36 10.10.3.1 s at 00:00:0cC:07:ac:03
T/ 9 Gus0T Thtel_pd:0d 56 Broadcast Who has 10 10.5.17 Tell 10.10.5.860
18 9. 985083 ATT-HSRP-router:Intel_h2:04:36 10.10.3.1 s at 00:00:0cC:07:ac:03
62 101.417335 Intel_b2:04:36 Broadcast who has 10.10.3.17 7Tell 10.10.3.886
63 :I_Ol 4254 54 A'I'I HSRF' router: Inte'l b2 04 :35 10.10.3.1 s at 00:00:0<:07:ac:03

830 287, 634442 :LCI 10. 3 86 4 2 2 2 Sstandard guery A www.Clsco. com

standard guery response CHAME www. C1ScO. COm
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BE8 274.256556 10.10.3. 86 F2.247. 200,170 mstw-storage = http [SvR] =20=0
689 274259856 F2.247.200.1F0 10.10.3.86 http > msfw-storage [SvM,
5O0 274 250872 10.10.3. 86 T2 247 . 200,170 mgfw—stora 2 > http [ack] =
6ol 274.260005 10.10.3. 856 F2.247. 200,170 SET HTTPEl.l
59 = =1
694 274262987 F2.247.200.1F70 10.10.3. 86 http > msfw-staorage [FIMN, ACK]
695 274263003 10.10.3.86 F2.247.200.17F0 msfw—storage > http [ACK] sSeg=1
F0O3 275.324260 10.10.3.86 1.1.1.1 mstw-replica = https [SvH]
F05 275.333365 1.1.1.1 10.10.3. 86 https > mstw-replica [SvHN,
FO5 27F5.323472 10,10, 3. 25 1.31.3.71 mefw_replica > httos [aci]
F22 275.371821 10.10.3.88 1.1.1.1 Client Hello
F23 2¥5.3750681 1.1.1.1 10.10. 3. 86 https > mstw-replica [acK] sSeg=
F24 275.375149 1.1.1.1 10.10.3. 836 server Hello, certificate, serwv
725 275.376268 10.10.3.86 1.1.1.1 Client Key Exchange, Change Cip
726 2¥5.401100 1.1.1.1 10.10. 3. 86 change Cipher Spec, Encrypted H
F2F 275.565962 10.10.3.86 1.1.1.1 msfw—replica > https [ACK] Seqg=
F28 275.7F79F7061 10.10.3. 86 1.1.1.1 mstw-—replica = https [FIM, ACK]
F29 2F75.800133 1.1.1.1 10.10.3. 86 Encrypted alert
F31 275.800252 1.1.1.1 10.10.3. 86 https > mstw-replica [FINW, ACK]
FA0 2FE.3503681 10.10.3. 88 1.1.1.1 rapi > https [SYM] Seq=0 win=54
F41 2F78.353676 1.1.1.1 10.10.3. 86 https = rapi [S¥H, ACK] Segq=0 A
F42 2FB.353724 10.10. 3. 88 1.1.1.1 rapi > https [ACK] Seqg=1 Ack=1
F43 278.354808 10.10.3. 848 1.1.1.1 Client Hello
44 2¥E.3509783 1.1.1.1 10.10. 3. 86 https > rapi [AcK] Seqg=1 aAck=11
745 278.359872 1.1.1.1 10.10.3. 86 Server Hello, change Cipher spe
A5 2FE. 300706 10 10 3 S5 R I O | Change Coober (a7t [ atalah¥iann

2120 55 22 32 3cC 4d 45 54 41 20 68 74 F4 FOo 2d 65 FL 2" > <META http-aqg

2130 75 69 75 3d 22 45 F8 FO 69 72 65 F3 22 20 63 6F uivw="Exp Hdres” co

2140 b2 74 65 62 74 =d 22 2d 31 22 22 3c 4d 45 54 41 ntent="- 1"><MET.A

2050 20 68 74 F4 FO 2d 65 F1 75 69 75 3d 22 F2 65 66 yiv="ref

2160 72 65 73 68 22 20 63 6F 62 74 65 6e 74 3d 22 31 :

2070 3bh 20 55 52 4< 3d &8 74 74 Fo 73 3a 2t 2f 31 5 URL=ht tps: 1.

2180 31 2e 31 2e 31 2f &c &6F 67 69 52 Ze 68 74 6d 1.1.1 10 gin.htm]

2190 3f 72 65 64 69 F2 65 63 74 3d FFP OFF¥ FT 2e 63 Predirec T=www. Cl

2lano 73 63 &6f 2e 63 &6f ad 2Ff 22 32 3c 2f 48 45 41 co.coms VxS HEAD

21b0  3e 3c 2T 54 4c 3e  Od 0a =

oo s g e oo v o

3-Way Handshake HTTP GET 200

Response

g

WLC Responding with
SYN, ACK

Redirect to Virtual

Wi n=64

A k=

o Interface Comes from
Q=389

40 ack=3 Here

WLC Responding with
SYN, ACK

r Hello Do

er spec, ENCrypTeu
nods = Message
68 ack 3 wirg

Seq=258 Al

e CA . .
Seq=752 Acy €03
—_— |
12 Len=0Q S=1460 SACK_FeERM=L
k=1 ‘wi 560 Len=0 MSS5=1390 SAaCK_PERM=1

An=545 Len=0
wWin=5560 Len=0
» Encrypted Handshake message
ndshake Message

Address for Client to
Redirect to (Virtual
IP/Name)
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Webauth - Takeaway

If WEBAUTH_REQD, then not authenticated
Only traffic allowed is DHCP, ARP, DNS, Pre-Auth ACL.

If not redirected, can client browse to virtual IP?
Cert issue? Consider disabling HTTPS for HTTP webauth

Most common scenario involves ARP/DNS failure
Must confirm that client actually sends TCP SYN (http) to IP

= |f proven that TCP SYN is sent and WLC does not SYN ACK, then there may
be a WLC side problem

debug client <MAC Address>
debug webauth enable <client ip address>

Cisco (M’/
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The Client Dehug - Walkthrough

= Association (Start)

L2 Authentication (8021X REQD)

Client Address Learning (DHCP_REQD)
L3 Authentication (WEBAUTH_REQD)

Deauth/Disassoc

Tips and Tricks

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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‘Run State’

= RUN State is the Client Traffic Forwarding State

= Client is Connected and should be functional

10.10.3.82 DHCP_REQD (7) Change state to RUN (20) last state RUN (20)
10.10.3.82 RUN (20) Reached PLUMBFASTPATH: from line 5273
10.10.3.82 Added NPU entry of type 1, dtlFlags 0x0

OR

10.10.3.86 WEBAUTH_REQD (8) Change state to WEBAUTH_NOL3SEC (14)
10.10.3.86 WEBAUTH_NOL3SEC (14) Change state to RUN (20) last state RUN (20)
Session Timeout is 1800 - starting session timer for the mobile

10.10.3.86 RUN (20) Reached PLUMBFASTPATH: from line 5063

10.10.3.86 Added NPU entry of type 1, dtlFlags 0x0

Cisco ((Vf;/
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The Client Debug Wal kthrough

= Association (Start)

= L2 Authentication (8021X_REQD)

= Client Address Learning (DHCP_REQD)
= L3 Authentication (WEBAUTH_REQD)

= Client Fully Connected (RUN)

= Tips and Tricks

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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= |dle Timeout
— QOccurs after no traffic received from Client at AP
— Default Duration is 300 seconds

Received Idle-Timeout from AP 00:26:cb:94:44:c0, slot 0 for STA 00:1e:8c:0f:a4:57
apfMsDeleteByMscb Scheduling mobile for deletion with deleteReason 4, reasonCode 4
Scheduling deletion of Mobile Station: (callerld: 30) in 1 seconds

apfMsExpireCallback (apf_ms.c:608) Expiring Mobile!

Sent Deauthenticate to mobile on BSSID 00:26:¢cb:94:44:c0 slot O(caller apf_ms.c:5094)

= Session Timeout

Occurs at scheduled duration (default 1800 seconds)

apfMsExpireCallback (apf_ms.c:608) Expiring Mobile!
apfMsExpireMobileStation (apf_ms.c:5009) Changing s
AP 00:26:cb:94:44:c0 from Associated to Disassociated
Scheduling deletion of Mobile Station: (callerld: 45) in 10 seconds
apfMsExpireCallback (apf_ms.c:608) Expiring Mobile!
Sent Deauthenticate to mobile on BSSID 00:26:¢cb:94:44:c0 slot O(caller apf_ms.c:5094)

Cisco ((Vf;/
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Deauthenticated Client =~

= WLAN Change
Modifying a WLAN in anyway Disables and Re-enables WLAN

apfSendDisAssocMsgDebug (apf_80211.c:1855) Changing state for mobile
00:1e:8c:0f:a4:57 on AP 00:26:ch:94:44:c0 from Associated to Disassociated

Sent Disassociate to mobile on AP 00:26:¢ch:94:44:c0-0 (reason 1, caller apf_ms.c:4983)

Sent Deauthenticate to mobile on BSSID 00:26:cb:94:44:c0 slot O(caller apf_ms.c:5094)

Manual Deauth
From GUI: Remove Client
From CLI: config client deauthenticate <mac address>

apfMsDeleteByMscb Scheduling mobile for deletion with deleteReason 6, reasonCode 1

Scheduling deletion of Mobile Station: (callerld: 30) in 1 seconds

apfMsExpireCallback (apf_ms.c:608) Expiring Mobile!

apfMsExpireMobileStation (apf_ms.c:5009) Changing state for mobile 00:1e:8c:0f:a4:57 on
AP 00:26:cb:94:44:c0 from Associated to Disassociated

Sent Deauthenticate to mobile on BSSID 00:26:cb:94:44:c0 slot O(caller apf_ms.c:5094)

Cisco (M’/
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Deauthenticated Client a

Authentication Timeout
Auth or Key Exchange max-retransmissions reached

Retransmit failure for EAPOL-Key M3 to mobile 00:1e:8c:0f:a4:57, retransmit count 3, msch deauth
count 0
Sent Deauthenticate to mobile on BSSID 00:26:cb:94:44:c0 slot O(caller 1x_ptsm.c:534)

AP Radio Reset (Power/Channel)
AP disasassociates clients but WLC does not delete entry

Cleaning up state for STA 00:1e:8c:0f:a4:57 due to event for AP 00:26:¢cb:94:44:c0(0)

apfSendDisAssocMsgDebug (apf_80211.c:1855) Changing state for mobile
00:1e:8c:0f:a4:57 on AP 00:26:¢cbh:94:44:c0 from Associated to Disassociated

Sent Disassociate to mobile on AP 00:26:cb:94:44:c0-0 (reason 1, caller apf_ms.c:4983)

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Deauthentication - Takeaway =

Client can be removed for numerous reasons
= WLAN change, AP change, configured interval
= Start with Client Debug to see if there is a reason for a client’'s deauthentication

= Further Troubleshooting
— Packet capture or client logs may be require to see exact reason

Cisco ((Vf;/
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The Client Debiug - Walithraig i

= Association (Start)

= L2 Authentication (8021X_REQD)

= Client Address Learning (DHCP_REQD)
L3 Authentication ( WEBAUTH_REQD)
Client Fully Connected (RUN)

Deauth/Disassoc

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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Tips and Tricks

= Collect a client debug for an extended duration
Several roams, deauths, failures, etc...

= Use an enhanced text editor with filter or “find all”
| use Notepad++

= Find All
“Association Received” (will also pull reassociations)
“Assoc Resp”
“Access-Reject”
“timeoutEvt”

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.
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Edt Search Wiew Encoding Language Settings Macro Run TextFX Pluging window 7 %

cEHB 2@ |4 MO 2 g % 5 0 S, ] T avEY
[= wicdebug-5-17-11.txt 1
496 *Dotlx NW MsgTask 0: May 17 22:16:19.033: 00:16:ea:b2:04:36 Scheduling deletion of Mobile Station: (callerId: 65) in 10 sec
497 TapfMaConnTask_0: May 17 22:16:19.361: 00:16:ea:b2:04:36 Association relceived from mokile on AP 00:16:Sc:db:cd:cO
493 TapfMsConnTask_0: May 17 22:16:19.361: 0O0:1l6:ea:b2:04:36 0,.0.0.0 021X REQD (3) Changing ACL 'none' (ACL ID 255) === 'none'

SEE *apfMsConnTask _0: May 17 22:16:19.361: 00:16:ea:bZ2:04:36 Applying site-specific IPv6E override for station 00:16:ea:b2:04:36
500 TapfMaConnTask_0: May 17 22:16:19.361: 0O0:1l6:eath2:04:36 Applying IPvE Interface Policy for station 00:18:es:hZ:04:36 - vilar
501 FapfMsConnTask_0: May 17 22:16:19.361: O0:le:ea:h2:04:36 3TA - rates (8): 130 132 139 150 12 18 24 36 48 72 96 108 0 0 0 O
S0z *apfMsConnTask_0: May 17 2ZZ:16:19.361: 00:16:ea:b2:04:36 3TA - rates (1Z): 130 132 139 150 12 15 24 36 48 72 96 108 0 0 0 0
503 FapfMaConnTask_0: May 17 22:16:19.361: 0O0:16:eath2:04:36 Processing RSN IE type 45, length 22 for mobile 00:l6:ieatha:04:38
504 *apfMsConnTask_0: May 17 22:16:19.361: 00:16:ea:b2:04:36 Received RSN IE with O PMKIDs from mobile 00:16:ea:bh2:04:36

505 *apfMsConnTask_0: May 17 ZZ:16:19.361: 00:16:ea:b2:04:36 0.0.0.0 §0Z1X REQD (3) Initializing policy

508 TapfMsConnTask_0: May 17 22:16:19.361: O0:l6:eath2:04:36 0.0.0.0 021X REQD (3) Change state to AUTHCHECK (2) last state 80z
b >

Find result - 32 hits x|

~ Search "association re" (32 hits in 1 files) -~

- C:Ywlcdebug-5-17-11.txt (32 hits})
Line 55: *apfMsConnTask 0: May 17 22:13:36.674: 00:16:ea:b2:04:36 Association received from mobile on AP O0:Zé:ichifd:d44:cO
Line 276: *apfMsConnTask 0: May 17 22:16:05.719: 0O0:16:ea:b2:04:36 Association received from mobile on AP 00:26:ch:94:44:c0
Line 361: *apfMsConnTask _0: May 17 ZE:16:17.559: 00:16:ea:b2:04:36 Reassociation received from mobile on AP 00:16:89c:4b:cd:cO
Line 395: "apfHsConnTask 0: May 17 ZE2:16:18.046: 00:16:ea:b2:04:36 Reassociatlon recelived from mobile on AP 0O0:16:89c:dbicd:icO
Line 427: *apfMsConnTask 0: May 17 22:16:18.459: 00:16:ea:b2:04:36 Reassociation received from mobile on AP 00:32:98:48:dd:40
Line 46Z: *apfMsConnTask _0: May 17 2E:16:185.920: 00:16:ea:b2:04:36 Reassociation received from mobile on AP 00:16:89c:4b:cd:cO
Line 497: *apflsConnTask 0: May 17 22:16:12.361: 00:16:eaib2:04:36 Association received from mobile on AP O0:16:9c:idb:icd:cO
Line 530: *apfMsConnTask 0: May 17 22:16:23.139: 00:16:ea:b2:04:36 Association received from mobile on AP 00:3::98:48:dd:40

4 ¥
Marmal text file 262685 chars 267737 bytes 2527 lines Ln:497 <ol:72 Sel: 14 (14 bytes)in 1 ranges Dosiwindows  AMNST INS

w
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File Edt Search View Encoding Language Setfings Macro Run TextFX  Plugins  Window 7 o
cHHEBELE 4 hl2c | #h%h|*x|E == BE =avzy

[E wicdebug5-17-11 txt I

1499 *Dotlx_NW_MsgTask 0: HMay 17 22:19:08.621: 00:1l6:eaibd:04:36 Entering Backend Auth Req state (1d=9) for mobile 00:lé:eatha:i04:36 ~
1500 *Dotlx NW MsgTask 0: Hay 17 22Z:19:08.621: 00:16:ea:bZ:04:36 Sending EAP Request from ALL to mobile 00:16:ea:bhZ:04:36 (ELP Id 9)

1501 *Dotlx _NW_MsgTask O0: May 17 22:19:05.685: 00:ld:ea:bi:04:36 Receiwved EAPOL EAPPET from mobile O0:l6:ea:biid4:36

1502 *Dotlx NW MagTask_0: May 17 22:159:05.686: 00:1lé6:ea:b2:04:36 Received EAP Response from mobile 00:16:ea:bz:04:36 (EAP Id 9, EAP Type
1503 *Dotlx NW_MsgTask 0: HMay 17 2Z:19:05.686: 00:16:ea:bZ:04:36 Entering Backend Auth Response state for mobile 00:16:ea:bZ:04:36

1504 *Dotlx NW_MsgTask 0: May 17 22:19:08.687: 00:16:ea:bi:04:36 Processing Access-Reject for mobile 00:lé:exibhz:04:36

1505 *Dotlx NW MsgTask 0: May 17 22:19:08.687: 00:16:ea:b2:04:36 CCEM: Sending cache delete

1508 *Dotlx NW_MsgTask _0: HMay 17 2Z:19:05.687: 00:16:ea:bZ:04:36 PMK: Sending cache delete

1507 *Dotlx_NW_MsgTask 0: May 17 22:19:08.688: 00:l6:eaibd:04:36 Rewoving PME cache entry for station O0:l6:caibhzZ:04:36

1508 *Dotlx NW MsgTask 0: May 17 22:19:08.688: 00:16:ea:b2:04:36 Rewoving PME cache due to EAP-Failure for mobile 00:16:ea:b2:04:36 (EAF
1509 *Dotlx _NW_MsgTask 0: May 17 ZZ:19:05.688: 00:1é:eatbZ:04:36 Sending EAP-Failure to mobile O0:16:ea:bZ:04:36 (EAP Id 9)

1510 *Dotlx_NW_MsgTask _0: HMay 17 22:19:08.688: 00:l6:eaib2:04:36 Entering Backend Auth Failure state (1d=3) for mobile O0:lé:eaiba:i04:3¢
1511 *Dotlx NW MsgTask 0: May 17 22:19:08.689: 00:16:ea:b2:04:36 Setting quiet tiwer for 5 seconds for mobile 00:16:ea:b2:04:36

151z *Dotlx _NW_MsgTask 0: HMay 17 22:19:05.683: 00:1lé:eaibi:04:36 dotlx — moving mobile O0:16:ea:bi:04:36 into Unknown sState

1513 FamAniRanTimer: Waw 17 22:19:13.892: NN:1A:eathZ:N4:36 ANZ. 1% mitelhile! Timer ewnired far atatinn NN:1f:eath?:N4:36 and far meas *

<

Find result - 2 hits ﬂ‘

~ Search "Access-a" (2 hits in 1 files)
—  C:ywlcdebug-5-17-11.txt (2 hits)
Line 1248: *Dotlx NW_MagTask_0: May 17 22:15:27.623: 00:16:ea:b2:04:36 Processing Access-Aocoept for mobile O0:lé:eatha:i04:36
Line 1564: *Dotlx NW_MsgTask O: May 17 22:19:13.6286: 00:16:ea:b2:04:36 Processing Access-hocept for mobile 00:16:ea:hbZ:04:36
—Search "access-r" (1 hits in 1 files)
- C:\wlcdebug-5-17-11.txt (1 hits)
Line 1504: *Dotlx NW MsgTask 0: May 17 22:19:08.687: 00:16:ea:b2:04:36 Processing Access-Reject for mobile 00:16:ea:b2:04:36

4 >
Marmal text file 262685 chars 267737 bytes 2527 lines Ln: 1504 Col: 80 Sel: & (5 bytes)in 1 ranges Dos\Windows  ANST INS
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Troubleshootin QWIFelessLANs v -

= Software and Support

= Troubleshooting Basics
= AP Discovery/Join

= WLC Config/Monitoring
= Client Connectivity

= Packet Analysis

Cisco ((Vf;/
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-I\/Iob|I|ty—Intra-ControIIer

Client Roams Between Two APs on the Same Controller

I lCﬂeﬂt A: MAC, IP Address, Access Point, QoS, Security, ... I

Controller-1 Chent Database

Data Traffic Bridged
onto VLAN x

Controller-1

Access Point 1 Access Point 2

-- - - - - -

Pre-Roam Data Path

Post-Roam Data Path

Client A Roams
from Access Paoint 1
Access Point 2

148531

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Client entry moved to new WLC

-ICIienl A: MAC, IP Address, AP, QoS, Security, ...

WLC-1 Client Database

WLC-2 Client Database

Data Traffic Bridged ,
From/To VLAN x

WLC-1

Data Traffic Bridged
From/To VLAN x

i

Pre-Roam Data Path

Post-Roam Data Path

\ 4

Client A Roams
from AP1 to AP2

1 /
Cisco (( %4
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Mobility—inter-Controlisr(nyciie . - @

= Client roams between two APs that are connected to two different controllers

= Client connects to a WLAN on a controller that has a different controller as a
WLAN anchor Layer 2 roaming:

— New WLC has an interface configured on the same network as WLC the client is
coming from

— Client session information completely transferred from old WLC to new WLC, and
client entry is deleted from old WLC

Cisco ((Vf;/
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——

Old

Controller

DA ’A_J

NEW

1.Association Req. Seliiitellich

Zﬁssociation Resp.

3. mmMobileAnnounce

4¢ mmMobileHandoff

Cisco (f'l/f:/
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Mobility— L2 Inter WLC

Debug Client <Mac Address>

Debug Mobility Handoff Enable

Mokhility packet received from:
10.10.1.5, port 16666

l MobileAnnounce

type: I (Mobileinnounce) subtype: 0O wersion: 1 xicd: 71 sec: 118 len 116 f£flags
group id: h9s=e3dS529 9e2e4b49a5 ecf9456629 6adld3sSs57T
molile MAC: , IF: 0.0.0.0, instance: 0O
WLAMW IP: 10.10.3.5, netmask: Z55.255.255.0
Switch IF: 10.10.1.5
Handoff as Local, Client IP: 10.10.3.235 Anchor IP: 0O.0.0.0
Anchor Mac 00.00.00.00.00.00 Mob”eHandoff
Mokhility packet =sent to:
10.10.1.5, port 16666
type: S(MokhileHandoff) subtype: O wersion: 1 xicd: 71 seq: 99 len 546 flags O

group id: hb9ae3d52 S9e4b49a5 ecf9456629 6=adl3SsS7T
molkbile MaC: , IFP: 10.10.3.235, instance: 0O

WLAM IP: 10.10.3.4, netmask: Z55.255.255.0

State Update from Mobility—-Complete to Mobility—Incomplet

10.10.3.235 S021X_REQD (3)

Mohile associated with another AP elsewhere, delete mobile
10.10.3.235 8021X REQD (3) mobility role update reguest fromn Local to Handoff
FPeer = 0.,.0.0,0, <ld Anchor = 10.10,1.4, NNew Ainchor = 0.0.0,0

Clearing Address 10.10.3.235 on mobile

apfMmProcessheleceMobile (apf mm.c:545) ExXpiring Mokbile!

BRKEWN-3011

© 2014 Cisco and/or its affiliates. All rights reserved.

0.0.0.0 S0Z21¥ REQD (3) Change state to LEAUTHCOMFLETE (4) last state LEZAUTHCOMFL

Mokbility cuery, PEM State: LZAUTHCOMPLETE
Mokbility packet sSent To:
10.10.1.4, port 16666
type: 3 (MohileAnnounce) subtype: 0O wersion: 1 xid 71 seqg: 1185 len 1156 f£l=
group id: h9:3e3d89 S9ed4bd49alb ecf945669 6adl3ss57
mokbile MAC: , IP: 0.0.0.0, instance: 0O
WLAMN TIP: 10.10.3.5, netmwask: 255.255.255.0
0.0.0.0 LZAUTHCOMPLETE (4] Change sState to DHCP_REQD (7] last state DHCFP_REQD (7]
O.0.0.0 Added NPT entry of type 9, dtlFlags Ox0
Mokbility packet receiwved from:
10.10.1.4, port 16666
type: 5 (MokhileHandoff) subtype: 0O wersion: 1 xid: 71 seg: 299 len 5465 flags

group id: h9s3e3d59 9ed4bd49alb ec945669 6adi3sS57
mokbile MAC: , IP: 10.10.3.235, instance: 0
WLAN IP: 10.10.3.4, 255.255.255.0
Switch IF: 10.10.1.4

netmwask:

MobhdddsrTehandae S Sl hfSeStetaeilardaadeelef lient ' 5 NAC OOB State @ Aoccess,

Mobility handoff for client:
Ip: 10.10.3.235

Anchor IP: 0.0.0.0, Peer IF: 10.10.1.4

10.10.3.235 DHCP_REQD (7)) Change state to RUN (Z0) last state RUN (20)

Quarantin

10.10.3.235 EUNM (20) mobility role update recguest frow Unassociated to Local
= 10.10.1.4, ©l1ld Anchor = 10.10.1.5, New Anchor = 10.10.1.5
10.10.3.235 RUONWM (20) State Update from Mobility—Incomplete to Mobility-—-Complete,

10.10.3.235 Ahdded dtlF lags Ox0

MNPU entry of type 1,

Cisco (('ny
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Mobility—Layer 3

Layer 3 roaming (a.k.a. anchor/foreign)

New WLC does not have an interface on the subnet the client is on
New WLC will tell the old WLC to forward all client traffic to the new WLC

Client entry copied to new WLC, .

= —== | _Anchor and Foreign tags d — —
IC"GHQ A: MAC, IP Address, AP, QoS, Security, ... ANCHOR [ ICIient A: MAC, IP Address, AP, QoS, Security, ... FOREIGN h

. =

WLC-1 Client Database WLC-2 Client Database

Data Traffic Bridgeds Data Traffic Bridged

From/To VLAN x From/Tao VLAN y
% < Mobility Message Exchange |————*
g8 WLC-2

Ethernet in IP (EtherlP) Tunnel

Pre-Roam Data Path

Post-Roam Data Path

Client A Roams
from AP1 to AP2

Cisco ((Vf!r
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Mobility— L3 Inter WLC

Old

Controller

DA ’A_i

NEW
Controller

1.Association Req.

Zﬁssociation Resp.

3. mmMobileAnnounce

4¢ mmMobileHandoff

Foreign

|
g DATA PR 4 (FOIP)DATA W

Cisco (f'l/f:/
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Mobility— L3 Inter WLC

1 _ ileAnn
Mokbility packet receiwed from:
10.10.1.4, port 166665
type: 3 (Mobilelinnounce) subtype: 0O wersion: 1 ®id: 177 secg: 180

group id: b2ae34d89 Qedb4955 =ecP456562 Sadl3sS57T
mokbile MACZ:, IFP: O.0.0.0,
WLANM IP: 10.10.3 .4, netmask: Z55.255.255.0

instance: 0O

Handoff as Local, Client IP: 10.10.1.103 Anchor IP: 10.10.1.5

Anchor Mac : £5.66.f2.fa.ad.40

Mobilitvy packet sent tCo:
10.10.1.4, port 16666

type: S (MobileHandoff)

xid: 177

wersion: 1
group id: h9ae3d89 9edbh4955 =ecfP4566°2 5adl3sSs?y

subtype: 0O

instance: 0O
255.255.255.0

mobile MAC:, IFP: 10.10.1.1035,

WLAN IP: 10.10.1.5, netmask:

10.10.1.103 RUWN (20)
Tpdated location for station old AP O0:16:9c:d4b:cd:c0-0
10.10.1.103 RN (20) mokbility role update reguest fromn Locsl to hnchor
i0.10.1.4, <ld Anchor = 10.10.1.5, New Anchor = 10.10.1.5

State Update from Mobility-Complete to Mobility—In

nen BP0 =000

Feer =

Debug Client <Mac Address>

Debug Mobility Handoff Enable

o.0.0.0 8021X_RﬁQﬁ [3) CThange state to LZATUTHCOMFPLETE (4) last state LEZAUTHCOME
Mobility packet sSent to:
10.10.1.5, port 166565
type: 3 (Mobilelinnounce) subtype: O wersion: 1
group id: bh9:e3dSs 2ed4bh49afb5 245662 6odld3S57T
mwokile MAZ:, IF: O.0.0.0,
WLANM IF: 10.10.3.4, netmask:

®xid: 177 Seqg: 180 len 116
instance: 0O

255.255.255.0

Mobility packet receiwved from:
10.10.1.5, port 16666
type: S5 (MobhileHandoff) subtype: 0O wersion: 1
group id: h93e3d59 Qed4kh49s5 2456629 6ad03S557
mokile MAC:, IFP: 10.10.1.103,
VLA IP: 10.10.1.5, netmask:
Switch IP: 10.10.1.5

Lma

xid: 177 seq: zZ04 len 546 f
instance: 0O

255.255.255.0

IS s Slimnt's NAC OOB State @ Aoccess, Quarant ]

| T R R g Ti—rrl——d T

Mokbility handoff for client:

Ip: 10.10.1.103

Anchor TP: 10.10.1.5.
0.0.0.0 LZAUTHCOMFPLETE
10.10.1.103 DHCP_REQD
10.10.1.103 RUNM (z20)
10.10.1.103 RUNM (z20)
Azsigning Address 10.
Handoff confirm: Fre
10.10.1.103 RUNM (z20)
10.10.1.5,

FPeer TP: 10.10.1.5

(4] Change state to DHCP_REQD (7]
(71 Change =state to RUN (20) last state

Feached PLUMEFASTPATH: from line 5273

Change state to RUNM (20) last state RUN

10.1.103 to mokbile

Handoff PEM State: RUN

mokbility role update reguest from Unassociated to Foreign

@1d Anchor = 10.10.1.5, New Anchor = 10.10.1.5

Cisco (('Vf:/

116

last state DHCP_REQD |
RUM (Z0)

(20)

Feer =



v

Mobility— L3 Inter WLC

10.10.1.103 RUNW (20) S3tate TUpdate from Mobility-Incomplete to Mobhility-Complete, 10.10.1.103 RUN (20) State Update from Mobility-Incomplete to Mobilit
mokility role=Anchor, client state=APF M3 STATE ASIOCIATED mobility role=Foreign, client state=AFF M3 STATE ASS0(
10.10.1.103 RUN (20) Change state to RUN (Z0) last state
Mobility Response: IP 10.10.1.103 code Handoff Indication (Z) Configured Anchor for mobile. Sending Igmwp Query
reason Client handoff successful - anchor released (1), PEM 3tate RUN, Role Anchor mokhility Response: IP 10.10.1.103 code Handoff (1),

Foreign

Set symmetric mobility tunnel for as in Anchor role reason Handoff success (01, PEM State RUN, Role Foreign(3)
10.10.1.103 Added NFU entry of type 1, dtlFlags Oxl Set symmetric mobility tunnel for as in Foreign role

Sending & gratuitous ARF for 10.10.1.103, VLAW Id O 10.10.1.103 idded NPU entry of type 1, dtlFlags Oxl

(Cisco Controller) >show client detail (Cisco Controller) »show client detail

Client MAC AAArESS..... .. ittt nenaranannnnnnss Client MAC Bddress. o vt it it it ittt e e e

AP MAC BAdrEeSS. ... ..ttt ittt nnnssnnnsannnnnnss go:00:00:00:00:00 AP M Al S S. « v v v s e e e m e e e e m e e e e e O0:26:ckh:94:44: =0
MoBbility SLAEE. ...t a i iaaaan e Anchor I e Foreign

Mobhility Foreign IP Address.. c... 10.10.1.4 Mokbilitw Anchor TP AddressS. .o 10.10.1.5

Cisco ((Vf;/
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Mobility Group vs. Mobility Domain =

= Mobility Group - WLCs with the same group name

. L2/L3 HandOff Local Mobility Group group
. MAC Address IP Address

- AUtO AnChorIng fg:66:f2:fa:ad:40 10.10.1.5

— Fast Secure Roaming 88:43:21:31:62:80  10.10.1.4

— APs get all of these as a Discover candidate

= Mobility Domain - WLCs in the mobility list

Local Mobility Group group

L2/L3 HandOff MAC Address IP Address

fa:66:f2:fa:a8:40 10.10.1.5

Auto Anchoring 88:43:21:31:60:80 10.10.1.4

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.

Group Name

group

group

Group Name

group

domain

Cisco Public

Multicast IP Status
0.0.0.0 Up
0.0.0.0 Up
Multicast IP Status
0.0.0.0 Up
0.0.0.0 Up

Cisco ((Vf;/
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= Sent between aII WLCs by member W|th Iowest MAC
— Control Path = UDP 16666 (30 Seconds)
Data Path = EolP Protocol 97 (10 Seconds)
— debug mobility keep-alive enable <IP Address>

09:07:01.337: UDP Keepalive receiwved from::

02:07:01.337: 10.10.1.4, port 16660

o2 :07:01.397: type: Z0[(MobilitvyPingRecgquest) subtype: O wersion: 1 xid: 52 =eg: 52 len 41 flags 1

o2 :07:01.35397: group id: bh9ae3dsS29 S9ed4b4S9a5 ec945669 5adi3sSs57T

02:07:01.397: UDP Keepalive Sent to::

09 :07:01.397: 10.10.1.424, port 168666

o2 :07:01.337: type: Z1(MobilityPingReplsy) subtype: 0O wersion: 1 xid: 52 sec: 74 len 41 flags O

09 :07:01.3297: group id: khPase3dSS Y9edbhd49as ecSd45662 6adl3ISST

May 22 09:07:11.397: EOIFP Eeepalive received from: 10.10.1.4

May 22 02:07:11.397: wersion : 02, opoode @ ETHOIP _OF_ _REQ Seguence no. 22 pesr3tatus: 1

May 22 09:07:11.3397: EOIF Kespalive =sent to: 10.10.1.4

Moy 22 09:07:11.397: wersion : 02, opocode : ETHOIF OF ERESF sequence no. 22 peerdtatus: O

May 22 09:07:21.397: EOCIP EKeepaliwve receiwved from: 10.10.1.4

May Z2 02:07:21.337: wersion : 02, opcode : ETHOIF_OF_ _REQ seguence no. 23 peerS3tcatus: 1

May 22 02:07:21.397: EOIP Eeepaliwve Ssent to: 10.10.1.4

May 22 0O09:07:21.3397: wersion @ 02, opcocode @ ETHOIF OF RESF =sedquences no. 23 peer3Itatu=s: O

May 22 09:07:31.395: EOIFP Eeepalive received from: 10.10.1.4

May Z22 02:07:31.395: wersion @@ 02, opoodse @ ETHOIP OF_ _REQ Seguence no. Z4 pesr3tatus: 1

May 22 09:07:31.395: EOIF EKeepalive sent to: 10.10.1.4

May 22 02:07:31.395: wersion : 02, opoode @ ETHOIFP OF RESFPF sequence no. 24 peerStatus: O

09:07:31.395: UDP Keepalive receiwved from::

09 :07:31.395: 10.10.1.4, port 156666

02:07:31.398: type: Z0[(MokhilitvPingReguest) subtype: 0O wersion: 1 xid: &3 seqg: 53 len 41 flags 1

09 :07:31.335: group id: ©h9:e3dS9 S9ed4bh4d4S9s5 ec94d5663 6adld3ISS5ST

02:07:31.395: Highest Mobhility Wersion supported =z

O02:07:31.395: UDP EKeepaliwve sent to::

09 :07:31.5395: 10.10.1.4 port 16666 (
02:07:31.398: type: Z1(MobilityPingRepls) subtype: 0O wersion: 1 xid: 53 seg: 75 len 41 flags O ¥ (Vc
09 :07:31.335: group id: ©h9:e3dS9 S9ed4bh4d4S9s5 ec94d5663 6adld3ISS5ST "Isco ’
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Troubleshooting Wireless LANs ©~

= Software and Support

= Troubleshooting Basics
= AP Discovery/Join

= WLC Config/Monitoring
= Client Connectivity

= Mobility

Cisco ((Vf;/
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Itered_call trace.pkt - Wireshark

Mo, =

0.204839707
53 0.20509719%
B4 0.205469132
55 0.205474854
66 0. 223968506
67 0.223972321
68 0.224212647
569 0. 224214554
FO 0. 243968064
Tl O.24=29727T70
T2 0244344772
T3 0.244348526
F4 0.244350434
75 00244583130
Fa 0. 244588852
TT 0.263969422

152,168,118, 100
Cisco_f9:94 25

192.168.118.102
192.168.118.100
152.168.118.102
Cisco_20:15:7Fb

152.1a68.11&8. 100
Cisco_f9:594 125

152.168.118.102

File Edit Miew Go Capture  Anakyze  Statistics  Telephony  Tools  Help
B a iz BEXESE XN+ =oTF R IBE QQaB| kMMM
Filter: * Expression... Clear apply

Source Destination Info

ata, =
Acknow] edgement,

1 5
ChAsco_c0:08rae CRAD

P -

192.168.118.102 Source port: dfserver Destination port: 30528
Chisco_20:15:Fh QoS Data, SM=531, FM=0, Flags=....R.F.Z [retransmitted]
Chisco_c0:08:ae (RAD Aacknowledgement, Flags=...P....C

192.168.118.100 Source port: 30528 Destination port: dfserwver

Clisco_20:15:7h (ral acknowledgement, Flags=........ [y

192.168.118.102 Source port: dfserwver Destination port: 30528
Cisco_c0:08:ae (R4 Acknowledgement, Flags=...P....C

192.168.1158.100 Source port: 30528 Destination port: dfserwver
Cisco_20:15:Fh (R4 Acknowledgement, Flags=........ i

Cisco_f9:94:a5 Qas Data, SM=88l1, FM=0, Flags=...PR..TC [retransmitted]
Chisco_20:15:Fbh CRAD Acknow]ledgement, Flags=........ [

192.168.118.102 Sour<ce port: dfserver Destination port: 30528
ChAsco_20:15:Fh QoS Data, SKM=533, FMN=0, Flags=....R.F.Z [retransmitted]
ChAsco_c0:08:ae (RAD Acknow]ledgement, Flags=...P....C

192.158.118.100 Sour<e port: 30528 Destination port: dfserwver

24

T8 0.263975144 Chisco_20:15:Fh (rAD Acknowl]ledgement, Flags=........ [y
79 0.264211655 192.1658.11&8.100 19z.168.118.102 source port: dfserver Destination port: 30528
S0 0.26421547F0 Cisco_c0:08:ae (R4 Aacknowledgement, Flags=...P....C
81 0.280082703 Cisco_c0:08ae EBroadcast Eeacon frame, sSM=4082, FMN=0, Flags=........ Z, BI=100, SSII
52 0.230088425 1%2.168.1158.102 192.168.1158.100 Source port: 30528 Destination port: dfserwver
"2 N PROMNRRATE Ao en 215 -Fh oA Al admamant C1larme — — b
>
@ | File: "C:\Documents and Setkingsiweterry\Deskt... | Packets: 7204 Displayed: 7204 Marked: 0 Load kime: 0:00,140 /
s
CiscollVC,
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‘Wireshark Tu’t'oArfijél i .

= Newer versions of Wireshark have a feature for

“Apply as Column”

This will take any decodable parameter and make a column

H Frame 1: 238 bytes on wire (1904 bits), 238 bytes captured (1904 bits)
+ S802.11 radio information
= IEEE 802.l11 gos Dpata, Flags: ...P...T.

EEHEH

Typessubtype: QoS Data [Ox28)
+ Frame Control: O0x1185 (Mormal’
DUuration: 44

ClsCo_cO:08:ae [ aC:ci

Source address: Cisco_Z20:15:7
Destination address: cCisco_f& Expand Al
Fragment number: 0O Collapse Al
Sequence number: 648

ZSource or Destination addres

apply as Calumn

<Source or Destination addres Apply as Filker
# Frame check sequence: 0x0000C Prepare a Filter
QoS Control Colarize with Filker
Logical-Link Control
Internet Protocol, Srac: 192,168 Fallow LOP Skream

User Datagram Protocol, Src Por
Data (172 bytes]

BRKEWN-3011 © 2014 Cisco and/or its affiliates. All rights reserved.

20:15:Fhhs
R == R A .
» k2za6ddlf]

Dst: 192.1la=2.118
dfserwver (215547

Cisco ((Vf;/
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= Within seconds your wireshark can also have:

Dreskinaktion ES5 Id Prioriky Ciaka Rake
1 -1 115.° ; 3
Cisco_20:15:7b [
192 . 1a8.118.102 ac
Cisco_20:15:7Fh ec

Channel Signal Strength ECQSP Info

: ) Source
Ak now ]
100 End of service Source
100 End of serwvice QoS Dat

24000000

CEB:182:Cc0:08:ae 3 AB000000

CEIBZ2:cOI0Brae 3 48000000
5]

192.168.118.100 eCc:ic8:82:cO0:08:ae 24000000 100 Source
Cisco_20:15:7Fb [ 24000000 100 Acknow]
Cisco_20:15:7Fhb ec:Cc3:82:c0:08:ae 3 43000000 100 End of serwvice QoS Dat
Cisco_cO:08:ae 24000000 100 Acknow]
192.168.118.100 eCc:ic8:82:cO0:08:ae L] 54000000 100 Source
Cisco_20:15:7b ¢ 24000000 100 Acknow]
152.168.118.102 ec:c8:52:c0:05:ae E] A4F000000 1o0 service period Source
Cisco_cO:08:ae [ 24000000 100 Acknowl]
192.168.1158.102 ec:cB:B2:cO:08:1ae 3 AB00OO0O0 100 End of service Source
Cisco_cO:08:1ae [ 24000000 100 Ak now]
152.168.118.100 ec:cEB:82:cO:08:1ae 5] 54000000 1a0 Source
Cisco_20:15:7b 24000000 100 Acknowl]
1592.168.1158.102 ec:cB:B2:cO0:08:1ae 3 A BO0O000 100 End of serwvice Source
Cisco_cO:081ae [ 24000000 100 Acknow
Cisco_cO:08:ae eCiCcE:182 :Cc0:081ae o] 24000000 100 Qo= MUl
Cisco_20:15:7b 24000000 100 Acknowl]
Cisco_20:15:7h eC:Cc3:82:cO0:081ae 7 43000000 100 End of serwvice QoS MUl
Chsco_cO:081ae 24000000 100 Ak o]
192.168.118.100 eCc:icE:B2:CcO0081ae L] 54000000 100 Source
Cisco_20:15:7b [ 24000000 100 Acknow]
1592.168.1158.102 ec:cB:B2:cO0:08:ae 3 54 000000 100 End of service Source
ChAsco_cO:081ae 24000000 100 Ak o]
Eroadcast eciCc8:182:Cc0:08:ae 5000000 100 E=acon
192.1688.118.100 ec:c8:82:c0:08:ae 4] 54000000 145 100 Source
Cisco_20:15:7b 24000000 149 100 Acknowl]
192.168.118.102 ec:c8:582:c0:08:ae E] 54000000 149 100 service period Source

red (Fra... | Packets: 7204 Displaved: 7204 Marked: 0 Load kime: 0:00, 156 {'Vc/
CiscollV(,
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= Filtering data is just as easy

Filter: |wlan.bssid == ec:c8:82:c0:05: ae *  Expression... Clear apply

Mo, Time Source Destination B5S Id Priority Data Rate Channel Signal Strength EQSP Info
41 0.14391592. 168118102 1592 . 1a8.118.100eCc:CcE8:182:cO0:081ae B 54000000 145 100 Saurce port: 30!
43 0.14401592 168118100 1592 168,118,102 ec:CcE8:82:cO0:081ae 3 54000000 145 100 End o sSource port: df:
44 0. 1d446.Cisco_F9:94 125 Cisco_20:15:7h ec:cB:82:c0:08:ae 3 54000000 149 100 End o QoS Data, SKH=62%
45 0. 16381592 . 168118102 1592 . 1a8.118.100eCc:CcE8:82:cO0:081ae B 54000000 145 100 Saurce port: 30!
48 0.1641 192.168.1158.100 192.168.118.102ac:c8:82:cO:08:aa 3 54000000 149 100 End o Source port: dfs
S0 0.1FFS 192 .1a68. 118102 192 . 168,118, 100ec:CcE8:82:c0:08ae B 54000000 145 = 1= ] Source port: 30!
52 0.AFF7 Cisco_cD:08:ae  Broadcast ec:iCcB:82:Cc0:08:ae S000000 149 100 EBeacon frame, St
53 0.AFF7 Cisco_c0:08:ae Cisco_20:15:7h ec:cCcB8:82:Cc0:08:ae 754000000 149 100 End oQos Mull functic
55 0.2039152.165.118.102 192.168.118.100ec:CcE:182:C0:08:ae 5 54000000 145 iRels} Source port: S0°
57 0.2043 Cisco_20:15:7b Cisco_f92:94:25% ec:cCc8:82:C0:08:ae 6 24000000 14 =]=] Qo% Data, SM=65¢

# Frame 52: 174 bytes on wire (1392 bits), 174 bytes captured (1392 bits)
+# 802.11 radio information

on frame, Flags: .........
Ee i Trame (e N
OxO080 CMarma

- IEEE 80Z2.11 Beac

+ Frame Control:

Duration: 0 Expand All

Destination address: Broadcs Collapse all

Source address: Chisco_c0:08:

<Source or Destination addre Apply as Column f:ffas=
<Source or Destination addre Selected
ESS Id: Cisco_<0:08:ae (ac:d Prepare a Filker 3 Mok Selected

Fragment number: O
Sequaence numbear: 4050
+H Frame check sequence: 0x000C
+ IEEE 802.11 wireless LAM manac

Colorize with Filker »

. or Selected
. and nok Selected
. ar nok Selected

Cisco (('Vf:/
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o wit

Wireshark Tutorial - CAPWAP

= User data is encapsulated in CAPWAP

Filter: | (capwap) *  Expression... Clear Apply

Wo, Tirne Source Destination ESS Id Info
4] 7 _C 1 HonHaiPr_da ; O0:1lc:hl:l 0 REequesT,
5173 Fl13.2738b1: IGBE:30:0Cies Homag_00:00:1 < eb:da:83:7Fa: T Fragmented IEEE S02.
5474 F13.2F45b1:07:68:530:0c:1ee Homag_0O0:00:1c eb:da:83:Fe: T :FF Fragmented IEEE S02.
5176 Fl13. 3316t ff::fF:00:03 MS—hLE—FhysServer—08_00:0 08:00:00:02:1c:4b Fragmented IEEE S02.
5478 F13.7592 0107 :68:30:0c1ee Homag_O0:00:1 < eb:da:83:Fa:FF:FF Fragmented IEEE S02.
5479 F13. 7592t fr:ff:fT:00:03 MS—hMLE—FPhysServer—08_00:0 08:00:00: 01 :0cC:ea Fragmented IEEE S02.
5181 F13.7595Cisco_0F::68:30 HonHaiPr_da:83:76 SCidei 2024 1 FF 43 Association Request,
5482 Fl4.2311 b1 07 :68:30:00:00 PciCompo_00:00:1c OO:00:00:00:00:].c Fragmented IEEE S02.

Frame 6471l: 136 bytes on wire (1088 bits), 136 bytes captured (10588 bits)

Ethernet II, Src: Cisco_31:37:e? (88:43:el:31:37:e7), Dst: Cisco_dc:85:74 (00:1c:58:dc:85:740
Internet Protocol, Src: 10.10.1.314 (A0.10.1.147, pst: 10.10.1.161 (10.10.1.1610

User Datagram Protocol, Src Port: capwap-—-data 524703, Dst Port: 51259 (51259)

Control and Provisioning of wireless aAccess Points

IEEE 802.11 association Reguest, Flags: ....R...

IEEE 802.11 wireless LAN management frame

R EE AR

Cisco (('Vf:/
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-ereshark Tutorlal

= Wireshark can also de- encapsulate CAPWAP DATA
Edit > Preference > Protocols > CAPWAP

4! Wireshark: Preferences - Profile: Default

ES5GF
Bundle
BWYLC

ZAMEL

ZMP
collectd
CORPS
COTR
ZPFI
ZWIDS
Craka
DE-LSFP
[nlatal
DiCERPC
DZr
CuCTE000
DHIZPF
DIAMETER

Cantrol And Provisioning of Wireless Access Points

CAPYAP Conkrol LUDP Pork:

CAPWAP Data LDFP Pork:

Cizco Wireless Controller Suppork:
Reassemble Fragmented CaPWAP packets:

Swap Frame Control:

5246
5247
|
-1
[

ok [ e

J{

Cancel

BRKEWN-3011
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‘Wireshark Tu‘to'r' ,‘él ; '

= With CAPWAP de-encapsulated you can see all the packets to/from client
(between AP and WLC)

Filter: |{capwap) 22 (wlan.bssid == 00:1c:b1:07:65: 300 *  Expression... Clear aApply

Mo, Time Source Destination B33 Id Info

5478 Fl3.759210.10.3.32 10.10.3.255 O0:1c:bhl:0Fi68:30 Echo (pingl) reguest
5481 Fl3. 7595 Cisco_24:F77:43 HonHa Pr_da: 83 : 76 O0:1lc:hl 07 :68:30 Data, SkH=0, FRH=0O, Fla
£452 Fl4. 2311 0000 00_00: 0000 Cisco_Q0F:68:30 O0:1lc:hl 07 i68:30 Frobe Reguest, =sw=0,
5483 Fl4d. 2747 HonHaiPr_da:83:76 Eroadcast 00:1lc:bhl:0F G830 Gratuitous arp for 10
5488 Fl4.759110.10.3.52 10.10.3.255 00:1c:bhl:0F:658:30 Echo (pingl reguest
5401 Fl4,FR06Cisco 24 :F7:43 HornHaiPr_da:83:76 00:1lc:hl:07 6820 Data, SM=0, FrH=0, Fla
Bd92 FlL.323710.10.3.32 239,255 255,250 00:1lc:hl:0F:a8:30 M—-SE&RCH % HTTPSL1.1
54595 F1l5.3384 HonHaiPr_da:83:76 Eroadcast O0:1lc:bl:07:68:30 who has 10.10.3.17 T
+ Frame &478: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)

+ ETthernet II, =Src: Cisco_dc:85:74 (00:1c:58:cdc:85:7470, Dst: Cisco_31:37:2e7 (88:43:2l1:31:37:27)0
Internet Protocol, src: 10.10.1.161 (10.10.1.1610, Dst: 10.10.1.14 (1o.10.1.147

Y EREE

User Datagram Protocol, Sr< Port: 51289 (512890, Dst Port: capwap-—-data (52470
Control and Provisioning of wireless aAaccess Points

IEEE 502.11 Dpata, Flags: ....... T

Logical-Link Control

Internet Protocol, Src: 10.10.3.32 (10.10.3.320, Dst: 10.10.3.255 (10.10.3.2552
Internst Control Message Protocaol

Cisco ((Vf:/
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Packet Capture — Sniffer Mode AP~

= Select channel to

Sniff

= Select destination for traffic

802.11b/g/n Cisco APs = Configure

General
AP Name
Admin Status

Cperational Status

Slot #

BRKEWN-3011

Sniffer Channel Assignment

APS843.2103.bdaz Sniff

Enable
(W1
o

Channel
Serwver IP Address

RF Channel Assignment

© 2014 Cisco and/or its affiliates. All rights reserved.
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10.10.3.217|
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Packet Capture - Sniffer Mode AP

= Omnipeek has a Remote Adapter to capture this data

= Wireshark, just capture network adapter
NOTE: Wireshark does not open the port UDP 5000
PC will send ICMP Unreachables

Filter: * Expression... Clear apply

ko, Tirmne Source Destination BS5S Id Info
dsas Aol a4 10000 10, 1.4 .. 5. 20 SOUr<e porT:. personal—agent LesTination porT I COmmp |l ex—matin

S.14801l7F710. 10,3217

1 Destination unreachable (Port unreachakblel

1355 ©9.16484710.10.1 .4 10.10.3.21 Source port: personal-agent Destination pDrt: commplex—main
. 1A4S92510.10.3. 217 1.4 Destination unreachable CPort unreachable

1257 9.174637F710.10.1.4 10.10.3.21 Source port: personal-—-agent Destination pDrt: commplex—main
9. 1746931 0.10.3. 217 O.10.1. 4 Destination unreachable CPort unreachablel

1359 9.18776610.10.1 .4 10.10.3.21 Source port: personal-agent Destination pDrt: commplex—main
S 1878291 0.10.3.217 W N Destination unreachable CPort unreachable

3.21 Source port: personal-agent CDestination pDrt: commplex—-main

0.1 .4 Destination unreachable CPort unreachable

Source port: personal-agent CDestination pDrt:

Destination unreachable (Port unreachakblel

.21 Source port: personal-agent Destination pDrt: commplex—main

1561 9.19962210.10.1.4 1a.10.

commplex—main

1265 9.21258410 10.1. 4 10,10, 3
9. 21263921010 2217 W N Destination unreachable CPort unreachable

167 9. 212718101014 10.10.3.21 Source port: personal-—-agent Destination pDr‘t I commplex—main
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With wireshark, filter licmp.type ==

Data (UDP 5000) still not intelligible yet
— Decode as Airopeek

= = 8 gl= T 7 wireshark: Decode fis

S, 319056 Mark Packet (toggle) Source I personal-agent
1391 9.32817FE Ignore Packet (togals) Source I personal-agent
1393 9.33115% (T set Time Reference (toagle) Source : personal-agent Einbflifetmoik] Transport
1395 9. 3353484 Sourca : personal-agent {deFaulty
1397 9.333569 Manually Resolve Address Source : personal-agent @© Cecode 3GPPE ALL
1399 9. 336454 : Source g ersonal-agent
1401 9.351852 Apply as F'It_er r Source g ijer"sona'l —agent fictrace
1403 9. 354881 F'I’BDEIFBEI!:I“:BFI > Source I personal-agent i
1405 9. 3720972 Corersation Filker + Source : personal-agent hEE e 3 .
1407 9.351618 Colorize Conversation + Source : personal-agent ) Do not decode souree { ! part(s) as [ac
140% 9.392919 Source : personal-agent AoDY
1411 9.4043971 Source : persanal-agent Armnagetronad
1413 9.412386 Follows LUDP Stream Source 1 personal-agent ARTHET
1415 2.421465 Source I personal-agent ARLES ERM
1417 9. 432625 Copy . Saource : personal-agent ean -~
1419 9.452730 Source I personal-agent
1421 S, 432808 Source : personal-agent [ oK l [ Apply ] [ Close ]
1423 9. 437180 Sourcea > personal-agent
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Packet Capture — Sniffer Mode AP

Filter: |{{{licmp.bwpe == 3} 1 22 (wlan.bssid == 00:13:10:94:b1:383 * Expression... Clear Apply
=N Tirme Saurce Diestination BSS Id Info

SO08 F.407956 aAapple_4l1:75:76 Cisco-Li_94:hbl1:358 00:13:10:94 b1 :38 Mull function Cno datal, sM=2913, F

S22 F.A408402 aAapple_4l1:75:76 IPwvamcast_00:00:00:Fh Q0:13:10:94 :bl1:38 ata, SKH=29%1%9, FH=0, Flags=.pP..... T

S30 F.447019 apple_4l1:75:76 Cisco-Li_94:hbl1:358 00:13:10:94 b1 :38 Mull function Cuno datal, sM=2920, F

G534 F.447464 aApple_4dl1:75:76 IPvdmecast_00:00:Fh Q0:13:10:94 :bl1:38 ata, SKH=70%, FH=0, Flags=.pm...F.C

936 7.448667 aAapple_4l1:75:76 IPvEmMcast_00:00:00:Th 00:13:10:94:b1:538 Data, =M=71l0, FM=0, Flags=.p....F..

953 F.549848 CAsco-Li_%94:hl:38 Eroadcast O0:13:10:94 kb1 :38 Beacon frame, SH=711l, FH=0O, Flags-=.

981l F.6852088 Cisco-Li_924:hl:38 Broadcast 00:13:10:94 b1 :38 Beacon frame, SM=Fl2, FMN=0, Flags=.
1003 FoFE4447F CAsco-Li_94 b1l :38 Eroadcast O0:13:10:94 kb1 :38 Beacon frame, SH=71l3, FH=0O, Flags-=.
1033 7.856970 Cisco-Li_94:b1:38 Broadcast 00:13:10:94 b1 :38 Beacon frame, SM=7Fl4, FHN=0, Flags=.
1061 7959369 CAsco-Li_94 :b1l:38 Eroadcast O0:13:10:94 kb1 :38 Beacon frame, SH=71l5, FH=0O, Flags-=.
1086 5. 061752 Cisco-Li_94:b1:38 Broadcast 00:13:10:94 b1 :38 Beacon frame, SM=Fl&, FHN=0, Flags=.
1110 S8.162600 CAisco-Li_94:b1:38 Eroadcast O0:13:10:94 kb1 :38 Beacon frame, SH=71l7F, FH=0O, Flags-=.
1132 8.265532 Cisco-Li_94:b1:38 Broadcast 00:13:10:94 b1 :38 Beacon frame, SM=Fl&, FMN=0, Flags=.
1160 8.368230 Cisco-Li_94:b1:38 Eroadcast O0:13:10:94 kb1 :38 Beacon frame, SH=71%, FH=0O, Flags-=.
1216 5.573799 Cisco-Li_94:b1:38 Broadcast 00:13:10:94 b1 :38 Beacon frame, sSM=F21l, FMN=0, Flags=.
1246 8.6751%7F Cisco—-Li_94:b1:38 Eroadcast O0:13:10:94 kb1 :38 Beacon frame, SH=722, FWH=0, Flags-=.
1270 8. 778398 Cisco-Li_94:b1:38 Broadcast 00:13:10:94 b1 :38 Beacon frame, SM=F23, FMN=0, Flags=.
1292 B.880925 CAsco-Li_94:b1:38 Eroadcast O0:13:10:94 kb1 :38 Beacon frame, SH=724, FH=0O, Flags-=.
1314 5.9583597 Cisco-Li_94:b1:38 Broadcast 00:13:10:94 b1 :38 Beacon frame, SM=F25%, FHN=0, Flags=.
1337 9.085730 CAsco-Li_94:b1:38 Eroadcast O0:13:10:94 kb1 :38 Beacon frame, SH=72aG, FH=0, Flags-=.
1359 9.15877668 Cisco-Li_94:b1:38 Broadcast 00:13:10:94 b1 :38 Beacon frame, SMN=F27, FHN=0, Flags=.
1383 9.290083 Cisco-Li_94:b1:38 Eroadcast O0:13:10:94 kb1 :38 Beacon frame, SH=728, FHWN=0, Flags-=.
1409 9.392919 Cisco-Li_94:b1:38 Broadcast 00:13:10:94 b1 :38 Beacon frame, SMN=F29, FMN=0, Flags=.
1441 S9.495297 Cisco-Li_94 :b1:38 Eroadcast O0:13:10:94 kb1 :38 EBeacon frame, SH=730, FH=0, Flags-=.
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Key- Takeaways

= Troubleshooting is a process
= Don'’t jump into conclusions
= Main client tool -> debug client

= Multiple tools available without much effort
— WLC side debugs
— AP debugs
— AP sniffer mode, Packet capture
— SE mode
— WLCCA
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

= Directly from your mobile device on the Cisco Live
Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located
throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com
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